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EXECUTIVE SUMMARY

ecent government-wide shutdowns of information systems in a half-dozen
developing countries ranging from Albania to Vanuatu suggest that ransom-
ware and state-sponsored attacks are finding success in targeting critical
infrastructure networks of the Global South. Over the first decade of their integra-
tion with the digital economy low-income and lower-middle-income countries faced
relatively few cyberattacks, but that honeymoon appears to be over, with the Global
South now ranking first in cyberattacks per institution and cyberattacks per capita.

As mobile device e-commerce and ICT networks continue to expand across the Global
South, this rise in cyberattacks is not surprising. Nevertheless, the level of digital
integration in the region still trails the rest of the world, suggesting the record-set-
ting levels of cyberattacks may be the result of vulnerabilities systemic to the region.
The most corrosive of these problems is corruption. While few governments in the
Global South have publicized the role of IT corruption in critical infrastructure enter-
prises, this analysis builds on donor and regional software association investigations
to argue that IT departments in the Global South are vulnerable to corrupt procure-
ment schemes catalyzed by the proliferation of pirated software.

Until recently the prevalence of pirated or lapsed licensed software on government
networks across the Global South may have led to little more than poor or unpre-
dictable network performance. This is no longer the case today, as networks built
around pirated software serve as easy targets for ransomware gangs and hacktiv-
ists that still find decades-old malware like the “WannaCry” worm to be effective in
countries challenged by systemic corruption.

In response to the growing cyber threat, governments in the region and foreign donors
focused their response on the best practices found in the action plans and policy ini-
tiatives drawn from national cybersecurity strategies designed for the Global North.
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As a result, not one government’s national cybersecurity strat-
egy in the Global South recognizes corruption as an important
issue for critical infrastructure network security.

This analysis underlines the effects of addressing corruption on
cybersecurity by highlighting the positive impacts of Ukraine’s
switch to an autonomous and transparent procurement platform
by comparing the experience of cyberattacks in 2017 with those
that accompanied the 2022 full-scale invasion of the country.
Taking these lessons forward, cybersecurity officials across the
Global South must consider identifying procurement corruption
as a cybersecurity risk and develop initiatives to mitigate the
impact of systemic corruption on cybersecurity.

INTRODUCTION

“CYBER CRIMINALS ARE COMING FOR THE GLOBAL SOUTH” -
DEUTSCH WELLE'

The global revolution in information and communications tech-
nology (ICT) has expanded educational and economic opportu-
nities across the Global South? even as it brings new threats of
inequality and cyber vulnerability. Whether these countries are
prepared, they now represent the fastest-growing population
of new internet users. Moreover, malicious hackers have recog-
nized this rise in networked users, with Latin America and the
Caribbean now leading the globe in the rate of cyberattacks as
a share of the networked population,® while Africa leads in the
rate of cyberattacks per institution.

The process of digital transformation started later in the Global
South, which likely limited the vulnerability of these countries to
ransomware attacks. This is no longer the case. Vanuatu served
as a wake-up call in 2022 when most of the island’s public ser-
vices shut down after hackers encrypted the government’s data
networks.®> The ransomware gang’s commitment of time and
resources to infiltrate Vanuatu’s government networks demon-
strates that even the smallest nations in the Global South can

no longer assume they will be overlooked by global hacker
organizations.

A critical lesson from the first decade of ubiquitous cyberattacks
is the importance of patching an enterprise’s network software.
Unfortunately, the vulnerabilities that IT professionals must track
and patch each year have been growing, especially since the
arrival of cryptocurrency in the mid-2010s offered the first prac-
tical means for hackers to receive payments after locking up or
seizing data.® Figure 1shows MITRE’s recorded annual increase
in registered vulnerabilities and exposures, which shows the
growth has been rising at an exponential rate since 2018. As
ransomware began to grow and criminal organizations sought
to continue finding lucrative and vulnerable targets, hackers
suddenly turned to institutional networks in countries they might
never have heard of before researching potential targets.” A
growing horde of ransomware organizations appear to be choos-
ing targets based first on vulnerability, which has resulted in more
attacks on institutions in the Global South.®

Figure 1: New IT Product and Service Vulnerabilities
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Although the need to patch software vulnerabilities has never
been higher, corrupt practices in software procurement explain
why many organizations do not regularly update their security.
Functioning software that was not legitimately acquired rarely
provides a connection to the software vendor.® The presence
of pirated software on a network reduces the likelihood that the
network is regularly receiving updates that the software’s pro-
ducer distributes to patch newly discovered vulnerabilities.®

An organization’s cybersecurity can also face vulnerabilities
due to obsolete versions of software still running on its network.
This can happen for multiple reasons, from vendors going out of
business to developers choosing to no longer support a product
line. In underfunded institutions across the globe, it is not rare
to find the continued use of obsolete software. This vulnerabil-
ity is further exacerbated by procurement managers prioritiz-
ing corrupt rents over issues of trusted vendors or sustainable
support for software.

Given the epidemic levels of corruption in public and private pro-
curement across the Global South," this study draws from recent
cybersecurity experiences in European and Eurasian economies
similarly challenged by corruption to argue that a digitally inte-
grated Global South may be more susceptible to cyberattacks
than those in the Global North. While the limited scale of the dig-
ital economy across most of the Global South continues to keep
these countries out of top spots in terms of the total number of
attacks, the Global South has suddenly become a dispropor-
tionately high malware target.” This new reality reflects unique
challenges to cybersecurity in the Global South and also sug-
gests that the solutions to this challenge may not be found in
the traditional national cybersecurity strategies based on the
playbooks of more developed countries.

THE DIGITALIZATION OF THE GLOBAL SOUTH
HAS ONLY BEGUN

The International Telecommunication Union estimates that the
Global South passed the milestone of more than half of its citi-
zens gaining access to the internetin 2022. At this growth rate,
more than 75 percent of the Global South will be connected by

the end of 2025.® Most of this access is represented by limited
bandwidth connections to mobile phone subscribers, which
allow for a range of services to citizens that, because of resource
constraints or great distances, were previously impractical to
offer at scale. For example, the tiny nation of Vanuatu provides
its citizens residing across its far-flung islands the ability to use
mobile phones to pay utility bills and taxes or initiate govern-
ment document requests without a long trip between islands™
The economic impact is enormous for citizens who are no longer
required to spend 1-2 days of travel for administrative tasks.

Figure 2: Mobile Phone Subscriptions in 2022 by Population
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The private services offered by early mobile phone entrepre-
neurs in the Global South have been no less impressive. Wide-
spread mobile phone use looks to be a pathway from poverty
for millions of citizens once isolated from the global flow of infor-
mation resources.”® ICT-based businesses may already be the
leading force for economic growth in many of these countries.
A study between 2007 and 2016 found mobile phone diffusion
had a more significant impact on the rise in gross national prod-
uct (GNP) in Sub-Saharan Africa than any other form of invest-
ment.'® Across Africa, rural residents who lack access to landline
phones or banks benefit from nearly one billion mobile phones
that allow them to tap into the internet sites (notably, banking
and wholesale services) necessary to engage in entrepreneur-
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ial activity.” Moreover, the nascent digital information space in

these countries has allowed the emergence of internet-based

businesses specifically supporting rural entrepreneurs with a
range of supply chain and logistic services®

Despite the rapid growth in mobile phone-led economic activ-
ity, most countries in the Global South are just now starting to
develop the ICT infrastructure needed to support this demand.
Many states in the Global South have only completed the “first
mile” of broadband access—global connections to their capi-
tals and large cities—and large parts of the population still lack
access to reliable broadband internet® Like mobile phone con-
nectivity, widely distributed broadband is positively associated
with economic growth. Two findings have become measuring
sticks in the digital development sphere: the World Bank esti-
mates that a 10 percent increase in broadband leads to a 1.4%
increase in GNP?° and the McKinsey Global Institute found ICT
economic activity over the first decade of internet connectivity
may have accounted for more than 21% of the gross domestic
product (GDP) growth in mature economies.!

The new wave of ICT development in the Global South is realiz-
ing this economic potential by bringing broadband infrastructure
to smaller cities and rural communities. Improved connectivity is
already affecting the quality of life in the Global South,?? allowing
for national e-business, good governance solutions, and social
services like healthcare and education to operate beyond the
limited bandwidth offered by mobile phone data connections.

The World Bank has provided more than $1.2 billion in ICT lend-
ing alone for broadband development in Africa, the South Pacific,
and the Caribbean.?® Moreover, Nigeria and Mozambique have
led the way in Africa by licensing SpaceX’s Starlink service, which
offers near broadband connections through low-orbit satellites
for private users.?* Certainly, Starlink’s fees and terminals are

barriers to access for most citizens in the Global South, but it
and future providers are the first competitors to largely state-
owned services in the region that have not succeeded in pro-
viding economical and reliable high-speed service across large
swaths of territory.

Nevertheless, the growing benefits of the information age in
the region come with risks—this same connectivity also attracts
scores of cyber criminals who expect to profit from vulnerabili-
ties in connected enterprise networks.

CORRUPTION IN PUBLIC PROCUREMENT

Corruption in procurement processes is a global problem, but
the scale of systemic corruption in procurement tenders in the
Global South has long been a major obstacle to developing
effective governance and prosperity.?® This issue does not go
unrecognized by local leaders and external advisors, but they
rarely account for this threat when drafting new regulatory or
development initiatives.?® The backroom decisions on what
hardware and software is purchased for large enterprise infor-
mation networks may be the archetype of systemic corruption
but it is routinely missed by national cybersecurity strategists.

As with most forms of corruption, there are few studies on cor-
rupt practices in software procurement but countless anecdotes
of rent-seeking found in public sector network management in
developing countries.?” In this author’s thirteen years of expe-
rience overseeing IT development projects in four post-Soviet
countries in Europe and Eurasia, this was the common view
of corruption held by those working for critical infrastructure
enterprises and IT Departments inside and outside government.
Control over IT procurement decisions in systemically corrupt
countries is ideally suited for inflating costs and hiding kickbacks
because networks are built around software that is neither visible
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nor readily measurable as authentic through the standard pro-
curement oversight measures of quantity, delivery, and price.?®

Another barrier to changing the software procurement culture
in the Global South is the social norms and expectations among
senior management and network administrators who in their
everyday lives use or interact with pirated software on per-
sonal devices.?® In countries where the use of pirated software
is not viewed as a significant ethical or technical issue, manag-
ers of critical infrastructure enterprises may be less hesitant to
acquire cheaper, pirated software for their networks. In fact, this
may even be perceived as a positive decision that reduces the
organization’s IT budget.

The Business Software Alliance (BSA) found that although glob-
ally one-third of software in the private sector is unlicensed, in
countries in the Global South this proportion may be twice as
high. In the last breakdown for the Middle East and Africa in
2019, for instance, the BSA found that fifty-six percent of soft-
ware in use was pirated.*® This short-sighted view of the risks
of pirated software undermines the state’s ability over the long
term to protect domestic networks from cyberattacks. While most
government officials in the region were raised in a previous era
of altruistic websites distributing unlicensed software with few
downsides, this is no longer the case. One of the few studies
examining pirated software samples from eleven developing
countries found that 61 percent contained malware.?

Theiillicit rents found in legal software procurement, on the other
hand, come in the form of bribes paid to one or more employ-
ees at the purchasing firm, an intermediary, or the supplier. This
can occur through the purchasing enterprise soliciting the bribe
(extortion), the seller offering the bribe for colluding (kickback),
or an intermediary receiving fees or commissions on the inflated
price of the transaction.?? Interviews with investigators of pri-
vate procurement fraud in the Global South find that most align
with the dominant embezzlement practices found in the coun-

try’s wider economy.®® As the seller can often procure pirated
or unsupported software at a fraction of the market price, the
rents gained by the supplier can approach 100 percent of the
stated cost.

An organization that continually uses pirated or unsupported
software will likely develop a culture of avoiding—rather than
actively pursuing—interactions with its software’s producers.
Although some software companies claim to provide software
patches to customers even after they stop paying for licenses,
in practice those using pirated network software rarely receive
updates from the vendors.®* It is a source of debate as to where
the blame lies. On the one hand, users complain of significant
technical hurdles for updating unregistered software. On the
other hand, vendors claim that few network administrators over-
seeing unlicensed copies ever seek them out, leaving them
unaware of who is running pirated copies of their unpatched soft-
ware. In either case, the presence of pirated software increases
the likelihood that the organization’s network is susceptible to
vulnerabilities.®® Even if an unregistered organization seeks out
and applies a patch, because the process is not timely or auto-
matic, there will always be a window of time with unpatched
vulnerabilities.

In evaluating their country’s cybersecurity posture, governments
in the Global South must measure the degree to which pirated
and unpatched software is present on their information platforms
and identify mechanisms that can decrease their rate of use. It
may be wise for policymakers to look at culture and practice
instead of simply increasing IT budgets. Comparative country
research shows that the income of countries or individual enter-
prises was not a consistent predictor of choosing licensed or
pirated software. Instead, the strongest predictors were a toler-
ance of open pirated software markets and the degree of sys-
temic corruption in the country.*® Moreover, a comparison of a
half dozen policy measures in eleven African countries found
that the strongest initiative reducing the presence of pirated soft-
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ware on networks was implementing corruption-control policies,
not measures that raised incomes or procurement budgets.>”

Case Study: IT Procurement Corruption in Pakistan

Even donor-funded procurement can fall victim to IT pro-
curement schemes. Drawing on a 2019 World Bank loan,
the Pakistan Federal Board of Revenue (FBR) used $80
million to upgrade the Karachi data center as its hardware
and software were no longer supported by vendors and
had been assessed as “end-of-life equipment.”*® Just a
year after the procurement, the US Assistant Secretary of
State Alice Wells publicly accused FBR of using pirated
versions of US software in the data center.®® A year later,
a suspected Russian cybercriminal gang gained access to
the center’s more than 1,500 computers and data; report-
edly benefiting from the pirated and unsupported Micro-
soft Hyper-V software used for the virtual hard disks storing
FBR data.*® The FBR has never identified the vendor
involved in the World Bank procurement or whether they
paid the ransom to unlock their data that was advertised
for sale on a Russian dark web site.

As countries struggling with public corruption or high levels of
pirated software integrate further into the global digital econ-
omy, they are increasingly susceptible to cyberattacks on their
critical infrastructure. Some observers already view 2022 as
an inflection point in the rising number of successful hacks of
smaller countries.* In July 2022, for example, the government of
Albania was forced to shut down its government computer and
internet systems after a devastating cyberattack. The intrusion
was a result of an unpatched version of the file-sharing software
Microsoft SharePoint Server (versus the more common cloud-
based Microsoft 365 SharePoint) that understaffed IT teams had

maintained for years on their networks.*? Albania has not chosen
to explain how its software did not get the patch for this vulner-
ability released automatically by Microsoft two years earlier. As
mentioned previously, the island nation of Vanuatu was also hit
by a ransomware attack in 2022 that froze nearly all govern-
ment network servers, shutting down fire and rescue services,
erasing five months of court data, and preventing 315,000 citi-
zens from paying taxes or utilities.** That same year, two more
ransomware attacks by the Russia-based Conti Group led the
Costa Rican government to declare a national emergency,* and
cybercrime groups also temporarily gained control of govern-
ment networks in Montenegro and Chile.

Regardless of the technical cause, the lessons from these exam-
ples are the same: Countries seeking to protect networks across
their critical infrastructure must prioritize systematic commu-
nications with software developments and implement regular
updates or face an army of hackers that target unpatched vul-
nerabilities to gain control of a network.

The ascendancy of cyberattacks in the Global South buoyed by
these successful breaches also suggests that cybercriminals
are now targeting small or economically challenged countries
because they may be viewed as “softer” hacking targets. Cer-
tainly, enterprises around the world continue to pay ransomware,
as 2023 set a record for total and average payments of ransoms.
The recent cybercriminal focus on the Global South, however,
may partly reflect a perception that their networks represent
lower-risk targets with a higher willingness to pay for returning
access to their data.*® The strong correlation between systemic
corruption and a preference for pirated software may shape an
approach to ransomware that is appealing to cyber criminals.
If an organization’s management has been earning significant
kickbacks on purchases of pirated software, for example, they
are unlikely to pursue a strategy of resisting ransom requests,
instead quietly choosing to pay and maintain the status quo.
The focus on the Global South may also reflect a landscape of
reduced opportunities in the Global North. Leading ransomware

37 Antonio R. Andres and Simplice A. Asongu, “Fighting software piracy: Which governance tools matter in Africa?” Journal of Business Ethics (2013), 118,

https://www.econstor.eu/bitstream/10419/87824/1/730896803.pdf.

38 Rana Shahbaz, “Neglect caused FBR cyber-attack,” The Express Tribune, August 22, 2021, https://tribune.com.pk/story/2316604/neglect-caused-fbr-cyber-

attack.

39 Jehangir Nasir, “US accuses FBR of using pirated software,” ProPakistani. January 30, 2020, https://propakistani.pk/2020/01/30/us-accuses-fbr-of-using-

pirated-software-report.

40 Haroon Hayder, “Here’s the real reason why FBR system got hacked,” ProPakistani, August 20, 2021, https://propakistani.pk/2021/08/20/heres-the-real-

reason-why-fbrs-system-got-hacked/.

41 Cynthia Brumfield, “2022 was the year of crippling ransomware attacks on small countries,” README Blog, December 16, 2022, https://readme.
security/2022-was-the-year-of-crippling-ransomware-attacks-on-small-countries-e63b5bc3b756.

42  “Microsoft investigates Iranian attacks against the Albanian Government,” Microsoft, September 8, 2022, https://www.microsoft.com/en-us/security/
blog/2022/09/08/microsoft-investigates-iranian-attacks-against-the-albanian-government.

43 Christopher Cottrell, “Vanuatu officials turn to phone books and typewriters, one month after cyberattack,” The Guardian, November 29, 2022, https://www.
theguardian.com/world/2022/nov/29/vanuatu-officials-turn-to-phone-books-and-typewriters-one-month-after-cyber-attack.

44 Matt Burgess, “Conti’s attack against Costa Rica sparks a new ransomware era, Wired, June 12, 2022, https://www.wired.co.uk/article/costa-rica-ransomware-

conti.

45 Andy Greenberg, “Ransomware payments hit a record $1.1 billion in 2023,” Wired, February 7, 2024, https://www.wired.com/story/ransomware-payments-

2023-breaks-record.
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negotiator Coveware recently reported that the portion of vic-
tims in the U.S. paying the ransom has fallen by half over the last
three years (See Figure 3); the same exact period that has seen a
dramatic increase in attacks on enterprises in the Global South.*®

Figure 3: U.S. Paid Ransom (%)
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Moving forward, more and more government institutions

and critical infrastructure enterprises in the Global South will
likely be targeted as they continue to integrate with global
information and communication networks. What is less
certain is whether the procurement culture in these countries
can keep up by transforming from one of avoiding the
attention of software developers to a strategy of maximizing
communication and exchanges. This transition is unlikely to
succeed if corrupt practices continue to incentivize avoiding
transparent procurement and collaboration with vendors to
support resilient network systems. Moreover, the transition
will require a proactive government guided by a clear national
cybersecurity strategy that addresses the unique cyber policy
challenges in the Global South.

WHAT IS IN THE NATIONAL CYBERSECURITY
STRATEGIES — AND WHAT ISN’T

As digital connectivity continues to expand, more than 100 coun-
tries have developed national cybersecurity strategies to serve
as the framework for synchronized public-private cybersecurity
development. A review of the twenty-three published national
strategies from countries in Africa and the Asia-Pacific region
found that, in general, the strategies’ objectives were grouped

across a minimum of four pillars for strengthening cyber resil-
ience.”

The first common pillar consists of strategic objectives that
often include developing new cybersecurity agencies and/or
improving coordination between disparate ministries oversee-
ing cybersecurity policy. This pillar also includes new policy ini-
tiatives based on gap analyses of the country’s cybersecurity
architecture. The government’s structural reform steps are often
intertwined with the second pillar of legislation and regulations.
The Council of Europe has been the most influential donor in
this space, assisting in the development of legislative frame-
works and advising in the development of national cybersecu-
rity strategies in at least nineteen countries in the Global South.

Figure 4: Countries with National Cybersecurity Strategy
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The last two pillars focus on external initiatives. The third
pillar is focused on public-private partnerships, including
cooperation with multinational software producers and

other governments pursuing cybersecurity. The fourth

major pillar usually describes information campaigns and
education initiatives that would strengthen cybersecurity in
the workforce. While national strategies in the Global South
have prescribed more limited activities in the fourth pillar, the
EU has recently joined the US in developing cybersecurity
workforce frameworks to bridge the gap between the
planning and development of cybersecurity educational
standards and the workplace requirements for the knowledge
and skills needed to defend critical infrastructure networks.

Across the national cybersecurity strategies in the Global South,
not one of the twenty-three documents contained the terms “cor-
ruption” or “pirated software.” In some ways, this is not surpris-
ing. The leading roadmap to developing a national cybersecurity

46 Bill Toulas, “Ransomware payments drop to record low as victims refuse to pay,” Bleeping Computer, January 29, 2024, https://www.bleepingcomputer.com/
news/security/ransomware-payments-drop-to-record-low-as-victims-refuse-to-pay/.

47 The review of 23 national cybersecurity strategies consisted of 14 documents published by countries in Africa (Botswana, Benin, Burkina Faso, Gambia,
Ghana, Kenya [draft], Malawi, Mauritius, Mozambique [draft], Nigeria, Sierra Leone, South Africa, Tanzania, and Uganda); and 9 documents published by
countries in the Asia-Pacific region (Afghanistan, Bangladesh, China, India, Malaysia, Nepal [draft], Philippines, Samoa, and Vanuatu).
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strategy, the UN’s International Telecommunication Union’s (ITU)
Guide to Developing a National Cybersecurity Strategy, also
does not reference corruption or pirated software. The 2018
guide was produced by a partnership between ITU, the World
Bank, the Council of Europe, the Organization of American States
(OAS), Interpol, Microsoft, Deloitte, and the NATO Cooperative
Cyber Defense Center of Excellence, as well as several think
tanks. The guide specifically states its objective is “to “provide
direction and good practice on ‘what’ should be included in a
National Cybersecurity Strategy, as well as on ‘how’ to build,
implement and review it.”

Case Study: International Counter
Ransomware Initiative

The most significant US-sponsored global cybersecurity
initiative is arguably the International Counter Ransom-
ware Initiative (CRI). Now in its third year of existence, the
group has established a platform for capacity building
and developing best practices to reduce the success of
ransomware, including via a joint statement that member
countries should not pay ransoms.*® Although more than
a dozen of the fifty nation-state participants in the CRI are
considered Global South countries that face significant
challenges in addressing systemic corruption, the CRI’s
policy and capacity-building efforts have so far followed
the ITU and World Bank’s lead in not addressing procure-
ment corruption as part of cybersecurity initiatives.*®

As representatives of government and civil society in the Global
South look to further develop and reassess their national pol-
icies and infrastructure for cybersecurity, they are unlikely to
find anti-corruption best practices in the prevailing guiding doc-
uments and best practices. The reality is that top cybersecurity
officials in North America and the EU do not consider the role
of corruption to be a major or even minor factor in their coun-
try’s cybersecurity resilience. Instead, countries in the Global
South must consider the context of corruption and its impact on
cybersecurity and critical infrastructure resilience when devel-
oping their strategies, as well as learn from the experiences of

other states’ adoption of reform initiatives focused on procure-
ment corruption.

GLOBAL SOUTH LESSONS LEARNED: THE
UKRAINIAN RESPONSE TO CORRUPTION

Ukraine offers a case study of how a country challenged by sys-
temic corruption can reduce its impact on network security. In
the years leading up to the start of open conflict with Russia in
2014, on more than one occasion senior officials in Ukrainian
ministries iterated to the author that they would rather cancel
a project than not receive their preference for an expensive
network software solution. In at least one case this prevented
a donor-supported project from moving ahead as the ministry
refused to use a simpler, less expensive software product that
was more aligned with their needs and local network. Across
several ministries, the practice of procuring the highest-cost net-
work solutions over this period would result in arrears owed to
the vendor due to the inability to pay annual fees. At one point,
the sales representative of a global network software com-
pany told the author that they would not sell new software to a
US-funded project if the ministry did not agree to pay off years of
outstanding annual license fees owed from past procurement.

By late 2014, as the first wave of cyberattacks on Ukraine pre-
ceded the Russian military’s annexation of Crimea, most crit-
ical state infrastructure had been operating for years without
licenses (and the associated updates and patches), even legally
purchased software.5® Many institutions were instead paying a
fraction of the retail price to obtain pirated versions of software,
which conveniently left the bulk of the recorded procurement
expenditures for corrupt rent-seeking. This explains how, prior
to 2014, an estimated eighty percent of the network software
used in Ukrainian private and public enterprises either never had
been or no longer was supported by the software’s vendors.®

As hackers associated with Russia began cyberattacks in sup-
port of the new “special operation” in Ukraine, they targeted
local software commonly used in the two countries by exploiting
vulnerabilities for which patches had not been installed.5? Most
notably, in 2015 the Russian military hacker group Sandworm
used Blackenergy-3 malware to temporarily knock out the infor-
mation networks of three energy distribution companies, deny-
ing power to more than 200,000 homes in 2015. The next year,
the Industroyer-1 malware was used to target the Kyiv region’s

48 Michael Hill, “Governments should not pay ransoms, International Counter Ransomware initiative members agree,” CSO, November 2, 2023, https://www.
csoonline.com/article/657877/governments-should-not-pay-ransoms-international-counter-ransomware-initiative-members-agree.html.

49 “International Counter Ransomware Initiative Joint Statement,” The White House, November 1, 2023, https://www.whitehouse.gov/briefing-room/statements-
releases/2023/11/01/international-counter-ransomware-initiative-2023-joint-statement.

50 Olena Removska and Robert Coalson, “Ukraine’s trade privileges on line over intellectual piracy concerns,” Radio Free/Radio Liberty, March 14, 2013, https://

www.rferl.org/a/ukraine-sanctions-intellectual-property/24928537.html.

51 “Software management: Security Imperative, Business Opportunity,” Business Software Alliance.

52 Patrick Tucker, “Russia launched cyberattacks against Ukraine before ship seizures,” Defense One, December 7, 2018, https://www.defenseone.com/
technology/2018/12/russia-launched-cyber-attacks-against-ukraine-ship-seizures-firm-says/153375/
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power grid.5® Slovakian cybersecurity firm ESET found that the
hackers benefited from knowledge of common post-Soviet elec-
tric grid networks and control system software. ESET reported
that a major factor in the success of the power grid attacks was
the failure of Ukrainian electrical distribution enterprises to
change obsolete and unpatched operating system software.5*

In arguably the most damaging cyberattack in history, in 2017 the
Sandworm group unleashed the NotPetya wiper malware that
specifically targeted a well-publicized vulnerability in Microsoft
network software that the company had patched in updates a
few months before the attack. At that time, most Ukrainian enter-
prises were using either pirated or older versions of Microsoft
data management software and thus did not receive timely or
automatic updates.®® Although Microsoft and other vendors in
principle permit operators of pirated software to request and
apply updates, this is rarely accomplished and the exploitation
of unprotected networks in Ukraine accounted for more than
an estimated $10 billion in commercial losses.*® The NotPetya
malware is also an example of a software vendor advertising
new software updates after an attack. A secondary effect of this
disclosure, however, is that it provides hackers a roadmap for
similar attacks on other unpatched systems in the Global South.

POLICY RECOMMENDATIONS DRAWN FROM
UKRAINE

Since 2017, Ukraine has adopted, with mixed results, a range of
internal and donor-supported anti-corruption initiatives ranging
from the establishment of investigation bureaus to prosecut-
ing state corruption and mounting ad campaigns that promote
good governance.”” One of the most well-known developments,
which also had an outsized impact on software procurement cor-
ruption, is the launch of a national e-government tool for public

procurement.>® A public/private-administered electronic plat-
form for government tenders, ProZorro, which means “through
transparency” in Ukrainian, began operating with more than 300
private suppliers in 2016. ProZorro largely put an end to back-
room procurement processes in Ukraine by making bidding and
decision-making available to the public, which reduces oppor-
tunities for rent-seeking.%®

Over the next four years, additional legislative and operational
improvements were made to ProZorro, including integrating
the role of tax authorities directly onto the platform to provide
additional oversight for fraudulent pricing and hidden kickback
schemes. By gaining private sector support early in its devel-
opment, ProZorro was able to move the government’s IT infra-
structure purchases onto a platform by 2019, which by then was
facilitating $22 billion worth of tenders across the government.®°
In a sign of trust in the transparency and efficiency of ProZorro,
the World Bank has also began conducting its own Ukrainian
procurement through the platform.®

In 2022, the Computer Emergency Response Team of Ukraine
(CERT) reported a total of 2,194 investigated malware attacks,
twenty-five percent of which targeted government systems, with
atleast a dozen cases in which the malware was detected on crit-
ical infrastructure information systems.®? Nonetheless, the work
of the CERT, bolstered by robust private sector partnerships with
software developers, led to quick responses to patch identified
vulnerabilities before malware could spread and result in signif-
icant network outages. The result of this new capacity has been
the prevention of cyber-induced infrastructure outages such as
the electric grid collapses that plagued Ukraine in 2015-2016.%3

In the years following the NotPetya attack, Ukrainian public and
private organizations began addressing old debts to network
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software vendors while using the ProZorro platform for new
IT procurement. As a result, the country’s state-owned critical
infrastructure operators were forced to pursue open tenders
on a public-private run platform while network software com-
panies returned to selling licenses to the state enterprises. The
author was told by senior officials at Ukraine’s State Special
Communications Service (SSCS) that they estimated the share
of pirated and unsupported software on the country’s networks
had dropped from more than eighty percent at the start of the
conflict with Russia in 2014 to only twenty percent in 2020

While state enterprises have been required to make transpar-
ent software purchases since 2020, anti-corruption progress
in the private sector is less certain. As part of the 2022 Russian
cyberattacks on Ukraine, the Mandiant cybersecurity firm found
that Russian military intelligence hackers likely uploaded “tro-
janized” versions of Microsoft software on torrent sites popular
with Ukrainians.®* The malware was part of the Ukrainian lan-
guage packs that, if selected, would perform reconnaissance on
a system and install further malware as needed.

The commitment of state critical infrastructure in Ukraine to
rapidly expand licensed software on their networks also drew
the interest of large international software vendors that saw
Ukraine as ground zero in identifying new malware.®® There-
fore, as Ukrainian public and private sector enterprises pur-
sued legitimate purchases of licensed software, they also found
that vendors were just as motivated to repair relationships with
Ukraine’s large network operators. A benefit that few could have
predicted in 2016 at the start of Ukraine’s anticorruption agenda
is the role that the return of licensed software vendors would
have in countering the much larger volume of cyberattacks that
accompanied the 2022 Russian invasion. The major network
software vendors, such as Microsoft and Cisco, established
computer response and threat intelligence teams in Ukraine as
part of their effort to identify and mitigate new threats to their
licensed software before the malware targeting Ukraine could
become a global problem.%®

The transformation of Ukrainian cybersecurity resilience over
the five years between the last of the most harmful cyberattacks
on the country (WannaCry and NotPetya) in 2017 and the resil-
ience in the face of the relentless wave of malware attacks that
accompanied Russia’s 2022 full-scale invasion suggests govern-
ments can proactively make progress against serious systemic

vulnerabilities. Nonetheless, the anti-corruption approach must
be relentless to succeed. For example, it was no surprise when
in late 2023 national anti-corruption investigators uncovered a
large IT software kickback where two senior SSCS officials had
falsely categorized some procurement as classified, keeping it
from being posted on the ProZorro site.’

Overall, the Ukrainian experience suggests that countries bur-
dened with systemic corruption should integrate procurement
reform into their cybersecurity measures to mitigate the impact
of cultures across the Global South that have promoted or looked
the other way at the use of pirated or unsupported software.

ADDRESSING CORRUPTION IN CYBERSECURITY
STRATEGIES

The decision by a dozen of the world’s most influential institu-
tions promoting international cybersecurity not to address the
threat of systemic corruption in their 2018 Guide to Develop-
ing a National Cybersecurity Strategy continues to be echoed
in advisory and technical assistance offered to countries in the
Global South. A recent example is the removal of considerations
for sectoral vulnerability to procurement corruption in the World
Bank’s 2023 influential sectoral cyber capability maturity model
(C2M2) assessment tool, which was originally present in the pio-
neering PRoGReSS sectoral C2M2 developed by Tel Aviv Uni-
versity that the assessment tool is based upon.®®

It is clear from the Ukrainian case study that neglecting issues
of corruption in software procurement may result in overlook-
ing an important lever for reducing overall cyber vulnerabilities.
While officials in both the Global South and Global North tend
to avoid public discussions of corruption, Ukraine’s IT procure-
ment transparency reform offers cybersecurity policymakers a
more targeted and politically acceptable policy goal. Certainly,
the absence of guidance on IT procurement corruption is leav-
ing cybersecurity strategists in countries challenged by systemic
corruption without inspirational goals or advice on mitigating a
key threat to their critical infrastructure networks.

As profiled in this analysis, Pakistan offers a cogent example of
a country seeking to address its vulnerability to IT procurement
corruption. Just two years after a Russian ransomware organi-
zation gained complete access to the revenue service’s new
data center riddled with unsupported software, the Ministry of

64 “Trojanized Windows 10 Operating System Installers Targeted Ukrainian Government,” Mandiant Intelligence, “December 15, 2022, https://cloud.google.com/
blog/topics/threat-intelligence/trojanized-windows-installers-ukrainian-government/.

65 Emma Schroeder and Sean Dack, “A parallel terrain: Public-private defense of the Ukrainian information environment,” Atlantic Council, February 27, 2023,
https://www.atlanticcouncil.org/in-depth-research-reports/report/a-parallel-terrain-public-private-defense-of-the-ukrainian-information-environment.

66 Robert Peacock, “How Ukraine has defended itself against cyberattack — Lessons for the US,” The Conversation, April 5, 2022, https://theconversation.com/
how-ukraine-has-defended-itself-against-cyberattacks-lessons-for-the-us-180085.

67 Daryna Antoniuk, “Second top Ukrainian cyber official arrested amid corruption probe,” The Record, November 27, 2023, https://therecord.media/second-

cyber-official-detained-zhora.

68 “Sectoral Cybersecurity Maturity Model,” The World Bank, June 2023, https://documentsiworldbank.org/curated/en/099062623085028392/pdf/

P17263707¢36b702309f7303dbb7266e1cf.pdf.
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Foreign Affairs official responsible for cybersecurity champi-
oned the need to adopt national policies in line with the 2018
Guide to Developing a National Cybersecurity.®® The Guide
offers a robust set of recommendations and certainly should
influence Pakistan’s implementation of its 2021 national cyber-
security strategy, but a government that witnessed first-hand
how procurement corruption undermines critical infrastructure
cybersecurity would also have benefited from the inclusion of
guidance and materials on targeted procurement anticorruption
measures—advice not found in the 2018 Guide.

The dramatic turnaround in the resilience of Ukrainian networks
demonstrates the importance of cybersecurity strategies that
include the adoption of external and transparent procurement
platforms for critical infrastructure enterprise software and tech-
nology. As with any capacity-building measure, a cybersecurity
anti-corruption initiative could start small as countries struggle to
wrestle public procurement from rent-seeking interest groups. A
national public tender system that covers all procurement, such
as Ukraine’s ProZorro, is an ambitious goal that requires years
to develop and operationalize. Nevertheless, national cyberse-
curity strategies could promote more limited platforms focused
on critical infrastructure enterprise procurement from the hand-
ful of network software providers serving the market.

IT procurement reform success depends on the degree to
which sectoral or national institutions introduce public-private
collaboration, transparency, and autonomy into decision-mak-
ing processes that currently happen in the backrooms of state
bureaucracies. A failed approach was demonstrated in Kenya
when the centralization of IT procurement within a single min-
istry led to the doubling or tripling of prices for key technolo-
gies negotiated by newly empowered senior officials.”® Kenya'’s
cybersecurity strategists should be credited with seeking to
address the vulnerabilities linked to IT procurement processes.
Moreover, they were proposing solutions in a sphere (IT pro-
curement reform) that international donors and cybersecurity
consultants continue to avoid.

The most durable solution is for national cybersecurity strategies
to begin to address procurement processes to remove the role
of illicit rent-seekers in transactions. Kenya’s failed 2019 central-
ization of state IT procurement is an example of how many coun-
tries in the Global South have only adopted narrow measures
limiting the impact of reform to just IT procurement. The next

step would be to further limit that procurement to transparent
and external electronic tender platforms modeled on Ukraine’s
ProZorro system. The e-tender process would serve to transform
the country’s critical infrastructure networks by shifting procure-
ment to licensed and updated network software while attracting
increased software vendor competition because sales revenues
are no longer flowing back to rent-seeking IT administrators.

A shift in national cybersecurity strategies toward the adoption
of e-tender platforms can be facilitated by the rapid growth in
e-governance across the Global South. The first generation of
e-tender platforms, like ProZorro, were “semi-distributed” to
the degree that public and private entities supervise their ana-
lytical dashboards across the platform.”* The growing role of
blockchain technology in creating transparent contracts across
peer-to-peer networks will certainly transform the next genera-
tion of transparent procurement platforms.

Addressing IT procurement vulnerabilities can also build on
existing resilience measures in national cybersecurity strate-
gies. For example, cybersecurity awareness campaigns cham-
pioned in existing national strategies can be leveraged to have
a potential anti-corruption role. Their messaging could target
not only individuals but also enterprises while highlighting the
vulnerabilities that follow the choice to adopt pirated or other
unsupported software. A generation of IT managers, who spent
decades downloading pirated software for their personal use,
must understand that those practices are no longer safe in the
era of the ransomware gang and their recent turn toward tar-
geting the Global South.

Another strategy that often is proposed as a cybersecurity solu-
tion for budget-constrained institutions in the Global South is
open-source software (OSS). Paying for commercial software is
not the only means to reduce the portion of pirated software on
an enterprise’s network. OSS software has long been the build-
ing blocks of the world’s dominant network software sold by pri-
vate vendors, and for more than two decades governments in
the Global North have been adopting requirements mandating
that officials first seek OSS alternatives before purchasing com-
mercial software for their critical infrastructure networks.”2 None-
theless, malware has increasingly been targeting open-source
solutions and a policy shift toward OSS in the Global South must
be part of a wider government-led effort to recognize the need
to support OSS as another element of critical infrastructure.”®
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As countries continue to innovate in measures to raise transpar-
ency in the procurement of IT software and hardware, donors
should reconsider their past hesitancy to advocate for anti-cor-
ruption measures as part of the cybersecurity strategies they
support. The absence of even indirect references to the role of
corruption in national cybersecurity strategies across the Global
South is inexplicable given the serious cybersecurity risks that
are present for countries standing up large information net-
works founded on pirated or unsupported software. Given the
significant challenges developing countries face in responding
to cyber threats, they cannot afford to simultaneously overlook
the vulnerability associated with corrupt procurement practices.

CONCLUSION

Developing countries are continuing to make progress in digi-
tizing governance and trade while simultaneously raising trans-
parency in their public expenditures. Nevertheless, 2022’s
country-wide network outages across the Global South suggest
this capacity has been built on networks left vulnerable by unli-
censed and unsupported software. As governments and critical
infrastructure in the Global South prepare for the next stage in
ICT development, they must prioritize policies that can reduce
corruption in the critical procurement of the network software
responsible for protecting their country’s nascent cyberspace.
As Adam and Fazekos argue, reform-minded governments and
donors throughout the Global South have adopted ICT practices
in the fight against national corruption but have developed a
blind spot to the role corruption plays in undermining the secu-
rity of this rapid digitization.”

Cybersecurity strategists working in the Global South must
reevaluate a decade of national strategies that largely repli-
cated those from the Global North. It is no longer safe to assume
that cyber best practices are divorced from the harsh reality of
addressing systemic corruption. At a minimum, national cyberse-
curity strategies must, for the first time, identify procurement cor-
ruption as a cybersecurity risk. Moreover, countries challenged
by systemic corruption and under-resourced governance should
consider more limited initiatives, such as creating transparent
and autonomous IT tender processes for the most critical state
sectors. The digital integration of the Global South offers its citi-
zens greater prosperity and transparency in governance, but as
decades of past economic development have demonstrated, the
equity and reliability of this new revenue stream will depend on
leaders not overlooking the adverse impact corruption can play
in the social outcomes of their digital development.
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