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| Executive summary

China’s Digital Silk Road (DSR)—the digital economy pillar of the Belt and Road Initiative—has become a
central channel through which Beijing engages Global South countries on digital infrastructure and, increas-
ingly, artificial intelligence (Al). Initially focused on “hard” connectivity (for example, telecom networks, fiber
and submarine cables, etc.), since 2023, the DSR has evolved toward “soft connectivity”—encompassing Al
governance diplomacy, standards-setting, capacity-building, and service-layer platforms. This shift reflects
both China’s domestic economic imperatives (in particular, high-tech overcapacity and constrained access
to advanced markets) and its geopolitical objective of shaping a state-centric alternative digital order that
elevates government control over rights-based governance.

The DSR operates through a hybrid governance model described by the People’s Republic of China (PRC)
as “government guidance and enterprise leadership.” In practice, it is best understood as a flexible frame-
work rather than a single top-down program: central guidance sets broad priorities, while firms and subna-
tional actors shape implementation, sometimes retrofitting existing commercial projects into DSR branding.
This market-led structure amplifies the role of Chinese firms, which translate policy objectives into durable
presence through competitive pricing, integrated offerings, and promotion of technical standards.

A defining feature of the DSR’s operational model is integrated deployment via a “Chinese tech stack.”
Firms increasingly bundle telecom networks, cloud/data centers, applications, and governance frameworks.
Adoption at one layer increases incentives to adopt adjacent layers for interoperability and operational con-
tinuity, raising switching costs and creating technical and institutional lock-in. This approach is reinforced by
coordinated dealmaking that links firms with policy banks and quasi-state intermediaries (including, for ex-
ample, overseas Chinese chambers of commerce) to reduce transaction costs, manage risk, and accelerate
uptake. China’s open-source Al development and promotion and localized offerings (including expanded
provision of local language services, sovereignty-conscious data center and cloud offerings, and “Al-in-a-
box” solutions optimized for constrained compute environments) further strengthen the stack’s appeal in
Global South contexts.

The DSR’s influence is reinforced through multilateral coalition-building and agenda-setting in Al gover-
nance. China has been particularly effective in United Nations (UN)-centered processes and South—South
groupings, framing Al governance in terms of capacity-building, development, and sovereignty-related pri-
orities. Alignment is visible among key partner states (including Saudi Arabia, Ethiopia, Nigeria, Vietnam,
and Cuba, among others), in coalitions such as the BRICS economic grouping and the Group of 77, and in
UN bodies and expert mechanisms where PRC narratives gain legitimacy by consciously reflecting devel-
oping country priorities.?

At the same time, systemic weaknesses complicate the durability of China’s approach. These include per-
sistent concerns around privacy, surveillance exports, and lack of oversight; debt sustainability and opaque
collateralization practices; growing awareness of the risks and downsides of long-term technological de-
pendency; geopolitical backlash and trust deficits amid intensifying US-China competition; and socio-cultur-
al challenges adapting solutions to local contexts, compounded by uneven ESG (environmental, social, and
governance) performance. These frictions create opportunities for alternative partnership models where
governments seek greater transparency, resilience, and genuine local ownership.

For like-minded democracies, the strategic challenge is not to “counter” China forum by forum, but to com-
pete by offering a differentiated model built around partner agency, interoperability, and long-term sustain-
ability. Effective engagement must be grounded in concrete offers, encompassing financing, infrastructure,
and capacity-building, and should be framed around the priorities of partner governments. The report maps
a set of recommended venues for democratic coordination on messaging and strategy and flags arenas
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where strategic capture or agenda distortion is more at risk, requiring tighter collective coordination around
strategy and messaging.

The report outlines specific, actionable recommendations for like-minded countries in collaborating with
Global South partners on Al. These include:

I 1. Use strategic communications and narrative framing

Recommendation: Emphasize Al for development, inclusive growth/economic transformation, Al ac-
countability, and data justice—terms that resonate with Global South partners more than “safety” or
“democratic values” alone. Engagement from Global South countries is most likely to materialize only if
Al is framed as a development issue. Positioning Al within the language and priorities of sustainable de-
velopment creates an entry point that resonates with existing policy agendas and institutional commit-
ments. Absent a clear linkage to the current sustainable development framework, many countries are
unlikely to view Al governance as aligned with their immediate priorities or incentives for participation.?

Mechanism: Develop culturally relevant messaging and engage local media, think tanks, and influenc-
ers.

Example: Highlight Al projects that boost agricultural resilience, healthcare access, or education in Afri-
can or Latin American contexts (to note, relevant projects can vary significantly based on the economy
and development of the target country. For instance, Al applications in transportation and urban plan-
ning may be particularly important in South American nations, whereas in the Caribbean, monitoring
and adapting to climate change is a top priority).

I 2. Al governance and infrastructure packages

Recommendation: Pair governance discussions with offers of infrastructure investment, cloud services,
and local Al development tools—without hardware dependency.

Mechanism: Leverage the G7’s Partnership for Global Infrastructure and Investment (PGll), Develop-
ment Finance Institutions (DFI) partnerships (e.g. FinDev Canada, the Development Finance Corpora-
tion of the United States, British International Investment), and trusted telecom alternatives.*

Example: Offer Global South partners digital public infrastructure (DPI) blueprints, like Estonia’s exam-
ples in the development and promotion of Digital Public Infrastructure (DPI) and Digital Public Goods
(DPG), as open-source alternatives to Chinese systems.®

I 3. Invest in capacity-building and talent

Recommendation: Build long-term relationships by training policymakers, engineers, and researchers
from emerging markets and developing countries in responsible Al.

Mechanism: Scale initiatives that focus on Al for development; support regional Al centers (e.g., Al4D
Africa), and fund scholarships/exchanges.® Technology transfer packages, including workforce upskill-
ing, would be highly valuable to Global South partners.

Example: Create Al governance fellowships for Global South officials and researchers at institutions in
Western partner countries.
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I 4. Champion inclusive, localized norms

Recommendation: Frame Al governance in terms of co-creation with Global South stakeholders—es-
pecially on fairness, language access, and data rights. This will help to overcome perceptions of gover-
nance conversations as Western-imposed frameworks.

Mechanism: Partner with regional bodies (e.g. the African Union, ASEAN, CARICOM, Digital Agenda for
Latin America and the Caribbean [eLAC]) to develop regional charters for ethical Al. For organizations
that already have charters, using existing frameworks such as the Hiroshima Principles, BRICS and G20
statements, and the outputs from the G20 Task Force on Artificial Intelligence and Data Governance
would be helpful references for developing a list of the issues democratic partners are positioned to
address/

Example: Support translation and localization of UNESCO’s Al ethics guidelines into local norms and
languages.®

I 5. Prioritize trusted multilateralism

Recommendation: Strengthen engagement in neutral multilateral fora like UNESCO, GPAI, and OECD,
while strategically countering China’s influence in contested bodies (e.g. ITU). While some Global South
partners previously may not have seen the OECD as neutral and considered engagement in the orga-
nization as “picking sides,” the perception of the G20 among developing countries is shifting, largely
due to the leadership of Brazil, South Africa, and India, as well as the African Union’s inclusion as a
permanent participant. Woestern countries should emphasize the growing role of emerging countries in
the G20 as part of its communications strategy.

Mechanism: Fund secretariats, propose joint resolutions with emerging markets and developing coun-
tries, and promote support for the candidacies of representatives from democratic countries. For ex-
ample, the recently launched Global Dialogue on Al Governance would be a good forum to engage on
this front® Other fora have drawbacks. For example, the Hiroshima Al Process is viewed by a number of
Global South governments as a space that may not welcome their inputs, while RightsCon is primarily
a civil society space and does not draw significant participation from the governments of developing
countries."

Example: Ensure leadership in upcoming UN or OECD Al standard-setting fora include Global South
co-chairs.

I 6. Create a branded initiative on digital governance support for the Global South

Recommendation: Launch a branded initiative offering coordinated digital governance support—legal,
technical, financial—tailored for the needs of emerging markets and developing countries.

Mechanism: Build a clearinghouse for data protection laws, Al risk audits, and open-source Al tools.

Example: A “Digital Commons Fund” could support civil society and tech innovation in Global South
countries to counterbalance China’s state-centric model (A note: If the focus is policy alignment, such
an initiative should be integrated with existing financial processes and pathways; however, if the focus
is direct financing, establishing an independent initiative may be beneficial in ensuring that conditions
are adaptable to the needs of developing countries).

This report proceeds as follows. The first part, “UNDERSTAND,” outlines the contours of the DSR—how it
is implemented, how it is financed, the role of firms, and the supporting diplomatic strategy the PRC en-
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gages in in international fora to create strategic openings for its model of Al governance to spread. The
second part, “ENGAGE,” outlines key principles, strategies, and concrete recommendations to like-minded
democracies on how to better engage with Global South countries on Al governance in the context of this
geopolitical competition.

Ultimately, for democratic partners to effectively engage the Global South in Al development, they should
emphasize building durable partnerships that advance both innovation and governance. This engagement
must go beyond transactional exchanges and avoid being framed solely in terms of geopolitical rivalry
with China. Instead, such partnerships should aim to foster inclusive growth, promote ethical approaches
to Al governance, and help countries leverage Al in pursuit of sustainable development goals. Ultimately,
success will depend on articulating a compelling vision for Al that addresses the priorities of developing
nations while upholding values conducive to a fair, inclusive, and sustainable Al future.
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The Digital Silk Road: background and
context

The Digital Silk Road (DSR) is the digital economy and technology pillar of China’s Belt and Road Initiative
(BRI), widely recognized as President Xi Jinping’s signature foreign policy initiative!? The DSR seeks to
deepen connectivity between China and emerging markets and developing countries, primarily across
Asia, Africa, and Latin America, through digital infrastructure exports, technological cooperation, and ca-
pacity-building. Artificial intelligence (Al) is one of the DSR’s core technological domains. Through the DSR,
the People’s Republic of China (PRC) aims to export technology, standards, and digital solutions ostensibly
aimed at supporting partner countries’ digital transformations, while simultaneously deepening bilateral
relationships and expanding overseas markets for Chinese technology firms.

The concept behind the Digital Silk Road was first articulated in a 2015 policy document issued by China’s
macroeconomic planner, the National Development and Reform Commission (NDRC); it highlighted that for
the BRI to succeed, the PRC needed to develop an information technology ecosystem that was much more
indigenized and less reliant on Western standards and technologies.” This information technology system
was the foundation upon which Chinese technology firms could achieve the interconnection of both physi-
cal and digital infrastructure, a necessary condition for achieving dominance in the digital domain.*

In the following years, the DSR grew in prevalence in official policy documents. The DSR was reified as
a mechanism of PRC foreign policy at the World Internet Conference in 2017, when China, Laos, Saudi
Arabia, Serbia, Turkey, Thailand, and the United Arab Emirates jointly signed the “BRI Digital Economy In-
ternational Cooperation Initiative” establishing a “digital economy cooperation mechanism to support the
Belt and Road.®™ The DSR was promoted as a stand-alone initiative—no longer simply part of the BRI, but
as its own program—at the second Belt and Road Forum in 2019. Whereas the BRI is formally overseen by
the NDRC, the Digital Silk Road operates through a looser, more market-led structure, in which a limited
set of major technology firms play the primary role in project initiation and execution! The DSR has now
become a core part of China’s foreign policy agenda, and has attracted growing political and commercial
attention—particularly in Western capitals—amid intensifying global competition over digital technologies
and Al in particular.”

The PRC’s DSR engagement is geographically tiered, with Asia as the main focus, extending into the African
continent, and encompassing Latin America and the Middle East. In practice, this framing has translated into
differentiated regional priorities.

Asia as the core: The BRI largely began as a project to export the PRC’s excess production capacity,
and the DSR served as a primary mechanism for building out Information Communications Technology
(ICT) infrastructure to support the integration of this physical infrastructure with digital connectivity.
Asia—in particular, Southeast Asia—is a natural destination for these activities, due to its proximity and
market demand for digital infrastructure.® Chinese companies have a significant ICT footprint in Asso-
ciation for Southeast Asian Nations (ASEAN) member states, including Indonesia, Malaysia, the Philip-
pines, Singapore, Thailand, Vietnam, and Brunei!® For example, under the BRI, PRC companies have
expanded submarine cables that land along China’s eastern seaboard and are then routed inland to
the western provinces, where they interconnect with broader trans-Eurasian networks. This provides
Beijing with built-in redundancy and strategic flexibility, allowing Chinese carriers to reroute data in the
event of outages while simultaneously creating multiple pathways for future network expansion across
Eurasia.?° DSR initiatives in Southeast Asia have built on the extensive investment PRC companies have
made in this physical infrastructure to promote “smart city” initiatives, particularly in Malaysia, Thailand,
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Singapore, and Indonesia, where projects built on top of China-provided networks integrate Al-enabled
security surveillance systems and intelligent traffic management platforms to deliver governance solu-
tions for local governments.'

Africa as a key expansion zone: The African continent, and in particular Sub-Saharan Africa, has been a
focus of PRC ICT companies since the early 2000s following the launch of China’s “Going Out” strategy
in 1999 The aim of this early push was to encourage Chinese companies to establish an international
business presence and enhance their global competitiveness.?? At the time, Huawei and ZTE had risen
to become two of the most prominent ICT companies in China, and were looking to expand internation-
ally.?® Given their comparatively late arrival on the global stage, Chinese companies had a difficult time
breaking into established markets in Europe and the United States; Huawei in particular—with founder
Ren Zhengfei’s public ties to the People’s Liberation Army—faced headwinds in establishing a foothold
abroad, especially in the United Kingdom, Australia, and other Western countries where security con-
cerns were most salient.2* However, both Huawei and ZTE saw opportunity to tap into the relatively
unexploited African market—in terms of gaining a dominant market share, as places to grow and exper-
iment, and to train up more junior engineers.?® Both Huawei and ZTE expanded their footprints in the
continent drastically in the mid- to late-2000s. By 2021, Huawei had built half of Africa’s 3G networks
and around 70 percent of its 4G networks.?® Cooperation under the DSR built upon these earlier waves
of Chinese engagement in traditional infrastructure and telecommunications. Ethiopia, Kenya, South
Africa, and Egypt have emerged as major partners.?’

Latin America as an emerging area: Compared to Southeast Asia and Africa, DSR engagement in Lat-
in America remains at an earlier stage. This reflects both geographic and geopolitical constraints: the
region is physically separated from mainland China by a large expanse of water and is also embedded
in what the United States has long regarded as its sphere of influence, with Washington remaining the
region’s dominant economic and security partner.?® Beijing’s first policy paper on Latin America and the
Caribbean, released in 2008, emphasized the PRC’s aims to increase trade, investment, and commer-
cial cooperation with the region.?° China’s presence in Latin America expanded markedly following the
launch of its “Going Out” strategy, which encouraged firms to invest overseas. This shift was reflected
in the sharp surge of capital flows to the region, with Chinese investment jumping by more than 71
percent in 2015 alone.*® As the BRI ramped up steam in the late 2000s, the PRC issued a white paper
on its policy in the region which emphasized the need to step up cooperation on ICT infrastructure.
The latest white paper, issued in 2025, doubled down on the PRC’s desire to further cooperate with
the region on technology transfer, scientific exchange, artificial intelligence, and space cooperation. In
particular, the white paper outlined that the PRC would ramp up efforts to promote its BeiDou satellite
system (a competitor to the global positioning system [GPS]).32 Nonetheless, initiatives in agricultural Al,
smart cities, and digital public services are unfolding in countries such as Brazil, Argentina, and Chile.*

More focus on the Middle East: Cooperation has also expanded in parts of the Middle East. In par-
ticular, the PRC sees opportunity for collaboration under the DSR as regional governments pursue
state-led digital modernization agendas through initiatives such as Saudi Arabia’s Vision 2030 and the
United Arab Emirates’ We the UAE 2031.3* Chinese technology and infrastructure giants have embed-
ded themselves deeply in these efforts, with firms like Huawei, ZTE, Alibaba Cloud, and CSCEC Middle
East taking on prominent roles in shaping the region’s digital transition.3® For example, at the 2025
Mobile World Congress in Barcelona, Huawei and Zain KSA unveiled a “Cloud-First” agreement ex-
tending earlier 5G cooperation by embedding Al-enabled enterprise services into Saudi Arabia’s digital
infrastructure roadmap, incorporating newly deployed 5.5G testbeds tailored to smart city use cases.®®
Other initiatives across the region in partnership with other PRC technology firms include those related
to data centers, smart energy, and smart urban management projects, among others.*’
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China’s expanding role in the global digital economy reflects a convergence of policy priorities rather than
a single linear strategy.*® Chinese authorities have elevated digital trade to be a core component of long-
term growth planning, while simultaneously retooling international cooperation frameworks to place great-
er emphasis on digital technologies—a shift that became more pronounced during and after the Covid-19
pandemic.®® Parallel to these policy changes, the PRC has sought to pursue deeper diplomatic relationships
abroad, especially with Global South countries. Beijing sees this as an opportunity to gain broader geopo-
litical leverage. By cultivating diplomatic alignment across developing regions, Beijing seeks to normalize
an alternative vision of international order—one that places a premium on state authority, treats sovereignty
as paramount, and reframes civil and human rights as secondary to national security imperatives. Digital
technologies and Global South geographies occupy a central place in this strategy. Together, they offer a
means to bypass political resistance and economic constraints imposed by Western-dominated systems.*°
Within this framework, the DSR occupies a distinctive role, functioning as a structural anchor for China’s wid-
er efforts to influence global governance. The sections that follow trace how these economic imperatives
and political objectives are jointly advanced through the DSR.

Economic objectives advanced through the DSR

Initially, the DSR focused on exporting physical digital infrastructure, including cross-border and submarine
cables, satellite systems, and telecommunications networks.* Its current iteration increasingly leverages
emerging technologies—particularly those underpinning China’s Al-driven digital economy—positioning the
DSR as a vehicle for expanding Chinese technology exports.*> One key economic driver behind the DSR’s
expansion is domestic overcapacity in China’s high-tech sectors.

Over the past decade, the PRC has prioritized investment in advanced technologies in line with its 13th
Five-Year Plan for National Informatization.** These policies have substantially expanded China’s capacity
to manufacture and export digital products and services.** As domestic demand has proven insufficient to
absorb this capacity, Chinese firms have increasingly relied on overseas markets. This dynamic has contrib-
uted to rapid growth in China’s high-tech exports, which rose from approximately $360 billion USD in 2009
to $856 billion USD by 2024.% The DSR functions as a coordinating framework and branding mechanism
for these Chinese technology exports and overseas investments.*® It supports economic growth at a time
when Chinese firms have become more globally competitive, developing countries are accelerating digitali-
zation and exploring Al enabled digital public infrastructure, and Xi Jinping has placed increasing emphasis
on technological self-sufficiency amid intensifying strategic competition with the United States.*

As access to advanced markets became more constrained for PRC companies due to security concerns
over government access to sensitive data and potential security backdoors, Global South markets have be-
come increasingly important for sustaining Chinese firms’ growth trajectories.*® ° However, the significance
of overseas expansion to firms’ bottom lines varies by sector. China’s leading e-commerce firms still derive
the majority of their revenues from the domestic market, though their scale means even limited overseas
penetration can be financially meaningful.>° By contrast, telecommunications firms such as Huawei and ZTE
depend heavily on international markets.> For these companies, DSR-linked investments are critical to long-
term viability. For example, Huawei earned approximately $5.8 billion USD in revenue from Africa in 2019,
with roughly 60 percent derived from ICT equipment and services and the remainder from handset sales.5?
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Political objectives advanced through the DSR

Beyond its economic role, the DSR serves as a central instrument of China’s foreign policy and reflects
Beijing’s ambition to shape an alternative digital order in the Global South that challenges Western—partic-
ularly US—dominance. Beginning in the mid-2000s, Chinese leaders and analysts increasingly argued that
US political, economic, technological, linguistic, and cultural preeminence had enabled what they termed
“discourse dominance” (IF151X). This concept refers to the ability to structure international norms, values,
and institutions in ways that reinforce US interests, including through international economic organizations
such as the International Monetary Fund and the World Bank, which Chinese scholars often portray as ve-
hicles for promoting Western capitalist norms.5®

From Beijing’s perspective, the existing international order not only reflects Western dominance but actively
reproduces it. As one China-based scholar put it: “US ‘digital hegemony’ employs dual strategies—institu-
tional competition and discourse construction—to stifle existing South-South digital cooperation...These
efforts aim to counterbalance the influence of the Digital Silk Road in the digital sphere and obstruct the
advancement of the initiative by imposing a northern-dominated global digital economic order.54”

The existing institutional and normative arrangements are therefore viewed as incompatible with China’s
aspiration to assume what it considers its rightful global role. This critique increasingly intersects with Chi-
na’s thinking on technology and digital power. Chinese official and academic discourse now frames the dig-
ital domain as a critical arena for enhancing China’s discourse power, with the “Fourth Industrial Revolution”
seen as a strategic opportunity to narrow—and potentially reverse—the asymmetry with the United States.5®

Digital expansion has become embedded in China’s broader foreign policy objectives and geopolitical as-
pirations, serving both as a strategic end in itself and as an infrastructural backbone for Beijing’s evolving
model of globalization and engagement with the international system.>® As such, the PRC has launched
several global policy initiatives aimed at creating an alternative international digital order to compete with
that established by Western nations. Since his rise to power in 2012, President Xi Jinping has promoted the
idea of a PRC-led “community of shared future for mankind,” based on Chinese principles of international
engagement.’’ It rests on the principles of “mutually beneficial cooperation” and respect for state sover-
eignty via “non-interference” in other states’ domestic affairs. These concepts prioritize state-led economic
development over individual and civil liberties. This framework is explicitly positioned in contrast to Western
human rights models, which Beijing portrays as having served interventionist purposes—for example, in
cases such as Afghanistan and Iraq.%®

In practice, the DSR complements China’s broader diplomatic effort to position itself as a global leader and
provider of public goods. In his congratulatory message to the 2021 World Internet Conference Wuzhen
Summit, Xi Jinping stressed that “digital civilization should...advance the building of a community with a
shared future for mankind.*®” To this end, Beijing advances a model of digital governance grounded in
state sovereignty, while simultaneously engaging in multilateral and UN-centered processes to reshape the
rules-based order in ways that align with this model.®® China has sought to portray itself as a champion of
Global South interests by advocating a state-centric approach to digital governance within UN fora.

This dynamic is visible in concrete multilateral coordination, particularly in UN processes where China has
worked closely with developing-country blocs. One illustration is China’s coordination with the Group of 77
(G77), a coalition of 134 developing countries, in negotiations over the UN’s Global Digital Compact (GDC).
Launched by the UN Secretary-General as part of the Pact for the Future, the GDC addresses issues ranging
from digital connectivity and data governance, Al regulation, human rights online, and platform account-
ability. In the GDC process, China and many G77 members advanced a shared emphasis on sovereignty,
development priorities, and state authority.®'
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China’s influence within the UN—particularly within the development pillar—has grown steadily, enabling it
to emerge as a leading voice in digital governance debates. While coordination between China and the G77
has been uneven across other issue areas, this convergence reflects both a weakening consensus around
the multistakeholder model of internet governance and the growing appeal of state-centric alternatives.2 3
Although the GDC does not institutionalize China’s preferred model, the negotiations provided Beijing with
a prominent platform to socialize its governance concepts and build coalition support.

Against this backdrop, participation in DSR projects can shape how partner countries engage with China’s
digital governance narratives in multilateral settings. Those countries that participate in PRC DSR projects
may be more receptive to China’s narratives in multilateral fora—supporting UN resolutions on Al capac-
ity-building, endorsing UN-led governance, and affirming South—South cooperation. DSR influence can
translate into political support, as Global South countries champion inclusive governance, oppose exclusive
alliances (like Western technology mechanisms), and back Chinese proposals in venues such as BRICS and
in UN fora.

I
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| The DSR: evolution and implementation

Despite the prominence of the DSR in official PRC policy documents, analysts diverge in their interpreta-
tions of the coherence of the DSR as a policy mechanism in practice. Some view it as a tightly coordinated,
top-down strategy directed by China’s senior leadership; others see it primarily as a loose political label
applied retroactively to projects driven by firms or subnational actors.®* Officially, the Chinese government
describes itself as the DSR’s “top-level designer, promoter, and coordinator,” operating under a model of
“government guidance and enterprise leadership.®®” This framing provides broad policy direction, including:

Promoting the uptake and spread of PRC Al standards. This includes promoting concepts related to
Al ethics, data governance, and technical norms, through international fora—particularly under the UN
framework—while emphasizing that “Al governance should respect national sovereignty and develop-
ment paths.” ®T¢his is explicitly outlined in a December 2017 document issued by the Office of the
Leading Group for Promoting the Construction of the Belt and Road, titled Standards Connectivity and
Joint Construction of the Belt and Road Action Plan (2018-2020). The document explicitly prioritizes
the harmonization of technical standards across emerging domains, including 5G, artificial intelligence,
satellite navigation, and related technologies.®®

Establishing an integrated Al delivery model by foregrounding core digital infrastructure and pair-
ing Al solutions with large-scale physical infrastructure projects to create end-to-end ecosystems built
around Chinese technical standards. Advocating a digital version of “to get rich, build roads first,” China
prioritizes assisting partner nations in establishing “digital foundations” like 5G networks, data centers,
and cloud computing platforms to pave the way for subsequent Al application ecosystems.®® This in-
cludes a state-directed strategy of bundling Al technologies and solutions with physical infrastructure
projects (e.g., ports, traffic management systems, etc.) constructed by Chinese firms to build a “China
Standard” ecosystem.”®

Building out talent abroad. This includes capacity-building initiatives to cultivate digital technology and
Al talent in emerging markets and developing countries (EMDCs) through training programs, scholar-
ships, and joint laboratories, aiming to enhance soft power influence. For example, China has hosted
numerous training sessions on big data and Al technology for ASEAN nations.”

Despite policy guidance, DSR implementation reflects the broader dynamics of Chinese bureaucratic pol-
itics. Central initiatives such as the BRI and DSR are interpreted and executed by a wide range of actors,
including provincial governments and firms, whose incentives and strategies often diverge.”? Scholars have
documented how local governments selectively implement, reinterpret, or instrumentalize central policies.
For example, in “More than Peripheral: How Provinces Influence China’s Foreign Policy,” Audrye Wong
identifies strategies ranging from symbolic compliance to selective implementation and policy feedback.”

Chinese technology firms exhibit similar variation. Many pursue independent globalization strategies that
predate or extend beyond the DSR framework, sometimes targeting non-BRI countries or competing di-
rectly with one another within DSR markets.”* In Southeast Asia, for instance, both Tencent and Alibaba
have framed existing investments as DSR projects to secure political support, even though these initiatives
largely aligned with preexisting commercial strategies.”

These dynamics suggest that the DSR is less a fixed policy program than a flexible framework whose
meaning and implementation have shifted over time. Understanding the DSR therefore requires not only
examining its stated objectives and governance model, but also tracing how its emphasis, instruments, and
level of central coordination have evolved across distinct phases.
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From ‘Hard’ to ‘Soft’ connectivity

From 2015 to 2019, the DSR emphasized “hard” digital connectivity, including fiber optic cables, telecom-
munications networks, and smart city infrastructure. During this period, national-level guidance was rela-
tively prominent.

Beginning in 2019, however, references to the DSR declined sharply in official rhetoric. This coincided with
intensified US efforts to discourage partners from adopting Chinese hardware, including US President Don-
ald Trump’s Clean Network Initiative.”” Heightened scrutiny of Chinese telecommunications equipment—
particularly Huawei—generated reputational and political costs, prompting Beijing to downplay the DSR at
the national level.

Between 2019 and 2023, provincial initiatives proliferated even as central references waned.”® One data-
set tracking DSR-related documents identified twenty-one central-level plans between 2015 and 2019, fol-
lowed by a surge in provincial activity, including 42 provincial documents issued in 2021 alone.”®

Since 2023, the DSR has reemerged in central discourse with a renewed emphasis on “soft connectivity,”
encompassing services, technology diplomacy, and Al governance. In an October 2023 address at the BRI
Forum, Xi Jinping explicitly framed BRI cooperation as shifting “from hard connectivity to soft connectivi-
ty,2°” highlighting e-commerce, scientific exchange, and global Al governance.®' This shift aligns with China’s
broader national Al strategy. The 2017 New Generation Artificial Intelligence Development Plan explicitly
links Al development to the BRI and DSR, calling for international cooperation bases, joint research centers,
and the promotion of international Al standards.®?

In 2023, China introduced the Beijing Initiative on the Belt and Road International Digital Economy Cooper-
ation. Under the initiative, fourteen developing countries agreed to “strengthen digital interconnection and
build a Digital Silk Road,” including building more and better digital infrastructure, such as: cloud comput-
ing; sharing best practices for digital transformation; promoting drones, Al, big data, and loT for agricultural
and industrial upgrading; digitizing public services and civil affairs; exploring deeper cooperation on digital
trade, tech investment, and cross-border digital sister-city partnerships; and promoting responsible Al.&

From 2021to 2023, the PRC launched several global initiatives that were meant to serve as China’s offer of
global public goods to the world—i.e., to “build a common future for mankind”—and to developing countries
in particular. These included the Global Development Initiative (GDI), the Global Civilization Initiative (GCI),
and the Global Security Initiative (GSI).8* Under these frameworks, Beijing has stood up several projects
specifically related to Al governance and enhancing “soft connectivity.” In 2023, for example, the PRC an-
nounced the Global Al Governance Initiative (GAIGI), which tied these broader PRC foreign policy priorities
of building a “common future” to global cooperation on Al governance. Beijing presented the GAIGI as its
overarching vision for shaping global Al governance, framing it as a vehicle for directing Al toward collec-
tive human welfare and the construction of what it terms a “shared future for mankind.” The initiative fore-
grounds a purportedly “people-centered” governance model, while simultaneously emphasizing the prima-
cy of state sovereignty and principles of reciprocity, parity, and mutual gain. It also promotes “inclusive and
consultative” rule-making processes, with particular emphasis on elevating the participation and influence
of Global South countries in the formulation of international Al governance norms.®

The 2024-2025 period saw a renewed surge in central-level interest (at least in official rhetoric) on the
DSR. In a keynote speech at the 2024 Digital Silk Road Development Forum held in Xinjiang, Wang Yong,
Vice-chairman of the Chinese People’s Political Consultative Conference (CPPCC), stated that China seeks
“closer technological collaboration with Belt and Road Initiative nations on artificial intelligence, cloud com-
puting, big data, blockchain, and quantum computing.®%” Following this, in May 2025, the PRC announced

I
DIGITAL FORENSIC RESEARCH LAB 15




Al COOPERATION UNDER THE SHADOW OF CHINA'S DIGITAL SILK ROAD

its Al capacity-building initiative, Al For Good and For All, which focuses primarily on countries in the Global
South.®’

China’s ambitions were also highlighted at the World Al Conference in August 2025, a flagship conference
sponsored by several Chinese government organizations. During the conference, Premier Li Qiang proposed
creating a World Atrtificial Intelligence Cooperation Organization (WAICO) headquartered in Shanghai.®® Ac-
cording to PRC Vice Foreign Minister Ma Zhaoxu, WAICO will “respond to the call of the Global South” for
inclusive Al development that respects national sovereignty.®® At WAICO, China also released the Action Plan
for Global Governance of Atrtificial Intelligence, a 13-point manifesto in support of international Al coopera-
tion.®® The document explicitly promoted the Global Digital Compact, where China has engaged in significant
coalition-building efforts, as the preferred platform for engagement on global Al governance. The pronounce-
ment echoed similar language from the GAIGI, which included the PRC’s desire to “promote Al technologies
to benefit humanity and contribute to building a community with a shared future for mankind,” while emphasiz-
ing state sovereignty and mutual benefit.>' The adoption of rights-oriented language is deliberate. By appro-
priating this terminology, the PRC seeks to steer normative frameworks away from Western understandings of
human rights and toward interpretations aligned with China-centric principles that prioritize state authority.®?

Al-related DSR projects are a key vehicle for China to bolster its diplomatic priorities, as they serve to reinforce
the narratives and coalition-building China engages in with G77 countries. These projects strengthen China’s
hand in other priority areas, including Al governance. China has limited ability to influence the outcomes of
joint agreements in institutions like the Organization for Economic Co-operation and Development (OECD),
which the PRC views as Western-dominated. Therefore, spearheading new Al initiatives or seeking to ensure
that global Al governance conversations are primarily conducted under the auspices of the UN is a means for
China to exert a more significant influence on how global agreements on Al governance are shaped.®* China
is also promoting its Al governance model in other fora, including with BRICS, to undermine Western models
of digital governance.®

Overall, China has revived the DSR under a renewed focus on “soft connectivity,” primarily as a mechanism to
enhance its political and economic power in an era of increasing geopolitical competition with Western coun-
tries, especially the United States. Its strategy to achieve this goal involves both technical implementation and
governance cooperation on Al with countries in the Global South. China’s leadership sees an opportunity to
gain a potential competitive advantage via the DSR by focusing on “soft connectivity.” As one Chinese scholar
put it, writing on the opportunity the Al age has brought for China:

“The material foundation of digital governance primarily refers to new digital infrastructure. It is the
source of a country’s digital rules, digital security, and digital international voice. Digital infrastructure
primarily encompasses information and communication technologies such as 5G, data centers, cloud
computing, artificial intelligence, the Internet of Things, [etc.]. Furthermore, traditional infrastructure that
has undergone digital transformation...Building upon this foundation, new digital infrastructure can fos-
ter [new] digital business models and digital value networks. Consequently, the existence, operational
mechanisms, general characteristics, and governance of a country’s entire infrastructure will undergo
disruptive changes.®”

In short, by emphasizing Al governance, capacity-building, and standards-setting, China seeks to convert
material digital infrastructure into long-term political influence and normative power.

The scope and evolution of the DSR, however, only partially explain its real-world impact. Whether and how
these ambitions are realized ultimately hinges on financing: who provides capital, on what terms, and for
which types of projects. The structure of DSR financing thus shapes not only the scale of China’s digital foot-
print abroad, but also the form that Al-related cooperation ultimately takes.
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Funding the DSR

Funding for DSR projects is primarily provided by Chinese policy banks and large commercial banks through
a range of channels (e.g., loans, export buyer’s credits, supplier credits, and project finance).®® Because
Al-related deployments are often embedded within larger “digital infrastructure” or “smart city” packages, it
is difficult to quantify standalone Chinese financing for Al as a discrete category.®” In terms of development
financing more broadly, China is one of the top providers globally. According to AidData, between 2000
and 2021, China provided over $1.5 trillion USD for nearly 18,000 overseas development projects, translat-
ing to about $68 billion USD per year on average.®® Other estimates put the annual average closer to $85
billion USD.*® However, it is important to note that a huge portion of this aid, around 85 percent, is issued
as debt

Estimating the DSR’s specific scale is especially challenging. One reason is definitional: “Digital Silk Road”
is used inconsistently across sources, sometimes referring only to countries that have signed explicit DSR
cooperation documents, and other times including any country that has received (directly or indirectly) digi-
tal infrastructure investment, smart city systems, or telecommunications equipment linked to the BRI. There
is even some level of uncertainty about the number of signatories. For example, Chinese official reporting
around the BRI highlighted the creation of bilateral “Silk Road e-commerce” cooperation arrangements,
though pubilic lists of DSR signatories remain incomplete and unevenly reported across regions and years.™
Another reason estimation is difficult is due to signaling: firms and officials may emphasize “DSR” branding
domestically while downplaying it in host countries if the label is politically sensitive®? In addition, due to
the nebulousness of the concept of the DSR, sources diverge in terms of what is counted as a DSR or digi-
tal-related China investment, depending on the methodologies used and the defined scope.'®

As a result, sources diverge on both (a) how many countries “participate” and (b) what counts as a DSR proj-
ect. At the upper end, some analyses suggest that roughly one-third of BRI participants have some form of
DSR-related cooperation, while narrower approaches count only formal DSR Memoranda of Understanding
(MOUs) or “digital economy cooperation” mechanisms!®* For example, Chinese official reporting around
the BRI has highlighted the creation of bilateral “Silk Road e-commerce” cooperation arrangements, though
public lists of DSR signatories remain incomplete and unevenly reported across regions and years.'®®

On the higher end, some studies have suggested that around one-third of countries participating in the
BRI (approximately 140) have some form of cooperation on DSR projects.®® The number of countries with
MOUs on DSR cooperation is much smaller. At the beginning of 2024, China had reportedly signed a DSR
cooperation memorandum of understanding with seventeen countries and established bilateral Silk Road
e-commerce cooperation mechanisms with thirty countries.” According to reports from the Digital Silk
Road Development Forum at the 2025 World Internet Conference, China’s digital economy cooperation
with countries participating in the BRI continues to deepen, particularly in areas such as digital trade, Al, and
smart logistics, but the specific newly added signatory countries have not been publicly listed.°®

Despite these obstacles in DSR assessment, at a high level, China’s DSR financing model can be said to
exhibit three recurring features:

State-led Financing Dominates: The Export-Import Bank of China (China Exim Bank) and China Devel-
opment Bank (CDB) are frequently central lenders in BRI/DSR-linked deals, while state-backed vehicles
(e.g., the Silk Road Fund) can participate through equity or blended structures®® A 2024 report from the
World Trade Organization found that by the end of 2022, the PRC Exim bank’s BRI-related loan balance
reached $341.6 billion USD, covering more than 130 countries."® According to China’s Green Finance
Development Center, total expenditure under the BRI amounted to $1.05 trillion USD by end 2023, up
from $640 billion USD in 2021."
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Massive Scale but Data Opaque: Across the BRI/DSR ecosystem, public reporting often mixes com-
mitments with disbursements and bundles state-backed finance with commercial activity. Additionally,
funds are not only used for direct aid but also frequently support host governments or enterprises in
purchasing technologies and equipment from Chinese companies through preferential buyer’s credit,
project financing, and similar mechanisms."? In this environment, exact figures are difficult to pin down.
AidData estimates that by 2021, China had committed or financed over $74 billion USD in DSR projects
(including but not limited to Al-related ones). These funds primarily support foundational infrastructure,
such as data centers, fiber-optic networks, and 5G base stations, creating platforms for Al applications."

Coordinated Overseas Expansion of Enterprises and Capital: Major Chinese technology suppliers
(e.g., Huawei, ZTE, and cloud providers) often benefit from state-backed credit that reduces financing
costs and strengthens bids abroad, including through export credits and buyer’s credits that support
host country procurement of Chinese equipment and services.™

China’s broader BRI financing architecture also matters for understanding how DSR projects get capitalized.
Beijing established the Silk Road Fund and helped create the Asian Infrastructure Investment Bank (AlIB),
which can support connectivity-relevant projects even when they are not explicitly branded as “DSR.” The
AlIB is a development-oriented multilateral financing institution that focuses on lending; the Silk Road Fund
is a medium- and long-term investment institution that focuses on direct equity investment."”® According to
PRC reporting, as of September 2025, Silk Road Fund committed almost $27 billion USD in investments
in more than seventy countries and regions™ Meanwhile, as of February 2025, the Asian Infrastructure
Investment Bank, approved 364 investment projects totaling $70 billion USD."” These projects span areas
such as transportation, energy, and public health, providing investment and financing support for the joint
development of national infrastructure connectivity and sustainable economic and social development.'®

The PRC has also created several regional and sectoral cooperation funds for DSR projects—spanning
Eurasia, Latin America, Central and Eastern Europe, ASEAN, and Africa—and policy banks have created
dedicated BRI lending programs. The China Development Bank and the Export-Import Bank of China have
each established special Belt and Road loan programs, pooling resources to increase financing support for
the BRI. By the end of 2022, the China Development Bank had directly provided financial services to over
1,300 Belt and Road projects, and the Export-Import Bank of China’s Belt and Road loan balance reached
2.2 trillion yuan ($309 billion USD), covering over 130 participating countries. The PRC government reports
that the loan projects have stimulated around $400 billion USD in investment and over $2 trillion USD in
trade.?°

Because reporting conventions vary (commitment vs. disbursement; state vs. private; announced vs. exe-
cuted), the literature contains a wide spread of headline estimates regarding China’s investment in digital
projects in the Global South. As such, these figures should be treated as directional indicators rather than a
coherent single total. Available estimates specifically concerning the DSR component of the BRI include, for
example, $200 billion USD in pledged investments by 2018, $17 billion USD invested in completed projects
from 2013-2019, $70 billion USD committed to Africa for BRI projects in 2019, $8 billion USD committed to
the African continent specifically for DSR projects in 2021

For Al exports specifically, RAND and AidData tracked Chinese government-supported development fi-
nance projects that “utilized or enabled Artificial Intelligence (Al) technology” in the Global South between
2000 and 2017. The dataset captured 155 projects for Al applications or infrastructure across sixty-five
low- and middle-income countries, funded by Chinese official sector institutions and the military, worth $4.5
billion.?2 All things considered, it is reasonable to characterize China’s cumulative investment in BRI-linked
“digital economy” activity (digital infrastructure, e-commerce, smart cities, and related systems) as reaching
into the hundreds of billions of dollars. However, this is with the qualification that this is an inference drawn
from multiple non-comparable estimates, and not a single reconciled accounting.?®
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More important than the exact aggregate figure is what the financing model does: state-backed lending
and export credit can substantially reduce the near-term fiscal burden on recipient governments seeking
to build telecommunications networks, data centers, and related digital infrastructure in a way that com-
peting Western financing models do not.?* Comparative estimates underscore the broader asymmetry in
infrastructure finance: a 2024 US Government Accountability Office report finds that from 2013 to 2021 the
PRC provided $679 billion USD for infrastructure projects through the BRI in five key sectors, compared to
$76 billion USD provided by the United States in the same sectors?®> Such support is typically provided with
few strings attached, as state-owned policy banks often provide loans without requirements for economic
restructuring or political reform. Moreover, China’s integrated “deal team packages,” which bundle compre-
hensive digital infrastructure solutions (described in greater detail below), often prove especially attractive
to local government officials.””®

This financing approach does not exist in a vacuum—it is designed to advance the PRC’s strategic objec-
tives?” Researchers find that PRC financing models can carry political effects even when they are framed
as commercially oriented. In “Hidden Strings Attached? Chinese (Commercially Oriented) Foreign Aid and
International Political Alignment,” Damian Raess, Wanlin Ren, and Patrick Wagner report that recipients of
higher levels of China’s “Other Official Finance” (OOF) exhibit closer UN General Assembly voting align-
ment with China, and that the relationship is especially pronounced among democracies in their analysis.?®
In particular, democratic leaders can claim visible, high-profile OOF projects—such as Ghana’s Bui Hydro-
power Station or Sri Lanka’s Hambantota Port—for political credit, incentivizing cooperation.'?®

Similarly, research on borrowing decisions in Latin America finds associations between domestic political
orientation, baseline alignment with the United States, and propensity to seek Chinese financing. One 2025
study found that countries governed by left-leaning parties in Latin America demonstrate a greater propen-
sity to secure financing from China for individual projects. This pattern was particularly evident during the
decade of President Rafael Correa’s administration in Ecuador, when the government obtained more than
$10 billion USD through twenty-one separate loan agreements. At the international level, states whose
foreign policy positions diverge from those of the United States—measured through voting behavior in the
UN—are more inclined to borrow from China. Moreover, as China’s relative power vis-a-vis the United States
has increased, Latin American countries have become progressively more likely to seek Chinese financing
for comparable projects.®°

Recent work has also examined the effect of BRI investment on public opinion in host countries In one of
the first comprehensive analyses of the soft-power effects of foreign aid via public opinion, a 2025 study
finds that Chinese development finance functions as a tool of soft power by enhancing public approval
of the Chinese government in many recipient countries—especially when projects are large, generous,
well-publicized, and located in strategically important states. But the effect is not uniform: it is concentrat-
ed in select “high-value” countries—this includes African countries generally, “swing states” in the United
Nations General Assembly (i.e. states that are neither firmly in the Western nor Chinese camp, but tend to
switch sides), and countries with higher baseline public support for the Chinese government. The research-
ers estimate that Beijing’s project portfolio increases public approval of the Chinese government by more
than 2.2 percentage points per year on average in the contexts they examine®?

Finally, this financing approach advances the PRC’s broader standardization strategy. Beijing will initiate
agreements under the auspices of the BRI that bind financing for major infrastructure projects, like railways,
to the adoption of China’s technical standards.®® As of 2025, Beijing has reportedly concluded 108 such
agreements with sixty-five national, regional, and institutional partners

The PRC’s financing approach reinforces the strategic political and economic value of the DSR. Even when
projects are negotiated bilaterally and implemented unevenly, the combined effect can be to entrench
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Chinese technology ecosystems, lower adoption barriers for “China-standard” solutions, and expand Bei-
jing’s influence by allowing it to reinforce China’s diplomatic narrative of partnership, capacity-building, and
shared modernization outside Western-led governance structures.

However, the strategic effects of the DSR’s financing model are ultimately mediated through firms. Chinese
technology companies occupy a critical intermediary position, operating at the intersection of state financ-
ing, host-country demand, and commercial competition. Examining the role of firms is therefore essential to
understanding how DSR objectives are operationalized, adapted, or reshaped on the ground.
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In addition to the state’s role, Chinese firms are central to DSR-related activity. Their presence in Global
South markets has expanded markedly over the past decade, and the DSR functions as a practical mar-
ket-access and branding framework for firms competing in sectors such as cloud services, smart cities,
mobile payments, and Al-enabled applications.®

Firm behavior under the DSR can be understood across four dimensions: the sectoral footprint of Chinese
companies overseas; the pricing and deal-making strategies that facilitate market entry; the deployment of
integrated “stack” solutions that create technical lock-in; and participation in standards-setting efforts that
reinforce long-term adoption.

Sectoral footprint: where Chinese firms operate

Beijing and PRC-headquartered firms are often able to market their domestic “digital transformation” expe-
rience as transferable to host countries in the Global South, particularly those related to digitalization proj-
ects in China’s rural areas.® PRC firms offer cost-competitive end-to-end packages (“Chinese solutions”)
that appeal to governments seeking rapid digitization. These offerings tend to concentrate in several com-
mercially and politically salient sectors.

Smart cities/Safe Cities: China’s “Safe City” model is widely promoted, encompassing exports of
Al-driven surveillance cameras, facial recognition systems, and predictive policing software. For in-
stance, Huawei claims it has provided Safe City solutions to “over 700 cities across over 100 countries
and regions, including Brazil, Mexico, Serbia, Singapore, Spain, South Africa, and Turkey.®””

E-governance and Digital Public Infrastructure (DPI): Firms support national and municipal efforts to
digitize public services, including digital identity systems, citizen-facing platforms, and analytics layers,
which is positioned as improving administrative efficiency and state capacity.*®

Cloud computing and big data: Major providers such as Alibaba Cloud and Tencent Cloud have ex-
panded overseas data centers and cloud “regions,” enabling local access to compute, storage, and (in-
creasingly) Al services. Alibaba Cloud, for example, has publicly outlined plans to expand cloud regions
and data centers in markets including Malaysia, the Philippines, Thailand, South Korea, and Mexico.®

Healthcare: Post-pandemic, Al-assisted diagnosis and “smart public health” systems have been pro-
moted as areas of cooperation, though documentation varies substantially by country and vendor.° For
instance, Chinese Al medical imaging companies have provided technical support to Indonesia, India,
and other nations.™

Agriculture and environmental protection: In parts of Africa and Latin America, firms promote re-
mote-sensing, monitoring, and “smart irrigation” solutions framed around food security and climate
resilience*?
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Pricing, financing, and deal-making: how firms secure market access

Across these sectors, pricing is a major competitive lever. In Southeast Asia, for example, Chinese cloud
services are commonly listed 20—-40 percent below US providers across multiple product lines.*® Several
factors help enable this discounting: for one, state-linked financing and export credit can reduce capital
costs. Huawei, for example, benefits from tens of billions of dollars in state support through grants, conces-
sional credit, tax incentives, and related subsidies. Firms can also cross-subsidize from other business lines;
meanwhile, intense domestic competition pushes price wars, depressing costs even further!#

Beyond pricing, firm-led investment and deal-making further anchor Chinese companies in overseas mar-
kets. Chinese technology firms such as ZTE, SenseTime, and Huawei have invested and financed hundreds
of millions of dollars in digital infrastructure projects worldwide. Examples include a $207 million USD col-
laboration between SenseTime and Saudi Arabia’s sovereign wealth fund to build out an Al ecosystem in
the kingdom; ZTE has signed multiple agreements and Memoranda of Understanding (MOUs) worth tens of
millions of dollars with various parts of the Thai government to support its Al upgrading, including a recent
agreement to build out an Al-cloud-data center; in November 2024, Huawei signed a smart city MOU with
the Bangladeshi government’s Information and Communications Technology Division to provide technical
support for smart transportation, Al surveillance, and cloud computing.®
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Integrated deployment and the ‘Chinese
tech stack’

China’s commercial practices are best understood as part of an integrated deployment strategy. Rather
than exporting isolated products, Chinese firms increasingly offer bundled ecosystems—sometimes de-
scribed as a “Chinese tech stack.” This stack spans infrastructural layers (telecommunications networks,
cloud and data centers, and platform services such as smart city systems or e-commerce platforms) as well
as governance layers (standards, compliance tooling, and policy templates).*® The strategic logic is cumula-
tive: adoption at one layer increases the incentives to adopt adjacent layers for reasons of interoperability,
procurement convenience, and operational continuity. Over time, this raises switching costs and creates a
form of technical lock-in that can disadvantage competitors#’

Figure 1:
Cumulative lock-in in the
Chinese tech stack
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This stack logic is reinforced through coordinated dealmaking. PRC overseas projects are often structured
through collaboration among firms, national financing institutions, and quasi-state organizations to ensure
that contracts, financing, and implementation move in tandem. Overseas Chinese chambers of commerce
are emerging as players in digital trade matchmaking, connecting Chinese firms with foreign buyers, sup-
pliers, and regulators while reducing information asymmetries. For example, chambers facilitate BRI trade
promotion events and facilitate signing of cooperation agreements establishing economic and trade al-
liances!*® Their embeddedness in host-country commercial ecosystems allows them to support platform
onboarding, partner identification, and dispute resolution in digital transactions. By organizing exchanges
and liaising with host governments, chambers lower entry barriers for Chinese enterprises while reducing
political and commercial uncertainty for local partners.*® Because these organizations operate as civilian
industry associations rather than formal state bodies, they can also advance cooperation while avoiding
perception of geopolitical intent.”®°

The same stack logic extends beyond backbone infrastructure to edge deployment and consumer tech-
nologies. Firms such as Huawei and Xiaomi integrate Al capabilities into mass-market smartphones and
connected devices, broadening Al access in lower-income markets!™ Chinese Al ecosystems are often
optimized for efficient deployment under resource constraints.®? Studies show that for many inference use
cases, models can run on lower-tier hardware such as Huawei’s Ascend chips (even if those chips lag the
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frontier), enabling competitive deployments in markets where top-tier computing is scarce or expensive.

These technical deployments intersect with growing demand for localized and sovereignty-conscious solu-
tions®* Governments across the Global South increasingly require domestic data center construction and
locally calibrated Al models in order to retain control over data governance and digital ecosystems.'®

China’s embrace of open-source Al development further reinforces this model. Systems from DeepSeek
and Alibaba compete directly with leading US models on performance while operating at a significantly
lower cost.®® As China’s overseas footprint expands, data and revenue streams flow back to domestic firms,
reinforcing their ability to invest in continued technological advancement.™ At the same time, partner coun-
tries increasingly rely on Chinese Al products for governance and service delivery, creating feedback loops
in which Chinese cloud infrastructure, software, and Al models become embedded in local administrative
ecosystems.s®

Alignment with national strategies and cloud expansion

Firm-level strategies also align closely with the PRC’s stated DSR objectives. A core element of Beijing’s
approach is aligning Digital Silk Road projects with host countries’ national digital strategies, many of which
prioritize the modernization of public services®® To meet this demand, PRC firms are developing integrated
cloud/Al/blockchain offerings, summarized in industry parlance as “cloud computing as the base, Al as the
driver, blockchain to ensure trusted interaction.®®” Haier's COSMOPIat offers a useful illustration of how Chi-
nese industrial internet platforms are structured and scaled to support this approach. The platform is built in
layers, with basic cloud infrastructure at the bottom, shared software and Al capabilities in the middle, and
customizable industrial applications on top. This modular design allows firms to mix and match functions
quickly to meet specific production needs. COSMOPIat now supports hundreds of millions of users and tens
of thousands of enterprises, with its tools deployed across more than one hundred factories worldwide.®

Cloud expansion is central to this strategy. Alibaba Cloud and Huawei Cloud are accelerating overseas data
center construction in markets such as Malaysia, Mexico, the Philippines, and Thailand."®? In Latin America,
Chinese providers account for 25 percent of data center ownership in Brazil, 40 percent in Chile, and near
complete market share (100 percent) in Argentina, Mexico, and Peru. A similar pattern emerges in Asia,
where Chinese firms control 55 percent of cloud clusters in Singapore, 57 percent in Indonesia, and the
entirety of the market in Thailand, the Philippines, and Malaysia. Comparable dominance is also observed
in Saudi Arabia and Turkey. Globally, US companies own approximately 70 percent of cloud computing in-
frastructure, while Chinese firms command nearly all the remaining 30 percent.®®

Alibaba Cloud has also launched the international version of its large language model (LLM) service platform,
Bailian, offering what it describes as “one-stop, fully managed services” for LLM customization and deploy-
ment'®* The platform provides APl access to Alibaba’s Tongyi Qianwen 2.5 base model.® In Saudi Arabia,
Alibaba partnered with Saudi Telecom Company (STC) to establish the Saudi Cloud Computing Company in
Riyadh. Alibaba licenses core technology while STC holds a 55 percent stake and leads operations. This al-
lows the company to export its technology while appeasing host-country demands for sovereign control.'®
In addition, Alibaba’s Qwen3 models reportedly support 119 languages and dialects—including Bengali,
Burmese, and Urdu, which are often absent from global Al training datasets®” By contrast, Meta’s open-
source Llama4 model covers only twelve languages.™® This disparity is significant in how vendors market
localization to Global South governments. These initiatives collectively create a durable infrastructure base
for the global deployment of Chinese Al applications.
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Figure 2:
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Taken together, the Chinese tech stack links infrastructure, platforms, and governance tools in ways that
embed Chinese systems deeply within partner countries’ digital ecosystems. Because these deployments
are structured to accommodate sovereignty-sensitive demands, including local data control and language
localization, they align closely with the political priorities of many Global South governments. Over time,
this technical alignment translates into institutional and political influence, as continued compatibility with
Chinese systems shapes procurement choices, governance practices, and regulatory trajectories.

Standards-setting and technological lock-in

Standards-setting further entrenches the Chinese integrated “stack.” Chinese firms are active in stan-
dards-setting efforts intended to support interoperability and, over time, deepen adoption of “China-stan-
dard” systems.®® For example, Chinese firms such as Huawei play a significant role in setting technology
standards for 5G and participating in mobile infrastructure roll-outs in many BRI countries.”® This strategy
is explicitly outlined in China’s 2021 “National Standardization Development Framework,” which sets the
goal of having China’s domestic standards become de facto international standards in high-tech, prioritized
fields.” Similar language appears in later official documents, including its 2024 “Guidelines for the Con-
struction of a Comprehensive Standardization System for the National Artificial Intelligence Industry,” which
highlighted the “internationalization of Chinese standards” as a core goal.”?

China’s 2025 Global Al Governance Action Plan (GAIGI) specifically highlights the importance of building
international consensus around standards and norms, and points to international standards bodies as key
venues for this work. It highlights the International Telecommunications Union (ITU), the International Or-
ganization for Standardization (ISO), and the International Electrotechnical Commission (IEC) as the core
bodies through which this dialogue should take place.” It also specifically referenced the need to develop
a “unified computing power standards system and standards for Al” with regard to support for developing
countries in the Global South in their digital infrastructure development.”* For example, SenseTime contin-
uously promotes global Al governance, participates in over eighty important domestic and international
standards organizations, holds multiple expert seats in key ISO standards, represents Chinese Al enterpris-
es in international standard-setting, and has led the drafting of over 200 international, national, and other
standards covering foundational technologies like Al, facial recognition, computer vision, and application
fields like security and smart cities.”®
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Similarly, a 2024 interim progress report from China’s State Administration for Market Regulation (SAMR)
stated that China intends to “expand exchanges on standardization with more countries and promote the
integration of standardization efforts to jointly advance the ‘Belt and Road.”®” In 2017, it concluded eighty-
one bilateral standards agreements with forty-seven countries aimed at facilitating trade and lowering tech-
nical barriers. By the end of 2023, this network had expanded to 108 bilateral and multilateral cooperation
agreements with sixty-five national and regional standardization bodies and international organizations,
including fifty-seven agreements with the forty-seven member states of the BRI”?

These standards efforts feed back into the same lock-in dynamics observed at the infrastructure level.”® As
scholars have argued, Al is “fundamentally built on top of ICT technologies.”®” Companies like Huawei have
responded to the demand for high-bandwidth, low-latency ICT networks capable of deploying locally-tai-
lored Al solutions by providing “Al-in-a-box” solutions that work on top of its existing infrastructure.® Once
in place, such infrastructure will be difficult to replace, particularly if China couples data center construction
with mandates to adopt Chinese technical standards, thereby creating interoperability barriers for foreign
competitors.'®

These standards efforts reinforce the “stack” dynamic: when Chinese firms deploy integrated solutions
(e.g., telecom infrastructure, with cloud support, and Al applications) and shape interoperability standards,
replacement becomes more complex and costly—especially if governments and operators calibrate down-
stream systems to Chinese technical specifications.

In sum, the role of Chinese firms within the DSR illustrates how commercial activity operationalizes state
strategy. Pricing advantages bundled infrastructure and service offerings, and active participation in stan-
dards-setting enable firms to translate vague, high-level policy direction into durable market presence.
These dynamics help explain why DSR projects often create technical and institutional dependence over
time.

The following section examines the systemic vulnerabilities and constraints within this model, highlighting
where alternative partnership approaches can gain traction.
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The supporting ecosystem for the DSR: PRC
influence in global Al governance

The success of the DSR in large part hinges on China’s ability to influence norms, outcomes, and engage-
ments in global Al governance fora. This influence is established through recurring alignment among key
partner states and coalitions, reinforced through development cooperation, infrastructure provision, and
sustained diplomatic engagement. This alignment is most visible in UN—centered processes and South—
South groupings, where Beijing has invested heavily in agenda-setting, coalition-building, and diffusion of
PRC-defined norms related to Al capacity-building, sovereignty, and multilateralism.

Key partners

Several countries demonstrate consistent and strong alignment with the PRC across multiple international
fora on Al-related issues. Saudi Arabia, Ethiopia, Nigeria, Vietnam, Serbia, and Cuba frequently support
Chinese positions in UN debates, co-sponsor or endorse Chinese-led resolutions, and echo Beijing’s fram-
ing of Al governance as a development and sovereignty issue rather than a primarily rights-based regu-
latory challenge. These countries tend to benefit directly from DSR-linked cooperation, including smart
city deployments, cloud infrastructure, and Al-enabled public services, which in turn reinforces receptivity
to China’s governance narratives. Rather than being ideologically motivated, their alignment is based on
pragmatism, and is rooted in infrastructure dependence, capacity gaps, and the appeal of China’s develop-
ment-first framing.

Multilateral organizations and groupings

Beyond individual countries, China has been particularly effective in leveraging large, flexible coalitions
that amplify its influence without requiring formal consensus. The BRICS grouping—now expanded to in-
clude Egypt, Ethiopia, Iran, and the United Arab Emirates alongside Brazil, Russia, India, China, and South
Africa—has emerged as a key platform for advancing a shared emphasis on UN-led Al governance and the
primacy of developing country interests. The 2025 Rio Declaration explicitly framed Al as a driver of inclu-
sive growth and called for global Al regulation under UN auspices, language that closely mirrors Chinese
diplomatic messaging.®? While BRICS members do not always align with China on other geopolitical issues,
Al governance has become a relatively low-cost domain for consensus-building, particularly around oppo-
sition to “exclusive” or club-based governance models.

The G77 plus China grouping plays a similar, if more diffuse, role within UN processes. Although the coa-
lition rarely produces standalone Al governance texts, joint statements in the General Assembly and UN
committees routinely emphasize capacity-building, technology transfer, and equitable access to Al—pri-
orities long championed by Beijing. China’s practice of speaking “with” the G77 rather than merely “to” it
allows Chinese preferences to be embedded in broader developing-country positions, giving them greater
legitimacy and insulation from accusations of unilateralism.”® For policymakers in democratic countries, this
dynamic underscores the importance of engaging the G77 as a heterogeneous coalition rather than assum-
ing uniform alignment with China.
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UN bodies

United Nations bodies themselves are a central arena where Chinese influence is exercised through agen-
da-setting and expert participation. In July 2024, the UN General Assembly unanimously adopted a Chi-
nese-initiated resolution on international cooperation in Al capacity-building, reflecting Beijing’s success in
framing Al governance as a development issue with universal appeal®* Chinese experts have also become
increasingly visible in technical and advisory bodies, including the UN Secretary-General’s High-Level Ad-
visory Body on Al, where they contribute to frameworks such as Governing Al for Humanity and interface
with parallel standard-setting processes at the International Standards Organization (ISO) and International
Electrotechnical Commission (IEC).”®®> The PRC established the UN Group of Friends for International Coop-
eration on Al Capacity-building with Zambia in 2024; the group aligns on prioritizing Al for development,
safe and controllable Al, and multilateralism in governance processes.®® Members include Algeria, Burundi,
Cambodia, China, the Democratic Republic of Congo, Cuba, Dominica, Egypt, Equatorial Guinea, Eritrea,
Gabon, Indonesia, Iran, Iraq, Kazakhstan, Laos, Liberia, Nicaragua, Nigeria, Pakistan, Qatar, Sierra Leone,
Syria, Uganda, Tanzania, Venezuela, Zambia, and Zimbabwe.

UNESCO and related declaration-based processes further illustrate how China operates in platforms it
helps shape. UNESCQO’s 2021 Recommendation on the Ethics of Artificial Intelligence emphasizes fairness,
inclusivity, and shared benefit—principles that align with China’s discourse on global digital governance.
Chinese experts participated in the drafting process, and UNESCO'’s Beijing office has actively supported
regional outreach and implementation efforts in Asia.®” While UNESCO remains a pluralistic institution with
strong civil society engagement, China’s sustained presence allows it to reinforce interpretations of Al
ethics that prioritize state responsibility and development outcomes over individual rights enforcement.”®®

Other fora

China has also demonstrated tactical flexibility in participating in plurilateral initiatives that originate outside
its immediate diplomatic orbit. The PRC signed the Bletchley Declaration at the 2023 Al Safety Summit,
and both led and affirmed Global South participation at the 2025 Paris Al Action Summit.”®® °°© These moves
should be understood as efforts to ensure Chinese participation in all major Al governance conversations,
preventing exclusion and preserving influence.

Taken together, these patterns suggest that China’s strength in global Al governance in large part lies in
its ability to align development narratives, infrastructure partnerships, and diplomatic coalitions in key fora.
For like-minded and democratic countries, the strategic challenge is not to “counter” China in each forum,
but to recognize where alignment is strongest, where it is contingent, and where alternative engagement
strategies could resonate with the same partners.

At the same time, China’s external coherence in Al diplomacy masks a set of internal structural tensions that
complicate the durability of its model. A closer look at these systemic issues highlights limits that shape how
far its governance strategy can travel.
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Systemic issues and weaknesses of China’s
approach to Al cooperation under the DSR

China’s Al cooperation strategy faces multiple challenges and criticisms, raising questions about its sustain-

ability. These include:

Data governance and privacy concerns: China’s exported Al surveillance technologies face accusa-
tions of lacking transparency and effective oversight, potentially enabling recipient governments to
abuse them and violate citizens’ privacy and human rights, sparking local and international concerns.'
As scholar Bulelani Jili put it when writing about African demand for Chinese technology exports, “While
these tools arrive on ostensibly permissible grounds, their acquisition and application come without
public consent or robust accountability measures. It is this gap between the adoption of novel digital

surveillance technologies and robust regulatory measures that inspires trepidation.’®2”

Debt sustainability risks: Some DSR projects are financed by Chinese loans, potentially increasing fis-
cal risks for already heavily indebted countries. As a recent example, an AidData report on how China
collateralizes its lending shows that debt agreements stipulate that developing countries’ commodity
export revenues must be funneled into offshore bank accounts—kept beyond both domestic scrutiny
and borrower control until repayment is complete. This raises serious concerns regarding fiscal gov-
ernance and transparency. As the authors of the report stated, “The cash balances in these accounts,
mostly located in China and controlled by the lenders, can be very large; in low-income, commodity-ex-
porting countries, they average more than 20 percent of annual public debt service to all external cred-
itors.®3” If Al projects fail to deliver expected economic benefits, it could lead to repayment difficulties.

Technological dependency and the digital divide: Critics contend that the DSR may foster long-term
dependency on China for critical digital infrastructure and technology in host countries, rather than
genuinely enhancing their autonomous innovation capabilities. This widens the “digital divide” between

nations.”**

Geopolitical backlash and trust deficit: As China-US tech competition intensifies, China’s technology
exports are viewed as tools for geopolitical expansion. Some nations are reevaluating or halting collab-
orations with Chinese tech firms due to concerns over data security and national security (e.g., India’s

ban on multiple Chinese apps).®®

Localization and adaptability challenges: Despite tailoring solutions to local technical specifications,
Chinese Al solutions sometimes fail to adequately consider local sociocultural contexts, legal envi-
ronments, and practical needs, leading to suboptimal project outcomes or “cultural incompatibility.'®”
For example, Tanzania’s Chinese-financed national broadband backbone expanded connectivity but
exposed structural downsides: local firms were largely confined to low-value roles, procurement was
tied to Chinese regulations, and limited capacity building left gaps in domestic operation and manage-
ment. Despite infrastructure gains, the project reinforced technological dependence and constrained
meaningful knowledge transfer!®” Additionally, some Chinese enterprises operating overseas exhibit
poor ESG performance, weak cross-cultural communication skills, and inadequate fulfillment of social
responsibilities. These shortcomings undermine project sustainability and tarnish the reputation of Chi-

nese technology.”®®

China’s support for Global South nations in Al through the DSR is extensive and well-funded. However, it is
driven by complex motivations blending development cooperation, commercial interests, and geopolitical
strategy, and faces significant challenges in practice regarding data ethics, debt sustainability, and geopol-

itics. So, what is to be done?
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PART II

Engage



From mapping to strategy: why the
Digital Silk Road matters for like-minded
democracies

The Digital Silk Road is best understood as an ecosystem: a combination of state-backed finance, infra-
structure deployment, firm-led technology packages, and standards engagement that together shape how
emerging markets and developing countries access, deploy, and govern digital technologies. Through this
model, China has been able to move quickly, reduce up-front costs for partner governments, and offer inte-
grated solutions that span connectivity, cloud services, applications, and governance tooling. The result is
the gradual embedding of Chinese technologies, standards, and operational dependencies across critical
digital systems in much of the Global South.

This model poses a distinct strategic challenge for like-minded democratic countries. The appeal of the DSR
is rooted in delivery: speed, financing, and convenience. Chinese offerings often arrive as bundled pack-
ages that simplify procurement, lower political transaction costs for local leaders, and promise rapid gains
in service delivery, security, or economic modernization. Over time, these packages can generate technical
and institutional path dependencies that make diversification more difficult, as interoperability, standards
alignment, and long-term maintenance are calibrated around Chinese systems. Beijing has demonstrated a
clear understanding that digital infrastructure creates path-dependent relationships: once countries adopt
Chinese-built networks, platforms, and governance tools, switching costs rise and long-term technical, fi-
nancial, and regulatory dependencies deepen. These dependencies, in turn, translate into durable influ-
ence over how digital systems are maintained, upgraded, and governed.

At the same time, the DSR is not without weaknesses. Its heavy reliance on debt financing, uneven proj-
ect quality, opaque governance arrangements, and limited local capacity-building have generated political
pushback in some partner countries.® Moreover, while China promotes narratives of digital sovereignty
and autonomy, its model frequently concentrates technical control in vendor-managed systems, raising
questions about long-term resilience, transparency, and genuine local ownership.

Rules of engagement

For like-minded democracies, the strategic task is therefore not to simply “counter” China’s digital expan-
sion, nor to ask partners to choose between competing geopolitical camps. Rather, it is to offer a credible,
competitive alternative that aligns with partner country priorities while preserving openness, accountability,
and interoperability. This requires moving beyond fragmented capacity-building efforts or narrow gover-
nance dialogues, toward a more integrated approach that combines delivery with legitimacy. Any alterna-
tive strategy should rest on the following principles:

First, speed matters. Many EMDC governments face acute pressure to demonstrate progress on digital
service delivery, economic modernization, and public administration reform. Lengthy project cycles, frag-
mented donor coordination, and rigid procurement rules can undermine even well-designed initiatives.
Democratic approaches must therefore prioritize rapid deployment pathways—particularly for pilot projects
and early-stage Al applications—without sacrificing transparency or accountability.
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Second, financing is central. China’s state-backed lending and export credit mechanisms reduce up-front
costs and shift risk away from partner governments in the short term. While this model carries long-term
risks, it remains highly attractive where alternative financing is scarce or slow. Democratic strategies must
address this gap by combining development finance, blended capital, and coordinated donor instruments
in ways that make adoption feasible. In particular, leaning into blended finance and developing mecha-
nisms—such as supporting the use of specialized intermediaries—can unlock more private capital, manage
risk, and build sustainable infrastructure on democratic terms.2°°

Third, local capacity and ownership are decisive. One of the recurring weaknesses of DSR projects is the
limited transfer of technical knowledge and governance capacity, which can leave host governments de-
pendent on external vendors. A democratic alternative should foreground skills development, institutional
strengthening, and support for domestic Al ecosystems.

Fourth, interoperability and choice must be treated as strategic assets. China’s bundled “tech stack” ap-
proach reduces friction in the short term but can limit long-term flexibility. Democratic partnerships should
emphasize modular, interoperable systems that allow countries to mix vendors, evolve standards, and re-
tain leverage over their digital futures. Modularity is essential as it allows solutions to be customized accord-
ing to specific needs across diverse countries, considering factors such as development, economic drivers,
consumption patterns, social needs, political values, and legal systems. This is particularly important for Al
systems embedded in public-sector infrastructure.

Fifth, dependency awareness must be treated as a core strategic consideration. Digital infrastructure and
Al systems create long-term technical, financial, and governance dependencies that shape who controls
data, upgrades, standards, and operational decision-making over time. Failing to account for these dy-
namics risks well-intentioned support becoming peripheral or inadvertently reinforcing closed, vendor-de-
pendent ecosystems. Democracies should explicitly assess how dependencies are created, mitigated, or
transferred, and design interventions that preserve partner autonomy, reduce lock-in, and align immediate
delivery with long-term digital resilience and sovereignty.

Finally, legitimacy underpins sustainability. While China frames its model as respecting sovereignty, con-
cerns around transparency, data governance, and accountability increasingly shape public and elite per-
ceptions in partner countries. Democratic strategies that align delivery with inclusive governance—without
imposing external models—can build trust over time, particularly when they are co-designed with local
stakeholders.

The sections that follow translate the analysis of China’s DSR model into concrete strategic implications
and design requirements for democratic partnerships on Al. They outline how like-minded countries can
compete effectively by closing delivery gaps, reducing dependency risks, and building durable coalitions
around shared principles for Al development and governance.
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A strategy for like-minded democracies:
partnering with eMDCs on Al in the context
of geopolitical competition

For like-minded democratic countries, effective partnership with emerging markets and developing coun-
tries on Al—especially in the context of geopolitical competition—demands a coherent strategy that can
deliver tangible benefits, support partner agency, and shape the institutional environments in which Al is
governed. The recommendations outline how partner countries can move from fragmented engagement
toward a more integrated partnership model—one that is competitive with China’s DSR in practice, while
remaining distinct in its emphasis on choice, accountability, and long-term sustainability.

Organizations and fora for engagement and coordination

For like-minded and democratic countries seeking to engage the Global South on Al governance, the choice
of institutional venues is as consequential as the substance of policy proposals. Different international orga-
nizations offer varying degrees of legitimacy, technical depth, inclusiveness, and susceptibility to strategic
influence. An effective engagement strategy requires prioritizing fora where democratic actors can come
to ground on shared principles, messaging, and priorities, and that can credibly convene partners, while
exercising caution and ensuring tight alignment on strategy among like-minded partners in arenas where
agenda-setting dynamics increasingly favor state-centric or opaque governance models.

Several organizations are particularly well positioned to convene like-minded partners. The Organization
for Economic Co-operation and Development (OECD) remains a central node for Al policy coordination
among high-trust democracies, having issued the first intergovernmental Al principles in 2019 and hosting
the OECD Al Policy Observatory.2°' While historically perceived by some emerging markets and developing
countries as a “Western club,” the OECD’s growing collaboration with non-members and its role in global
transparency initiatives provide opportunities to engage developing countries on technical and regulatory
issues without overt geopolitical signaling.2°?

The Global Partnership on Al (GPAI) occupies a complementary space, focusing on applied Al gover-
nance and implementation challenges. With members such as India, Brazil, and Senegal, GPAI offers
a credible platform for North—South collaboration on Al for development, public services, and crisis
response. Its project-based structure and emphasis on practical outcomes make it particularly attractive
to policymakers seeking to demonstrate tangible benefits.2%3

UNESCO plays a distinct but equally important role. As the first body to issue a global Al ethics recom-
mendation, UNESCO commands broad trust across Africa, Latin America, and parts of Asia. Although
less technical than other fora, its normative reach and strong Global South engagement make it a valu-
able venue for shaping shared expectations around fairness, inclusion, and responsible Al use. F?*%or
democratic countries, UNESCO offers an opportunity to reinforce rights-respecting interpretations of Al
ethics while remaining attentive to development priorities.

The European Union Commission also serves as a critical partner in norm-setting and legal frame-
works.2% The EU’s Al Act, digital diplomacy efforts, and human-centric Al framework position it as a nor-
mative power and key partner for jointly engaging third parties, particularly on standards alignment.2°®
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Meanwhile, the Council of Europe’s Framework Convention on Artificial Intelligence provides the first
binding international legal instrument linking Al to human rights, democracy, and the rule of law.2%
Signed by Canada, the United States, EU, the United Kingdom, Japan, and others, the mechanism offers
high legal credibility and norm-shaping potential. Although membership is limited, these frameworks
can inform broader international discussions and bilateral engagements.

Smaller groupings such as Digital Nations offer additional value by focusing on Al-enabled public services
and digital government. Including governments like Canada, Estonia, the UK, South Korea, and others, the
grouping is agile and like-minded, making it a useful forum for like-minded countries to shape collective
engagement strategies and come to ground on norm-setting in other venues.?°®

Lastly, the Hiroshima Process is a key venue for partner country engagement. Initiated under Japan’s G7
presidency, it focuses on frontier models and risks. It includes the Hiroshima Al Process (HAIP) Reporting
Framework, which aims to facilitate transparency and comparability of risk mitigation measures and con-
tributes to identifying and disseminating good practices.?®° It also includes the Al Safety Summit outcomes
(for example, those that came out of Bletchley in 2023) and includes ongoing expert consultations. Initially
started under the auspices of the G7, it has decoupled from its G7 roots and now includes fifty-six member
countries (including the EU) from across the globe under its Friends Group, as well as twenty-four partner
companies and organizations.?

Organizations and fora at risk of strategic capture

By contrast, several international bodies warrant careful, coordinated, and calibrated engagement due to
heightened risks of strategic capture or agenda distortion.

The International Telecommunications Union (ITU) has long been a focal point for contestation over in-
ternet and Al governance, with China and aligned states advocating for expanded regulatory authority
and state-centric standards. China has historically held leadership positions (e.g., Zhao Houlin, who was
Secretary-General from 2015-2022).2" There has been a strong push from China and its allies to shift stan-
dard-setting and Al regulation under ITU’s remit, which increases the risk of opaque, state-led model pro-
motion.?"

Similarly, newer UN bodies created under the Global Digital Compact (GDC), such as the Office for Digital
and Emerging Technologies (ODET), warrant careful engagement. While aimed at multistakeholderism in
new technologies, the UN body (created and mandated under the Office of the UN Secretary General) has
faced criticism from member states and especially from civil society actors for being vague, bureaucratic,
and susceptible to influence by well-resourced actors, such as China. It also includes heavy Global South
representation, where China is actively lobbying.?®

Likewise, the UN Committee on Science and Technology for Development (CSTD), which is staffed
through the United Nations Conference on Trade and Development (UNCTAD), has been increasingly tar-
geted by China to promote narratives of digital sovereignty and infrastructure dependency.?® The CSTD’s
Data Governance Working Group could become another venue for China to influence discussions around
Al governance, unless like-minded countries engage on this issue.?"®

Other fora—including BRICS-led Al initiatives, the World Intellectual Property Organization (WIPO), and the
World Internet Conference in Wuzhen—have been increasingly leveraged by China to advance alternative
governance narratives. BRICS (especially via China, Russia, and South Africa) promotes state-centric Al
governance, and new outreach to Global South countries on these topics adds risk of soft-power capture.

I
DIGITAL FORENSIC RESEARCH LAB 34




Al COOPERATION UNDER THE SHADOW OF CHINA'S DIGITAL SILK ROAD

In regards to WIPO, while it is less involved in normative Al governance, intellectual property (IP)-related
Al policy discussions are increasingly politicized, and China has pushed Al-related IP norms that reflect its
domestic priorities.?®® Meanwhile, the World Internet Conference is a PRC-led platform used to legitimize
authoritarian approaches to Al, cyberspace, and data governance.?” While many Global South countries
participate in these fora for pragmatic reasons, democratic policymakers should approach these platforms
with an aim of coordinating responses, attendance, and messaging in these fora, taking into account the
existing political and narrative dynamics at play.?*®

Recognizing these dynamics is a prerequisite to a broader strategic challenge: how democracies can en-
gage emerging markets and developing countries in ways that remain credible, competitive, and respon-
sive to local priorities.

The strategic remedies outlined below are designed to address these challenges holistically. Rather than
attempting to replicate China’s model, they seek to close delivery gaps while strengthening legitimacy,
preserving partner agency, and avoiding long-term dependency traps. In doing so, they offer a pathway for
like-minded democracies to compete effectively—on substance as well as values—in shaping the future of
Al in the Global South.
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Challenges and opportunities for
democracies in engaging Global South
partners

Challenges to engagement

I 1. China’s embedded ICT infrastructure

Issue: Many emerging markets and developing countries already rely heavily on Chinese-built digital
infrastructure (e.g. Huawei for 5G, smart city platforms, cloud computing).

Risk: These ties create path dependency and limit receptiveness to Western-led Al governance norms
due to interoperability, technical integration, or political alignment concerns.

Example: Kenya, Ethiopia, and Pakistan—among others—have adopted Huawei’'s “Safe City” surveil-
lance systems.

I 2. Appeal of the ‘No-Strings’ model

Issue: China offers fast, low-conditionality digital investment and tech transfers, avoiding human rights
or data protection requirements.

Risk: This undermines efforts to promote rights-based Al governance, which often occurs in a slower,
more bureaucratic, and conditional manner.

Example: DSR investments prioritize infrastructure over values.

I 3. Limited western capacity and presence in multilateral fora

Issue: China and allies are highly active in UN bodies (e.g. ITU, CSTD), often proposing state-centric,
non-transparent models of Al governance.

Risk: Global South countries may view Chinese models as the default or more relevant due to a lack of
active alternatives or targeted engagement by democratic partners.

Example: China frequently co-sponsors resolutions with emerging markets and developing countries in
the UN General Assembly and Human Rights Council on cyber sovereignty.

I 4. Perceived hypocrisy or neo-colonialism

Issue: Global North countries risk being seen as imposing norms without acknowledging their own his-
tories of surveillance, Al bias, or extractive data practices.

Risk: EMDCs may interpret Al norms promotion as strategic containment, not genuine partnership.

Example: EU digital conditionalities are sometimes viewed in Africa and Latin America as “digital pater-
nalism.”
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I 5. Lack of incentives for Global South countries

Issue: Initiatives from Western countries often lack tangible incentives—financing, capacity-building, or
technology sharing—that are essential for buy-in from partner governments.

Risk: Global South countries have urgent development needs that outweigh long-term norm debates
without near-term gains.

Example: G7 Infrastructure initiatives like the Partnership for Global Infrastructure and Investment (PGlI)
remain underfunded compared to the BRI.

I 6. Fragmented messaging and coordination

Issue: In the current geopolitical landscape—marked by intensifying strategic competition over digital
infrastructure, Al governance, and standards-setting—fragmented democratic initiatives risk ceding nar-
rative and normative advantage to China’s more centralized, long-term digital development approach.
Democratic digital partners often pursue uncoordinated bilateral efforts, which can confuse or dilute
impact.

Risk: China offers a more unified, long-term digital development message.

Example: Al development proposals from like-minded countries may compete rather than reinforce
each other.

Figure 3: Challenges to Democratic Engagement

Challenge

China’s embedded
ICT infrastructure

Many emerging markets and developing countries already rely heavily on
Chinese-built digital infrastructure (e.g. Huawei for 5G, smart city platforms, cloud
computing).

These ties create path dependency and limit receptiveness to Western-led Al
governance norms due to interoperability, technical integration, or political alignment
concerns.

Appeal of the
‘no-strings’ model

Limited Western
capacity in
multilateral forums

Perceived hypocrisy
or neo-colonialism

Lack of incentives
for Global South

Fragmented messaging
and coordination

China offers fast, low-conditionality digital investment and tech transfers, avoiding
human rights or data protection requirements.

China and allies are highly active in UN bodies (e.g. ITU, CSTD), often proposing
state-centric, non-transparent models of Al governance.

Global North countries risk being seen as imposing norms without acknowledging
their own histories of surveillance, Al bias, or extractive data practices.

Initiatives from Western countries often lack tangible incentives—financing,
capacity-building, or technology sharing—that are essential for buy-in from partner
governments.

Democratic digital partners often pursue uncoordinated bilateral efforts. Fragmented
initiatives risk ceding narrative and normative advantage to China’s more
centralized, long-term approach.

This undermines efforts to promote rights-based Al governance, which often occurs in a
slower, more bureaucratic, and conditional manner.

Global South countries may view Chinese models as the default or more relevant due to
a lack of active alternatives or targeted engagement by democratic partners.

Emerging markets and developing countries may interpret Al norms promotion as
strategic containment, not genuine partnership.

Global South countries have urgent development needs that outweigh long-term norm
debates without near-term gains.

China offers a more unified, long-term digital p 1t message. Al p it
proposals from like-minded countries may compete rather than reinforce each other.
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Strategic remedies for addressing limitations to democratic
engagement

To be credible, democratic engagement on Al must be legible to partner governments as a concrete offer,
not merely a set of principles. Rather than replicating China’s vertically integrated “tech stack,” like-minded
democracies should focus on modular partnership packages that can be adapted to local priorities while
preserving interoperability and choice.

Crucially, these packages should be offered with clear distinctions from China’s approach. They should
avoid single-vendor dependency, emphasize open standards and interoperability, and include transparent
financing and governance arrangements. Rather than positioning partners as downstream adopters of for-
eign systems, the democratic offer should foreground co-design, local capacity, and the ability to switch
providers over time. This differentiation, both normative and strategic, as it directly addresses concerns
about lock-in, sovereignty, and long-term control that many local governments increasingly express.

While geo-strategic competition provides the context for this strategy, it should not be its organizing nar-
rative. For many Global South countries, the primary drivers of Al adoption are domestic: job creation, ser-
vice delivery, administrative efficiency, language inclusion, and economic modernization. Strategies framed
primarily around “countering” China risk misaligning with these priorities and reinforcing perceptions of
external pressure.

A more effective approach begins with partner demand. Like-minded democracies should position them-
selves as collaborators in solving concrete development challenges, offering tools and expertise that
strengthen local capabilities rather than substitute for them. Strategic competition enters implicitly, through
the quality, reliability, and governance of what is delivered—not through explicit alignment tests or exclu-
sionary language.

This partner-first framing also enhances credibility in international fora. When democratic countries advo-
cate for openness, interoperability, and responsible Al governance, those positions carry greater weight if
they are grounded in demonstrated partnership and delivery. Over time, this approach can build coalitions
that are resilient precisely because they are not defined by opposition, but by shared interests in agency,
flexibility, and long-term digital resilience.

Below are some specific, actionable recommendations that like-minded countries can offer to Global South
partners that speak directly to the needs and demands of governments, while emphasizing partner agency
and choice.

I 1. Use strategic communications and narrative framing

Recommendation: Emphasize Al for development, inclusive growth/economic transformation, Al ac-
countability, and data justice—terms that resonate with Global South partners more than “safety” or
“democratic values” alone. Engagement from Global South countries is most likely to materialize only
if Al'is framed as a development issue. Positioning Al within the language and priorities of sustainable
development creates an entry point that resonates with existing policy agendas and institutional com-
mitments. Absent a clear linkage to the current sustainable development framework, many countries are
unlikely to view Al governance as aligned with their immediate priorities or incentives for participation.?"

Mechanism: Develop culturally relevant messaging and engage local media, think tanks, and influenc-
ers.
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Example: Highlight Al projects that boost agricultural resilience, healthcare access, or education in Afri-
can or Latin American contexts (to note, relevant projects can vary significantly based on the economy
and development of the target country. For instance, Al applications in transportation and urban plan-
ning may be particularly important in South American nations, whereas in the Caribbean, monitoring
and adapting to climate change is a top priority).

I 2. Al governance and infrastructure packages

Recommendation: Pair governance discussions with offers of infrastructure investment, cloud services,
and local Al development tools—without hardware dependency.

Mechanism: Leverage the G7’s Partnership for Global Infrastructure and Investment (PGll), Develop-
ment Finance Institutions (DFI) partnerships (e.g. FinDev Canada, the Development Finance Corpora-
tion of the United States, British International Investment), and trusted telecom alternatives.?2°

Example: Offer Global South partners digital public infrastructure (DPI) blueprints, like Estonia’s exam-
ples in the development and promotion of Digital Public Infrastructure (DPI) and Digital Public Goods
(DPG), as open-source alternatives to Chinese systems.??!

I 3. Invest in capacity-building and talent

Recommendation: Build long-term relationships by training policymakers, engineers, and researchers
from emerging markets and developing countries in responsible Al.

Mechanism: Scale initiatives that focus on Al for development; support regional Al centers (e.g., Al4D
Africa), and fund scholarships/exchanges.??? Technology transfer packages, including workforce upskill-
ing, would be highly valuable to Global South partners.

Example: Create Al governance fellowships for Global South officials and researchers at institutions in
Western partner countries.

I 4. Champion inclusive, localized norms

Recommendation: Frame Al governance in terms of co-creation with Global South stakeholders—es-
pecially on fairness, language access, and data rights. This will help to overcome perceptions of gover-
nance conversations as Western-imposed frameworks.

Mechanism: Partner with regional bodies (e.g. the African Union, ASEAN, CARICOM, Digital Agenda for
Latin America and the Caribbean [eLAC]) to develop regional charters for ethical Al. For organizations
that already have charters, using existing frameworks such as the Hiroshima Principles, BRICS and G20
statements, and the outputs from the G20 Task Force on Artificial Intelligence and Data Governance
would be helpful references for developing a list of the issues democratic partners are positioned to
address.???

Example: Support translation and localization of UNESCO’s Al ethics guidelines into local norms and
languages.??*

I 5. Prioritize trusted multilateralism

Recommendation: Strengthen engagement in neutral multilateral fora like UNESCO, GPAI, and OECD,
while strategically countering China’s influence in contested bodies (e.g. ITU). While some Global South
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partners previously may not have seen the OECD as neutral and considered engagement in the organi-
zation as “picking sides,” the perception of the G20 among developing countries is shifting, largely due
to the leadership of Brazil, South Africa, and India, as well as the African Union’s inclusion as a perma-
nent participant. W225estern countries should emphasize the growing role of emerging countries in the
G20 as part of its communications strategy.

Mechanism: Fund secretariats, propose joint resolutions with emerging markets and developing coun-
tries, and promote support for the candidacies of representatives from democratic countries. For exam-
ple, the recently launched Global Dialogue on Al Governance would be a good forum to engage on this
front.??¢ Other fora have drawbacks. For example, the Hiroshima Al Process is viewed by a number of
Global South governments as a space that may not welcome their inputs, while RightsCon is primarily
a civil society space and does not draw significant participation from the governments of developing
countries.??’

Example: Ensure leadership in upcoming UN or OECD Al standard-setting fora include Global South
co-chairs.

I 6. Create a branded initiative on digital governance support for the Global South

Recommendation: Launch a branded initiative offering coordinated digital governance support—legal,
technical, financial—tailored for the needs of emerging markets and developing countries.

Mechanism: Build a clearinghouse for data protection laws, Al risk audits, and open-source Al tools.

Example: A “Digital Commons Fund” could support civil society and tech innovation in Global South
countries to counterbalance China’s state-centric model (A note: If the focus is policy alignment, such
an initiative should be integrated with existing financial processes and pathways; however, if the focus
is direct financing, establishing an independent initiative may be beneficial in ensuring that conditions
are adaptable to the needs of developing countries).

For democratic partners to effectively engage the Global South in Al development, they should emphasize
building durable partnerships that advance both innovation and governance. This engagement must go
beyond transactional exchanges and avoid being framed solely in terms of geopolitical rivalry with China.
Instead, such partnerships should aim to foster inclusive growth, promote ethical approaches to Al gover-
nance, and help countries leverage Al in pursuit of sustainable development goals. Ultimately, success will
depend on articulating a compelling vision for Al that addresses the priorities of developing nations while
upholding values conducive to a fair, inclusive, and sustainable Al future.
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