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| Executive summary

This report provides a detailed analysis of the surveillance technologies used in Venezuela for social and po-
litical control under Nicolds Maduro’s regime and continuing under Acting President Delcy Rodriguez following
Maduro’s removal by US forces on January 3, 2026. Despite the change in leadership, Venezuela’s extensive
surveillance infrastructure—including video monitoring systems, telecommunications interception, cyberpatrolling,
state-sponsored digital applications, device searches and seizures, drone surveillance, and cyberattacks—remains
fully operational. This report documents how this surveillance apparatus, which costs over $1 billion, enables com-
prehensive authoritarian control mechanisms that facilitate systematic political repression over a population of
around twenty-seven million individuals.

Key findings

Video surveillance infrastructure: Venezuela’s CCTV infrastructure has been systematically weaponized for
political control rather than public safety. Chinese vendors—particularly CEIEC, Hikvision, and Dahua—domi-
nate the supply chain despite international sanctions. Advanced facial recognition and license plate detection
capabilities enhanced by artificial intelligence operate without privacy protections, judicial oversight, or mech-
anisms for citizen consent. The VEN911 emergency response system integrates extensive camera networks,
enabling rapid identification and targeting of dissidents, protesters, and political opponents. The co-opting of
opposition-controlled municipal systems demonstrates how ostensibly independent security infrastructure is
compromised for surveillance.

Drone surveillance and movement monitoring: Venezuelan security forces deploy sophisticated drone capa-
bilities combining advanced technical systems with psychological warfare tactics. Commercial drones, ranging
from compact consumer DJI models to advanced Autel models with extended surveillance capabilities, oper-
ate without legal frameworks governing their deployment or oversight. The deliberate visibility of drone op-
erations—particularly nighttime flights over protest zones and residences of opposition figures—serves dual
purposes: gathering intelligence on movement patterns while creating pervasive chilling effects on political
assembly. GPS tracking devices discovered in vehicles of political prisoners’ families, equipped with listening
capabilities, reveal covert surveillance layers providing continuous location data and environmental audio.

State-sponsored digital applications: The Patria (“Homeland”) System represents the platformization of citi-
zen control, transforming social welfare delivery into an instrument for systematic data extraction and political
manipulation. The Patria database enables comprehensive identification and large-scale data collection, with
the platform’s domain registered to PSUV (Venezuela’s ruling party) rather than to any state agency, demon-
strating operational fusion between the state apparatus and the party structure. Access to welfare benefits
is conditioned on mandatory registration and the continuous provision of personal information. The system’s
technical design allows mapping users’ relationships with other people and institutions, enabling administra-
tors to create detailed connection networks even for non-users. Meanwhile, VenApp is explicitly being used to
facilitate the systematic snitching of anti-government activities.

Cyberpatrolling and social media surveillance: Systematic cyberpatrolling across social media platforms and
messaging applications, coordinated by the political and military intelligence agencies SEBIN and DGCIM, has
evolved into a comprehensive machine of digital persecution that criminalizes online expression. Operation
Knock Knock in 2024 exemplified the integration of multiple surveillance streams—VenApp reporting features,
Telegram doxxing groups, Instagram terror campaigns, and door-to-door arrests—into coordinated persecu-
tion mechanisms. Criminal prosecutions arising from cyberpatrolling rely on decontextualized digital content
without technical forensic analysis, proper chain-of-custody procedures, or evidence of concrete harm.
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Telecommunications interception at scale: Telecommunications interception is the most intrusive
component of Venezuela’s surveillance apparatus, with documented evidence of systematic prac-
tices that far exceed any legitimate law enforcement justification. Spain’s Telefénica’s 2021 trans-
parency report—the last released before government pressure ended such disclosures—revealed
1,523,363 affected mobile telephone lines and 205,800 interception orders, demonstrating indus-
trial-scale surveillance that is impossible to justify by targeted criminal investigations.! CANTV’s
state-owned infrastructure provides direct access to telecommunications data and internet traffic
surveillance capabilities. The regulatory framework’s structural flaws enable abuse: the Criminal
Processing Code’s mandate that telecommunications institutions maintain 24/7 availability to pro-
cess interception requests, combined with the judicial system’s subordination to executive power
and the absence of independent oversight, creates conditions for unlimited surveillance without
meaningful constraints.

State-sponsored cyberattacks and infiltration: State-sponsored cyberattacks are systematic, em-
ploying sophisticated techniques combining technical capabilities with coordination across mul-
tiple government entities. Large-scale phishing campaigns targeting Volunteers for Venezuela,
Healthcare Heroes, and grassroots electoral organizing units sabotaged opposition initiatives.
Some mass-phishing campaigns used sophisticated network manipulation by CANTV to direct us-
ers to malicious government-controlled servers. Furthermore, opposition organizational platforms
were exploited, and telecommunications interception capabilities used in targeted account take-
overs. The coordination among state entities with technical and regulatory mandates and anony-
mous disinformation networks reveals state-sponsored malicious Internet manipulation. Venezu-
ela’s persistent efforts to acquire commercial spyware from multiple companies, combined with
Citizen Lab’s identification of FinFisher command-and-control infrastructure in Caracas, point to the
deployment of spyware.

Warrantless device searches and seizures: Warrantless inspection of mobile phones has become
a pervasive practice, combining control, intimidation, punishment, and extortion in open contra-
diction to national and international human rights standards. Case documentation reveals forced
cooperation accompanied by coercion and threats of detention or criminal prosecution. Economic
extortion compounds political weaponization, with reports documenting demands for thousands of
dollars in cash or Zelle transfers as conditions for not detaining individuals. High-profile individuals
may undergo equipment inspections at airports, during which forensic analysis may be performed.
Emerging patterns include online searches for travelers’ names on Google and social media to find
information about the political opinions of ordinary citizens.

Takeaways

Venezuela’s surveillance infrastructure operates as a wide-reaching authoritarian control system tran-
scending individual technologies and institutional actors. The convergence of video surveillance with
telecommunications interception, cyberpatrolling with device searches, and state-sponsored applica-
tions with cyberattacks creates severely constrain civic space. The coexistence of various surveillance
systems creates effects that are multiplicative rather than merely additive. An individual attending a
protest faces multiple simultaneous risks, including being identified by facial recognition cameras,
interception of communications while coordinating attendance, device searches at checkpoints, and
potential cyberattacks that could compromise digital accounts. This layered vulnerability transforms
constitutionally protected political participation into high-risk activities requiring operational security
measures. Human rights violations extend far beyond immediate abuses to cause profound societal
damage, including the normalization of self-policing and the erosion of civic space.
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Critically, the surveillance infrastructure remains operational and intact despite Maduro’s removal on Jan-
uary 3, 2026, demonstrating that technological capabilities and institutional frameworks for authoritari-
an control transcend individual leadership and require deliberate dismantling rather than mere regime
leadership change. Understanding these systems in their full complexity—including technical capabilities,
supply chains, institutional operators, legal frameworks, and human rights impacts—proves essential for
supporting Venezuelan civil society under conditions of severe repression. There is a need for informing
international policy responses addressing both current abuses and future accountability mechanisms, and
ultimately contributing to dismantling the surveillance state apparatus itself, which is a necessary condition
for genuine democratic transition.

Recommendations

The report provides targeted recommendations for four key stakeholder groups, focusing on the immediate
operational needs of those most vulnerable to Venezuela’s surveillance apparatus.

For civil society organizations: Implement and provide tailored digital security and anti-surveillance
training and resources to vulnerable populations; create emergency response networks for immediate
assistance when activists face detention or device seizures; pursue accountability from surveillance
technology vendors; and establish monitoring and sharing mechanisms to facilitate the documentation
of surveillance technology and its human rights impacts.

For Venezuelan democracy activists: Adopt digital security and surveillance mitigation protocols ac-
cording to their roles and activities; use end-to-end encrypted communication platforms and implement
hardware-based two-factor authentication to protect against interception of telecommunications; im-
plement device sanitization protocols for high-risk scenarios such as checkpoints, airports, protests,
and detention.

For democratic governments: Demand dismantling of political surveillance infrastructure and account-
ability for documented abuses by conditioning sanctions relief and economic cooperation on concrete
surveillance reforms and prosecution of officials responsible for systematic human rights violations;
support Venezuelan civil society’s digital security capacity through dedicated funding streams, techni-
cal assistance programs, and infrastructure support; and lead multilateral initiatives establishing norms
against surveillance technology exports to authoritarian regimes through coordinated export control
frameworks and supply chain transparency requirements.

For international multilateral organizations: Develop accountability frameworks for surveillance tech-
nology vendors enabling human rights violations by investigating supply chains, documenting techno-
logical contributions to documented abuses, and pursuing legal mechanisms under international human
rights law; provide technical assistance to Venezuelan civil society organizations by facilitating access
to digital security tools and ongoing capacity building; coordinate international advocacy campaigns
targeting surveillance technology companies through multilateral forums and public pressure; and inte-
grate surveillance concerns into broader human rights monitoring by ensuring traditional human rights
documentation mechanisms systematically incorporate digital rights violations and technology-enabled
repression into investigations and reports.




| Introduction

Against the volatile backdrop of Venezuela at a crossroads, Conexidon Segura y Libre and the Atlantic
Council’s Digital Forensic Research Lab (DFRLab) have produced this report, which examines the country’s
surveillance technologies and their use for political control. The removal of Nicolds Maduro from the Ven-
ezuelan presidency does not signal the dismantling of the authoritarian infrastructure built over the past
two decades. The sophisticated surveillance apparatus—which includes video monitoring systems, tele-
communications interception, social media tracking, state-sponsored digital applications, device searches
and seizures, drone surveillance, and cyberattacks—remains operational under Delcy Rodriguez’s interim
administration. Understanding these technologies, their capabilities, and their impacts on human rights is
more critical than ever as Venezuela navigates an uncertain transition that could either lead to democratic
reforms or the consolidation of a surveillance state under a new figurehead.

This report provides a comprehensive analysis of the surveillance technologies deployed in Venezuela for
social and political control. The analysis encompasses both mass surveillance capabilities affecting large
segments of the population and targeted monitoring of specific individuals and groups, particularly those
engaged in journalism, activism, and political opposition. The surveillance ecosystem examined includes
the VEN911 emergency response system integrated with closed-circuit television (CCTV) networks, facial
recognition capabilities, license plate recognition systems, telecommunications interception at scale, social
media monitoring and cyberpatrolling, state-sponsored mobile applications such as Patria and VenApp,
systematic searches and seizures of electronic devices at checkpoints and detention facilities, drone sur-
veillance operations, and sophisticated cyberattacks including phishing campaigns and likely malware de-
ployment.

The report documents the technical capabilities of these systems, identifies the technology vendors and
supply chains that enable them, maps their geographical deployment across Venezuelan territory, analyzes
the institutional actors authorized to access and use surveillance data, and assesses the human rights
impacts on the population. Particular attention is paid to the experiences of women in politics, journalism,
and civil society organizations, who face disproportionate risks from state surveillance and repression. The
analysis focuses on the period from October 2023 to January 2026, immediately after Maduro’s removal,
while including background information on the twenty-year history of state surveillance in Venezuela.

Objectives

This project pursues three primary objectives.

First, document and analyze surveillance practices in Venezuela, providing an outlook into specific mecha-
nisms, technical capabilities, and the full scope of deployed technologies. This documentation addresses a
critical knowledge gap: the absence of precise information prevents vulnerable populations, including jour-
nalists, activists, and women in public life, from implementing effective digital security measures to mitigate
risks and protect themselves. By exposing surveillance practices and supply chains, the project enables civil
society and potentially international bodies to hold technology vendors accountable for human rights abuses.

Second, to inform mitigation efforts and protection measures for those most at risk. The research findings
translate into evidence-based insights to guide concrete actions to protect against surveillance and repres-
sion. By providing tailored information and guidance, the project will empower direct beneficiaries to better
understand specific threats and develop more effective digital security and protection strategies. Enhanced
understanding of regime surveillance practices significantly benefits those operating in high-risk environ-
ments by enabling them to better navigate and counter threats.




WATCH THE WATCHERS

Third, to build resilience among vulnerable populations by increasing awareness and enabling citi-
zen agency to evade, challenge, and resist rights-violating surveillance practices. The project fosters
digital resilience not only among direct beneficiaries but also among the wider population, contribut-
ing to long-term outcomes that strengthen democratic institutions and the capacity of civil society to
operate effectively despite surveillance pressures. The project’s long-term vision comprises lessons
applicable to the divergent paths of both democratization and authoritarian regime survival.

Methodology

The research employed multiple methodologies to ensure comprehensive and verifiable findings.
Technical analysis of government-owned regime applications, particularly the Patria app, assessed
data-gathering permissions and data storage methods to understand privacy vulnerabilities and
state surveillance capabilities. Open-source intelligence (OSINT) research techniques systematically
collected and verified publicly available information from government announcements, procurement
records, social media posts by security forces, and journalistic investigations.

Conexidén Segura y Libre developed a crowdsourcing campaign—limited by security constraints—to
document the deployment of CCTV cameras throughout Venezuela, mapping the extent and nature
of the country’s surveillance infrastructure. Through document analysis, Conexién Segura y Libre
and DFRLab examined legal frameworks, legislative records, procurement contracts, leaked internal
documents, and official reports to understand the regulatory environment that facilitates surveil-
lance. Additionally, the research team identified discrepancies between stated policies and actual
practices.

In-depth interviews with technology experts, security sources, and individuals who had experienced
surveillance and detention provided first-hand accounts of operational patterns and the impacts of
surveillance. The interviews followed rigorous security protocols to protect sources operating under
high-risk conditions. The research team also reviewed existing documentation from Venezuelan civil
society organizations, international human rights bodies, and independent investigative journalism
to contextualize findings within broader patterns of authoritarian control.

Report structure

The report proceeds through seven substantive sections examining distinct components of Venezu-
ela’s surveillance infrastructure.

The first section analyzes video surveillance systems, including the political context and regulatory
framework governing CCTV deployments, detailed case studies of surveillance networks in three ur-
ban areas, facial recognition and license plate recognition capabilities, access and usage patterns by
security forces, and human rights risks and impacts. The second section examines drone surveillance
as well as GPS trackers, including the regulatory framework, suppliers, and key model capabilities,
drone operations by security forces, recent deployments targeting the civilian population, and hu-
man rights impacts.

The third section analyzes state-sponsored and state-run digital applications, providing technical
analysis and documentation of political uses for both the Patria app and VenApp. The fourth section
investigates social media and internet surveillance, addressing limitations on freedom of expression
within the legal context, state institutions’ cyberpatrolling operations, harassment and doxxing tar-
geting dissidents, persecution campaigns exemplified by Operation Knock Knock, and the intersec-
tion of information operations, surveillance, and repression.
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The fifth section assesses private telecommunications interception, covering the technical basis for inter-
ception, the regulatory framework authorizing surveillance, evidence of telecommunications interception at
scale, including institutional processes and agencies conducting interception. The sixth section examines
cyberattacks, infiltration, and malware, covering phishing campaigns targeting journalists and pro-democra-
cy activists, with analyses of targets, procedures, and noteworthy cases, including attacks on Volunteers for
Venezuela, Healthcare Heroes, and grassroots electoral organizing units known as Comanditos. It also doc-
uments the intersection between information operations and phishing attacks. The seventh section docu-
ments the search and seizure of electronic devices, examining the political and legal context that enables
these practices, patterns of searches at street checkpoints and airports, and during short-term detentions,
and forensic extraction capabilities employed by security forces.

Throughout this analysis, the report maintains focus on the core reality that while political leadership in
Venezuela may have changed dramatically with Maduro’s removal, the surveillance infrastructure enabling
authoritarian control remains intact and operational. Understanding these systems, their capabilities, and
their human rights impacts is essential for supporting Venezuelan civil society, informing international policy
responses, and ultimately contributing to the conditions necessary for a genuine democratic transition.

The evidence presented in this report serves multiple audiences: activists and journalists seeking to pro-
tect themselves; policymakers evaluating responses to Venezuela’s political crisis; technology companies
assessing their complicity in human rights abuses; and the international community working to support
democratic aspirations in Venezuela.




Background: Venezuela at a new dawn for
democracy

On January 3, 2026, United States Special Forces conducted a military operation at Venezuela’s Fuerte
Tiuna Army base, capturing Nicolds Maduro and bringing him to the US to face charges. This operation end-
ed Maduro’s thirteen-year authoritarian rule and significantly disrupted Venezuelan politics. It also raised
questions about the country’s future direction.

Within hours of the operation, Venezuelan Vice President Delcy Rodriguez stepped in as acting president,
initiating a politically unstable period marked by competing influences from Washington DC, internal fac-
tions of Chavismo, and demands from Venezuelan civil society for a democratic transition.

The Trump administration’s approach to post-Maduro Venezuela prioritized US economic and strategic
interests over democracy promotion.? Following Maduro’s capture, President Donald Trump explicitly dis-
missed support for either Maria Corina Machado, the 2025 Nobel Peace Prize laureate who led the dem-
ocratic opposition, or Edmundo Gonzdlez Urrutia, widely recognized as the legitimate winner of the July
2024 presidential election. Instead, Trump emphasized US interests in Venezuelan oil and strategic miner-
als while maintaining relationships with Venezuela’s existing power structure. US Secretary of State Marco
Rubio outlined a three-stage timeline for post-Maduro Venezuela, including stabilization, economic recov-
ery, and eventual democratic transition.® The timeline is expected to be measured in months or even years.

Delcy Rodriguez faces a challenging situation, trying to balance the demands of Washington, maintain
control over a divided Chavista coalition, and manage Venezuela’s complex relationships with authoritarian
allies.* The Trump administration’s demand for Venezuela to sever ties with China, Russia, Iran, and Cuba
has created immediate operational challenges. Notably, the surveillance systems detailed in this report are
foundational to the regime’s stability. Chinese firms play a crucial role in the infrastructure that supports
Venezuela’s surveillance state. As of February 12, 2026, this surveillance infrastructure remains fully oper-
ational under Rodriguez, allowing the regime to maintain the social control mechanisms that characterized
the Maduro era. Expelling Chinese technology firms would significantly disrupt Venezuela’s surveillance
systems, which are essential for the regime’s internal control.

In May 2025, Russia signed a strategic partnership treaty with Venezuela, committing both nations to exten-
sive cooperation in hydrocarbons and military technology.® Until the end of 2025, Russia was Venezuela’s
primary supplier of naphtha and diluents—critical additives necessary for processing Venezuela’s heavy
crude oil. However, energy deals signed on January 7, 2026, which allowed the US to become Venezuela’s
diluent supplier, directly conflicted with Russia’s commitments.® Consequently, Venezuelan officials reluc-
tantly abandoned their two-decade-long partnership with Russia.’

Iran provides Venezuela with significant international cooperation related to US security interests, particu-
larly in drone technology production at El Libertador Air Base, where Iranian personnel have set up manu-
facturing operations.t On December 30, 2025, the US Treasury imposed sanctions on Empresa Aerondutica
Nacional SA for its joint ventures with Iranian companies involved in producing drone capabilities that pose
a direct threat to US interests.® During a US Senate hearing, Secretary of State Marco Rubio stated that Ira-
nian drones in Venezuela represent a “red line” that Rodriguez needs to address.®

Cubanintelligence advisors have been embedded within Venezuelan security services, offering counterintelli-
genceexpertise,interrogationtraining,andassistancewithrepressioncoordination.NearlytwothousandCuban
personnelreportedlyleftVenezuelabytheendofJanuary"However,thenumberofCubansecuritypersonnelstill
inVenezuelaremainsunknown, makingitdifficultto estimatetheimpactontheregime’sespionage capabilities.
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Both Cuban G2 and Iranian intelligence forces were linked to Venezuela’s security apparatus via the Strate-
gic Center for Security and Protection of the Homeland (CESPPA).? The CESPPA had been created in Octo-
ber 2013 as Venezuela’s central intelligence coordination body, with legal authority to centralize information
from all state security services (SEBIN, DGCIM, the DIM, and police forces) and to classify any information
it deemed sensitive to national security. On February 9, 2026, acting President Delcy Rodriguez formally
suppressed and dissolved CESPPA through Decree 5.248, published in Gaceta Oficial Extraordinaria No.
6.985, as part of a broader dismantling of Chavista-era institutional structures. This move reflects, at least
in part, the accelerating withdrawal of Cuban and Iranian influence from Venezuela following Maduro’s cap-
ture and under direct U.S. pressure. The elimination of CESPPA is the most significant institutional reform of
Venezuela’s intelligence architecture in over a decade®

Initial steps toward political liberalization in Venezuela have focused primarily on the release of political
prisoners, with estimates ranging from one to two thousand prisoners at the beginning of 2026. As of
March 2, 2026, the Venezuelan human rights organization Justicia, Encuentro y Perddn (“Justice, Reunion,
and Forgiveness”) reported that 603 political prisoners had been released, leaving at least 759 still in de-
tention, according to its own records of documented political prisioners.* The ongoing detention of political
prisoners includes not only politicians, journalists, and human rights defenders, but also ordinary citizens
arrested for participating in peaceful protests or electoral organizing activities. Among the detainees are
teenagers, elderly individuals over seventy years old (who, according to Venezuelan law, should be granted
house arrest even if convicted), those with life-threatening illnesses, and people with disabilities. Notably,
one prisoner died in custody in January 2026.®

Beyond the release of prisoners, other indicators of political liberalization remain minimal. The Venezuelan
censorship apparatus continues to operate at full capacity, blocking 135 websites, including sixty-one news
outlets, as well as social media platforms like X and messaging apps such as Signal. Circumvention tools
including VPNs (e.g. NordVPN, Psiphon, Mullvad, TorGuard, Tor Project, Proton) and public DNS servers like
Google Public DNS and Cloudflare are also blocked.

The legal framework enabling the criminalization of dissent—including the Law Against Hatred and the
Organic Law Against the Imperialist Blockade—remains fully operational. Despite the threat of arrest, on
February 12, 2026, college students organized well-attended peaceful demonstrations across the country
to remember those who were killed in previous protests against the regime and to demand the release of
political prisoners. These were the largest demonstrations recorded in the country since the August 2024
crackdown, during which at least twenty-five individuals were killed, dozens experienced brief forced dis-
appearances, and around 2,400 were arbitrarily detained.”

At the time of editing this report, Maria Corina Machado and Edmundo Gonzdlez Urrutia are still unable to
safely return to Venezuela. The continued exile of Venezuela’s democratically elected leaders significantly
hampers any democratic transition since their physical absence prevents them from organizing political
activities or exercising the mandate granted by Venezuelan voters.

In the post-Maduro period, a fundamental tension has emerged: while the removal of Maduro eliminated the
regime’s figurehead, the authoritarian infrastructure that has sustained two decades of political repression
remains in place and operational. Understanding this infrastructure—especially the extensive surveillance
apparatus outlined in this report—is crucial for assessing the potential for a democratic transition versus the
continuation of authoritarian rule under new leadership.

il



| Video surveillance systems

The extensive video surveillance system deployed across Venezuela serves as a tool of domestic control.
The surveillance apparatus operates within a legal vacuum that provides virtually no protection for citizens’
privacy rights or due process guarantees. While the incorporation of CCTV systems into public security pol-
icies dates to 2007, significant expansion began in 2013, when then-Minister of Interior, Justice, and Peace
Miguel Rodriguez Torres announced a $1.2 billion investment to install 30,000 cameras across sixteen cities
through an agreement with China Electronics Import and Export Corporation (CEIEC)® This initiative creat-
ed the Integrated Monitoring and Assistance System (SIMA), alongside the VEN911 emergency response
system. In 2019, the Gran Misidon Cuadrantes de Paz (“Great Mission Peace Quadrants”) reorganized se-
curity policies around small territorial sectors with fixed patrols, while maintaining centralized monitoring
through VEN911.°

The regime dramatically accelerated the deployment of CCTV throughout 2025 under the direction of the
current interior minister, Diosdado Cabello. In June 2025, VEN911 Commander Neptali Rodriguez report-
ed 3,920 operational cameras monitored through twenty-six command-and-control centers, including the
National Command-and-Control Center, nineteen state offices and six municipal facilities.?° By December
2025, Cabello announced that the figure had surged to approximately seven thousand cameras, represent-
ing a 78.6 percent increase in just six months.?! This expansion coincided with Cabello’s November 2025
exhortation to “cover the majority of the territory with cameras” and his directive that mayors pressure pri-
vate businesses to reorient their security cameras toward public streets, effectively conscripting commer-
cial surveillance infrastructure into state monitoring networks. The minister explicitly acknowledged on April
3, 2025 that “the 911is distributed throughout Venezuela, and we are linked with the cameras that shopping
centers have, that residential complexes have,” revealing integration between ostensibly private security
systems and the national intelligence apparatus.?

The 2025 deployment wave extended surveillance beyond traditional public spaces into hospitals, residen-
tial neighborhoods, and opposition strongholds. On June 22 of that year, then-Minister of Health Magaly
Gutiérrez announced the installation of cameras in major hospitals to monitor patients and medical staff,
framing surveillance as necessary to prevent “sabotage” by unspecified opposition elements.?® Caracas
Mayor Carmen Meléndez declared plans on August 15, 2025 to install “smart cameras” at every traffic
light and street corner in the capital, explicitly threatening to photograph and prosecute citizens for minor
infractions like littering. “If we see someone from the command post throwing trash into the streets, we’re
going to take their picture, we’re going to track them down, and then we’re going to apply the Ordinance on
Citizen Coexistence, Civility, and Community Justice,” Meléndez said in an August 2025 radio interview.?

Most significantly, Cabello acknowledged on July 16, 2025 that security cameras played a “key role in iden-
tifying protesters” during the post-electoral demonstrations that took place from July 29 to August 3, 2024,
publicly confirming what civil society organizations had previously documented: that CCTV footage system-
atically enables the identification, tracking, and arrest of government critics. This aggressive expansion oc-
curred precisely as political repression intensified following the fraudulent July 2024 elections, suggesting
surveillance infrastructure deployment directly serves regime consolidation rather than citizen security. The
Rodriguez administration inherits this expanded technical capacity.

VENOS1 likely serves a much broader purpose than just public safety emergency response, given its ob-
served deployment footprint and the technical architecture of its infrastructure, provided by Chinese tele-
communications manufacturer ZTE. And with at least eleven operational command centers organized in a
clear national-regional-state hierarchy, the system has the physical infrastructure to enable ongoing, city-
wide population monitoring, particularly in Caracas and other major cities.
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Among VEN911's component systems, the core feature of ZTE’s Smart City Solution is its integration with
big data and Al analysis platforms. It aligns with capabilities that Venezuelan officials have acknowledged:
retroactive identification of protesters from recorded footage, license plate tracking at city access points,
and real-time feeds to command centers.?® Additionally, ZTE Government Cloud Solution provides a crucial
enabling layer: a unified, cross-departmental data platform.?¢ This means that surveillance data collected
through VEN911 cameras can be cross-referenced with the Patria registry, SEBIN databases, and telecom-
munications intercept records held by other regime agencies. The combination of these ZTE-developed
systems indicates that VEN911 may have the capacity for continuous movement tracking of individuals of
interest and the retrospective identification of participants in public gatherings. These capabilities surpass
those of a conventional emergency dispatch system and form the operational backbone of the regime’s
political surveillance apparatus.

The absence of judicial oversight mechanisms, data retention policies, or access controls means these
systems can be weaponized against dissidents, protesters, and civil society organizations with impunity.
This section examines three notable deployments, analyzes the supply chain behind the infrastructure, and
assesses the human rights implications under the ruling regime, now headed by Delcy Rodriguez.

CCTV deployments

Three deployments illustrate the diverse operational models, political dynamics, and human rights impli-
cations characterizing Venezuela’s CCTV infrastructure. Greater Caracas exemplifies the regime’s most
sophisticated surveillance architecture, in which the national VEN911 system integrate with municipal net-
works to create comprehensive monitoring capabilities across the capital region. Trujillo state demonstrates
how national government resources fund the expansion of surveillance in interior regions, under conditions
that prioritize regime security objectives over citizen safety, with camera placements concentrated around
government facilities and the ruling PSUV party offices. Los Teques, Municipio Guaicaipuro in Miranda state,
represents the regime’s showcase deployment combining advanced Hikvision artificial intelligence capabil-
ities, including facial recognition and license plate detection, with explicit political messaging from Minister
Cabello praising its capacity to “detect everything” and “identify those who seek to act with impunity.”?’
Together, these cases expose how surveillance infrastructure ostensibly deployed for crime prevention
becomes weaponized for authoritarian control.

Greater Caracas metropolitan area: Co-opting municipal public safety systems

The capital region hosts Venezuela’s most extensive CCTV infrastructure, integrating VEN911 systems with
municipal networks across five boroughs. Intelligence officials report that VEN911 headquarters at Plaza
Venezuela maintains command centers with direct feeds from strategically positioned cameras monitoring
major thoroughfares, including the city’s major avenues and highways. The system includes both fixed in-
stallations and mobile command units equipped with deployable camera arrays on extendable poles.

The municipality of Libertador, administered directly by the national government since it is within the coun-
try’s capital, serves as the testing ground for centralized surveillance architectures. According to Neptali
Rodriguez, by June 2025 there were 774 security cameras in the municipality. Since October 2024, camera
installation projects in the area have been managed by Fundacién Caracas Inteligente (“Smart Caracas
Foundation”), which is affiliated with the Caracas Mayor’s Office.?® Among the projects they have imple-
mented are installing Wi-Fi networks in public spaces, as well as panic buttons and security cameras linked
to VEN911 and the Peace Quadrants. On its social media platforms, Fundacion Caracas Inteligente has re-
ported the installation of cameras in main public squares such as Plaza de la Victoria and Plaza Venezuela,
and at bus terminals such as the La Bandera Terminal and the Route 421 rapid transit terminal in central
Caracas.?® They also installed fifteen “smart” bus stops across the city equipped with panic buttons and
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cameras linked to the VEN911 and the Peace Quadrants systems.*° Both the cameras and the panic buttons
installed by Fundacién Caracas Inteligente were manufactured by the Chinese company Hangzhou Hikvi-
sion Digital Technology Co., which is currently sanctioned by the United States and the European Union for
developing “key person” detection software used to surveil ethnic minorities in China.*

Plaza Venezuela

©) RIAZA

Hikvision cameras located in the Plaza Venezuela sector of the Libertador municipality. (Source: Caracasinteligente on Instagram?®?)

Opposition-controlled municipalities in Miranda state face complex pressures regarding surveillance infrastruc-
ture. The municipalities of Chacao, Baruta, and El Hatillo have developed parallel systems seemingly for legitimate
public safety that nominally operate independently but face persistent pressure to integrate with the national se-
curity apparatus. These municipalities exemplify a broader pattern in which ostensibly independent security infra-
structure is co-opted for political repression. These local systems also pose risks to opposition activists, protesters,
and government critics because the central government can request and obtain access to their camera systems.

Chacao municipality exemplifies this dual dynamic: its Center for Integrated Security and Communication (CISC)
employs Hikvision equipment and HikCentral Professional V3.0 software to manage extensive camera coverage
throughout the commercially important borough. In March 2024, Chacao installed ten emergency buttons that
allow direct video communication with CISC operators. The municipality publicized these installations as public
safety improvements, yet their integration into centralized national databases remains opaque. Female residents
and activists report heightened surveillance in areas where women traditionally organize community initiatives
and protests.
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The mayor of Chacao, Gustavo Duque, has highlighted his municipality’s surveillance system
as “the most modern in the country,” featuring facial recognition and license plate detection
technology.®®* On his social media accounts, the mayor has demonstrated that the cameras can
clearly focus on details from more than one hundred meters away. There are at least 310 active
cameras in this small municipality of five square miles, with a moderately high population density
of approximately 12,000 people per square mile.3*

These cameras are managed from CISC, which works in conjunction with the Chacao Municipal
Police. CISC has a protocol for the immediate detection of “anomalous events” such as demon-
strations, which allows for the activation of specific monitoring controls and the coordination of
deployments in real time. There are indications of operational coordination between CISC and
the VEN911 system, but no evidence of technical integration. CISC has temporarily deactivated
cameras at specific locations when procedures such as raids or operations by agencies like the
Directorate General of Military Counterintelligence (DGCIM) are to be carried out, to prevent
these events from being recorded in its systems.3®

In July 2022, when activists in Chacao created graffiti opposition slogans near Avenida Liberta-
dor, a main intermunicipal avenue, security forces detained them within hours. Civil society or-
ganizations documented evidence suggesting CCTV footage facilitated rapid identification and
arrest. The detained activists—primarily young men and women associated with the opposition
party Voluntad Popular—faced charges of “incitement to hatred” and “conspiracy.” Women activ-
ists reported particularly invasive interrogations about their relationships with male organizers,
reflecting gendered assumptions about women’s participation in political dissent.

Camera located in the La Castellana sector of the Chacao munincipality, Caracas. (Source: VEsinFiltro)

Throughout the municipality of Chacao, dome-shaped PTZ (pan-tilt-zoom) cameras with 360-de-
gree vision are visible. The entire system operates exclusively on an IP network and includes
a DVR (digital video recorder) that distributes the camera feed to tablets used by authorized
personnel. The municipality mayor, along with other officials and political figures, can view the
camera feeds in real time on their tablets.®
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Fixed and PTZ Hikvision cameras in the Altamira sector (left), and the Los Palos Grandes sector (right), Chacao municipality.
(Source: VEsinFiltro)

Both Baruta and El Hatillo municipalities also maintain independent security networks using Hikvision
equipment, yet operate in environments where national security forces can requisition camera feeds with-
out judicial authorization.

In Baruta, there has been a VEN911 command-and-control coordination center since 2016, although the ex-
act number of security cameras it manages is unknown. Similarly, the Baruta Mayor’s Office independently
operates its own video surveillance system, with both fixed and PTZ cameras distributed throughout the
municipality. However, municipal authorities have not disclosed information about the number of cameras
they operate, their locations, or the characteristics of their control room.

MONITOREO

@VEN911BARUTA () @BARUTAVENS 11

Monitoring room at the VEN911 Baruta headquarters. (Source: Ven911baruta on Instagram®)
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Cameras belonging to the VEN 911 system in Chuao, Baruta Municipality. (Source: VEsinFiltro)

Since 2021, the municipality of El Hatillo has been installing security cameras in locations such as
the historic town center and the Los Naranjos sector. By August 2023, this low-population-den-
sity municipality had thirty devices, including PTZ and mini-bullet cameras. These cameras fea-
ture artificial intelligence and a zoom capability similar to that of the systems used in Chacao.
The cameras deployed in this municipality are managed by the Integrated Control Center (CCl),
which, in turn, forwards incident reports to the El Hatillo Municipal Police Operations Center. As
in Chacao, the mayor’s office has not publicly acknowledged any linkages to VEN911 or the Peace
Quadrants. To address public safety matters, El Hatillo also utilizes the police radio systems and
a network of more than one hundred neighborhood WhatsApp groups. These WhatsApp groups
serve as direct communication channels where residents can request personalized information
about their area, file complaints, and report incidents to the CCI.
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Multiple models of security cameras in El Hatillo, Caracas. (Source: PoliHatillo on Instagram3®)

The SIMA began operating in the Sucre Municipality in 2013 as part of a pilot project to reduce crime in the
Petare neighborhood. On December 20, 2025, Interior Minister Cabello reported that the municipality had
more than six hundred operational security cameras, some of which were located along a section of the
Gran Mariscal de Ayacucho highway, which connects Caracas to the town of Guarenas.®

Many of these cameras were installed by the state-owned company Canty, using a fiber optic network
and integrated into the VEN911 system and the Peace Quadrants. In this municipality, Conexion Segura
researchers have observed older bullet-type cameras, as well as dome and mini-bullet cameras manufac-
tured by Dahua Technology, in underserved neighborhoods such as Petare and La Dolorita.

J

Cameras installed in the Sucre municipality. (Source: Cantv_ve on Instagram)
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Despite the January 2026 political upheaval, surveillance camera placements near protest sites and politically
sensitive locations are still underway. On January 21, security forces installed new cameras directly overlooking
the encampments of relatives of political prisoners, who were holding vigil camps outside the Zona 7 detention
facility, located in Sucre Municipality, governed by the PSUV ruling party. The cameras were placed to record vigil
participants and individuals who approached to provide material support (e.g., food, medicine, blankets) to detain-
ees’ families. The gendered impact of such surveillance proves particularly acute: women constitute the majority
of family members maintaining these vigils and face heightened risks of identification, harassment, and detention.

SOS Guaicaipuro: advanced artificial intelligence capabilities

Los Teques represents the regime’s showcase deployment, combining extensive camera coverage with advanced
artificial intelligence capabilities and explicit political messaging. In 2022, Mayor Farith Fraija initiated the installation
of security cameras in strategic locations throughout Los Teques to create a real-time monitoring system coordi-
nated with the Peace Quadrants. The project began with twenty cameras connected to a VEN911 situation room
branded SOS Guaicaipuro.®*® By December 23, 2025, Fraija announced that the municipality had reached four
hundred installed cameras covering main city access points, busy avenues, public squares, residential areas, and
low-income neighborhoods.

The political significance of the Guaicaipuro deployment became explicit on November 13, 2025 when Cabello
visited Los Teques and effusively praised the surveillance infrastructure: “Guaicaipuro has an extraordinary camera
system, because everything can be detected, especially in the capital, any place and event, which allows identi-
fying those who seek to act with impunity, being key for security forces.”*? Cabello’s language—emphasizing de-
tection capabilities—transparently frames surveillance as political control rather than crime prevention. His specific
reference to cameras being “key for security forces” rather than citizen safety implicitly acknowledging intelligence
applications.

.| o 0 . — .
o - 4‘ - -
A\ Q- » ”
Afga 4 Srr. ol —— -
2 NG N N - .
IR s, (e B Brol el LTINS LR M

NVR 4.0 system used by SOS Guaicaipuro, showing its vehicle license plate recognition technology. (Source: Farith Fraija, Mayor of
Guaicaipuro on TikTok*)
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The municipality openly displays on social media the technical sophistication of its Hikvision-supplied infrastructure. All
cameras are from the sanctioned Chinese vendor Hikvision, including PTZ, turret, bullet, and mini-bullet models, pro-
viding comprehensive coverage. In an October 23, 2025, video, Fraija showcased the SOS Guaicaipuro Operations
Room, revealing monitors displaying Hikvision’s NVR 4.0 firmware interface.* This advanced system employs artificial
intelligence for facial recognition, automatic license plate detection, heat mapping, and people counting. Fraija explicitly
highlighted these Al capabilities in promotional materials, demonstrating the regime’s confidence that advanced surveil-
lance technology serves its interests. The operations room also features a Hikvision DS-1100KI(C) network keyboard with
a four-axis joystick, enabling operators to remotely control PTZ cameras for real-time tracking of individuals or vehicles.

The Guaicaipuro deployment illustrates several concerning dynamics. First, rapid expansion from twenty to four hundred
cameras in three years demonstrates the regime’s capacity to scale surveillance infrastructure despite economic con-
straints, suggesting that surveillance receives budget priority over social services. Second, the explicit integration of re-
al-time facial recognition and license plate detection capabilities—technologies that democratic societies regulate heavi-
ly—operates without any privacy protections, judicial oversight, or mechanisms for citizen consent. Third, Cabello’s public
celebration of the system’s capacity confirms that regime officials viewed comprehensive surveillance as desirable and
saw no political cost to openly threatening dissidents. Fourth, Mayor Fraija’s enthusiastic promotion of Al-powered mon-
itoring suggests that local officials recognized that the conspicuous expansion of surveillance enhanced their standing.

Trujillo State: integration of report sources

On April 26, 2025, Governor Gerardo Marquez and Health Minister Magaly Gutiérrez inaugurated new headquarters for
the state command center, which includes a monitoring and video surveillance room for the municipality of Valera with 72
cameras. These cameras are manufactured by the Chinese company Dahua Technologies.”® The Trujillo command in-
teroperates with the 1x10 Good Governance system, which receives community reports submitted via Line 58, a VENapp
feature that allows users to submit complaints and reports to government authorities.*® It integrates with government
situational rooms located in each commune, which are responsible for following up on reports submitted on the 1x10 plat-
form. This command center coordinates with both the video surveillance system VEN911 and the VENApp application.
This entails a linkage among government agencies, looping the surveillance system with a messaging platform VENApp,
which has been used to dox individuals whom the regime labels as “terrorists.”

s acquired in 2024 by the Government of Trujillo. (Source: gobtrujillo on Instagram)446
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During the religious ceremonies for the canonization of José Gregorio Herndndez in October 2025,
the Trujillo state government reinaugurated the Trujillo Police headquarters in Isnotd, where the new
Saint was born. Governor Gerardo Marquez reported that 18 PTZ cameras were installed as part of
a video surveillance system at the entrances and exits and in the town center. It is worth noting that
human rights activists took advantage of the religious celebration to call for the liberation of politi-
cal prisoners. On October 18, 2025, journalist and former opposition councilman Yorbin Garcia was
identified and detained by officers of the Bolivarian National Intelligence Service (SEBIN) near the
Isnotd Shrine. Conexidn Segura was unable to confirm a direct link between this detention and the
cameras installed in the town, as a large contingent of security forces, such as the SEBIN and the
Directorate General of Military Counterintelligence (DGCIM), were present and constantly patrolling
the area during the ceremony.

Technology supply

Chinese companies dominate Venezuela’s surveillance technology supply chain, reflecting broader
geopolitical alignments. Understanding vendor relationships proves essential for assessing technical
capabilities and potential vulnerabilities in the surveillance apparatus that the Rodriguez administra-
tion inherits.

Between 2009 and 2013, approximately $80 million from the Cuba-Venezuela Bilateral Agreement
was allocated to the development of the 171 Security and Emergency Response Center (Cesae 171),
the direct predecessor of VEN911, through the National Development Fund (Fonden). Cuba partici-
pated in projects such as the National Citizen Security System (SINASEC) and the installation of 171
emergency response centers in the states of Aragua, Barinas, Falcén, Portuguesa, and Trujillo.*®
There is no clear evidence that any of these projects was actually fully implemented.

After 2013, China became the main provider of surveillance technology in Venezuela. Most of the
Chinese companies identified as providers of surveillance technologies for Venezuela have been
sanctioned by the United States, including ZTE Corporation, Hangzhou Hikvision Digital Technology
Company, Dahua Technology Company, and Autel Robotics.®°

Chinese Providers

China Electronics Import and Export Corporation (CEIEC) emerged as the primary architect of Ven-
ezuela’s centralized surveillance infrastructure through its $1.2 billion contract announced in 2013.
The company restructured the entire VEN911 system, comprising video surveillance, emergency dis-
patch, and data analytics.® Mobile command units with deployable multi-camera arrays mounted
on telescoping poles are a signature CEIEC piece of equipment visible in state media coverage of
security operations.

In 2020, the US Department of Treasury sanctioned CEIEC for “supporting the illegitimate Maduro
regime’s efforts to undermine democracy in Venezuela, including efforts to restrict internet service
and conduct digital surveillance and cyber operations against political opponents.”s? CEIEC has been
involved in Venezuelan prison security through the Technological Prison Security System (Sitesep).5®
The company’s continued operations indicate mechanisms for sanctions evasion and regime prioriti-
zation of surveillance capabilities despite international isolation.
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Mobile command unit with CEIEC multi-camera system on a deployable mast. (Source: VEsinFiltro)

Hikvision has captured significant market share beyond national government contracts, supplying equip-
ment to both government and opposition-controlled municipal security networks. Hikvision faces US Entity
List restrictions over its involvement in Xinjiang surveillance infrastructure.> The company provides cam-
eras, network video recorders (NVRs), DVRs, and management software to municipalities in Miranda state,
including Baruta, Chacao, El Hatillo, and Zamora—all with mayors affiliated with the Fuerza Vecinal party,
which is not formally part of the Chavista regime’s coalition. Chacao’s CISC notably employs HikCentral Pro-
fessional V3.0, an advanced security management platform that integrates multiple camera feeds, access
control systems, and analytics tools. Hikvision also supplies emergency buttons deployed in the Chacao
municipality that allow users to contact the CISC directly via video call in an emergency. The model used in
Chacao corresponds to the Hikvision DS-PEA2-21 panic alarm station.®® Since December 2024, Foundacion
Caracas Inteligente has also begun installing this same intercom model in several squares and strategic
locations in the Libertador municipality.5®

Zhejiang Dahua Technology Co., Ltd. has become a major hardware supplier for public surveillance instal-
lations in Venezuela. Their IPC-HFW2541T-ZAS bullet camera has been deployed across various munici-
palities, including Caracas, Miranda, and Trujillo. This model is a mid-range commercial camera featuring
motorized varifocal optics, infrared night vision, and onboard video analytics. The technical specifications of
the camera support functions such as perimeter intrusion detection and object classification, with capabili-
ties for facial and license plate recognition integrated into the VEN911 command data streams.
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Alarm stations in Chacao (left) and Libertador (right). (Sources: luisgonzalofer on Instagram; Caracasinteligente on Instagram)

Despite being placed on the US Entity List in October 2019 due to its involvement in the surveillance and
repression of Uyghur populations in Xinjiang, Dahua has maintained access to Venezuelan market.%” Ad-
ditionally, Dahua and the Venezuelan administration have been exploring further integration of artificial
intelligence into their systems.

High-level agreements between China and Venezuela, as well as testimony from workers in the field, have
also revealed the involvement of other Chinese companies, such as Huawei Technologies Co. Ltd, ZTE
Corporation, and China CAMC Engineering Co. Ltd in projects linked to the VEN911 system, although the
extent of their involvement is unclear.

Belarusian providers

Between 2021 and 2023, the Venezuelan Ministry of People’s Power for Interior Relations, Justice and
Peace (MPPRIJP) held discussions with the Belarusian company Synesis for the acquisition of software to
improve its integration of video surveillance systems and advanced facial recognition.®® Synesis is sanc-
tioned by the United States for providing software used by Belarusian authorities to facilitate the identifica-
tion and arrest of protesters.®®

The Kipod software offered to Venezuela features:

Facial recognition system, including notifications and searches for specific individuals and their move-
ment patterns

License plate recognition

Detection of a person with a firearm/bladed weapon

Detection of abandoned objects

Smoke detection (a demo for government officials used an image of protests in Caracas as an example)
Crowd detection

Perimeter security control and object detection in the area

Traffic rule compliance monitoring
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A roadmap memorandum was signed between the MPPRIJP and 24x7 Panoptes, the Synesis subsidiary
that operates the surveillance system in Belarus, during an intergovernmental meeting in Caracas in 2021.%°
In 2023, during an official visit for an intergovernmental meeting in Minsk, Admiral Juan Carlos Oti, Director
General of the Command, Control, and Telecommunications Centers (VEN 911), witnessed a demonstration
of the software at the Operational Situation Headquarters of the Minsk City Police Department. It is un-
known whether the planned demonstration in Venezuela took place or if the software was acquired.
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Admiral Juan Carlos Oti, Director General of the Command, Control and Telecommunications Centers (VEN 911), at the Main
Directorate of Internal Affairs of the Minsk City Executive Committee, in 2023. (Source: Ministry of Internal Affairs of the Minsk City
Executive Committee®)

The access and usage of CCTV systems by security forces

The VEN911 system appears to operate as a hub where camera feeds can be accessed by national security entities,
including the Bolivarian National Intelligence Service (SEBIN), the Directorate General of Military Counterintelligence
(DGCIM), and the Ministry for Interior Relations, Justice, and Peace. Security forces could access video for inves-
tigations targeting political opponents, monitoring protests, identifying activists, and facilitating arrest operations.

Venezuelan surveillance architecture lacks fundamental safeguards that democratic systems employ to prevent
abuse. No legal framework governs how footage can be used, who can access it, or for what purposes. The ab-
sence of judicial oversight, data retention policies, access controls, and civilian oversight bodies creates an environ-
ment where security forces can exploit CCTV systems for political persecution without accountability.

During a broadcast of his TV show Con el mazo dando (“With the mallet hitting”) on July 16, 2025, Cabello acknowl-
edged that security cameras on the streets played a key role in identifying protesters during the demonstrations
that took place between July 29 and August 3, 2024, in protest of the stolen presidential election. He said, “Do you
know what the poor innocent children of Atocha from the opposition were doing? They were provoking the police,
pushing them, and then recording themselves when the police got angry and reacted; what happened before
wasn’t shown. Now there are cameras everywhere, so behave yourselves, they’re watching you, they’re looking
at you.”5?
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Letter from Director A. P. Knysh of the Belarusian company 24x7 Panoptes addressed to Remigio Ceballos, Minister of People’s
Power for Interior Relations and Justice, provided by BELPOL.

On August 7, 2025, Cabello held a press conference to announce that the Bolivarian National Intelligence
Service (SEBIN) had thwarted an alleged attempt to attack a recently inaugurated monument in the Plaza
Venezuela area, adjacent to the SEBIN administrative building. He showed images taken by security camer-
as at the site showing a man leaving a bag there, in which explosives were later allegedly found.®®* The man
recorded by the cameras, identified as José Daniel Garcia Ortega, was later featured in a video released by
Cabello in which he confessed to the act and linked the Venezuelan opposition to an alleged plan to carry
out various attacks in the country. A total of thirteen people were arrested and accused of participating in
the plan; opposition leader Marfa Corina Machado and former Colombian presidents Alvaro Uribe, Ivdn
Duque, Andrés Pastrana, and Juan Manuel Santos were named as the alleged masterminds.

Security cameras have also been used to directly intimidate protesters participating in peaceful demonstra-
tions. On January 21, 2026, relatives of political prisoners held at the Bolivarian National Police (PNB) com-
mand known as Zone 7 denounced the installation of security cameras to monitor the camp where they had
been holding a weeks-long vigil to demand the release of prisoners promised by the government. In videos
shared on social media, officers can be seen placing a tripod with a camera on the roof of a riot-control
vehicle. This camera was connected to the control panel of another camera already mounted on a nearby
pole.®* The device installed by the police was pointed directly at the tents where the protesters were sleep-
ing and at the area designated as a restroom. The officers argued that the installation was legal because it
was located in a security zone near the police headquarters.

25



WATCH THE WATCHERS

Mobile cameras used to monitor protesters in Zone 7 in January 2026. (Source: cristiancrespoj on X5%)

Public information regarding data retention policies remains nonexistent. Security officials interviewed
claimed to retain footage for periods ranging from ninety days to six months, though actual practices likely
vary widely. VEN911 command centers may retain footage for longer periods, particularly recordings of
high-value targets flagged for intelligence purposes. The technical capability for retroactive searches—que-
rying archived footage to track an individual’s movements days or weeks after the recording—may pose
serious risks to activists and dissidents. Once security forces identify a person of interest, they can poten-
tially reconstruct that individual’s historical movements, identify associates, map networks, and establish
patterns. Combined with data from telecommunications intercepts, social media monitoring, and device
inspections at security checkpoints, CCTV footage could enable comprehensive surveillance targeting.

Human rights risks and impacts of video surveillance

Security forces can use CCTV footage to identify protest participants for subsequent detention, harass-
ment, and prosecution. The knowledge that security forces monitor public spaces through extensive CCTV
networks has a profound chilling effect on political participation and free expression. This is confirmed
by grassroots activists in Caracas. Many people reduced their presence in public spaces, limited in-per-
son meetings, or stopped organizing open activities starting in 2024. Activists opted for small gatherings,
frequent changes of location, minimal use of mobile phones, and self-censorship on social media and in
community groups. Individuals who responded to a survey on the topic noted the strain of constantly being
observed. Informal polls conducted by the researchers indicate that Venezuelans do not perceive CCTV
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systems as tools for public safety, but rather as social control devices used to identify, track, and deter
citizens critical of the regime. In everyday discourse, the CCTV systems are referred to as “the control sys-
tems,” “the party’s cameras,” “the applications for marking people,” or simply “the surveillance.”

” «

Facial recognition risks

While comprehensive facial recognition implementation remains uncertain, the threat creates severe psy-
chological impacts on dissidents and activists. It must be assumed that law enforcement agencies can use
recordings extracted from these CCTV systems to identify individuals. Advanced facial recognition capabil-
ities would enable real-time identification of individuals at protests, public events, or even routine activities
like commuting. Combined with the extensive databases security forces maintain, facial recognition would
allow tracking virtually any person of interest in public spaces.

Similar to the policies governing access to and retention of recordings, the facial recognition capabilities
of the various surveillance systems have not been made public. Depending on the combination of these
policies and technical capabilities, it could be possible to retroactively search recordings for the actions and
routes taken by a person of interest, weeks or months after they were recorded. Another risk, although less
likely in the Venezuelan context, is that operators of these systems could identify any person in the video in
real time by cross-referencing their face against state-held databases.

License plate risks

The proliferation of CCTV deployments with integrated license plate recognition capabilities, coupled with
license plate readers installed on strategic routes such as vehicular access points to Caracas and regional
roads, could facilitate vehicle tracking on a massive scale, especially if they are integrated and record the
movements of all vehicles and not just a list of wanted license plates. This kind of continuous, virtually un-
avoidable tracking, without sufficient safeguards and effective judicial oversight, would seriously threaten
freedom of movement and the right to privacy, posing risks to dissidents.

27



Surveillance using drones and other
methods to monitor movement in public
spaces

Following the contested July 2024 presidential election and subsequent political crisis, Venezuelan securi-
ty forces expanded aerial and ground-based surveillance targeting opposition mobilization and civil society
activities. The deployment of industrial-grade drones equipped with high-resolution cameras, thermal im-
aging, and powerful zoom capabilities enhanced the monitoring of protests, political gatherings, and indi-
vidual dissidents. Complementing this aerial surveillance infrastructure, security forces have installed GPS
tracking devices with listening capabilities on vehicles belonging to family members of political prisoners
and opposition figures. These location-tracking technologies operate covertly, requiring physical access
to target vehicles, to provide comprehensive data on movement patterns and frequently visited locations,
enabling real-time tracking.

This section first examines drone surveillance operations targeting protests and opposition gatherings,
then analyzes intimidation tactics employing visible drone presence, documents GPS tracking device de-
ployment, and concludes with an analysis of human rights impacts across both surveillance modalities.

Monitoring protests through drone surveillance

The earliest drone deployments in Venezuela originated from contracts associated with the VEN911 system.
Drones provided to the Ministry of Interior, Justice, and Peace under these contracts saw limited operational
deployment and currently appear non-operational, with some units still visible in offices and pilot training
facilities.®®

The post-electoral crisis of 2024 triggered expansion in drone surveillance operations. Security forces de-
ployed drones to monitor streets, surveil protests, and track individuals while simultaneously employing
these capabilities for intimidation purposes.®’” The protocols for the operation of drones by state security
forces remain undisclosed.

The most sophisticated drones identified are Autel EVO Max 4T units.®® This model is a specialized enter-
prise surveillance quadcopter featuring a flight time of up to 42 minutes and a transmission range of 20 kilo-
meters. Its standout feature is a versatile 4-in-1 camera system that includes a 48MP zoom camera with 10x
optical and 160x hybrid zoom, capable of identifying vehicles from 2 kilometers away. Additionally, it has a
50MP wide-angle camera, a 640%x512 thermal imager, and a laser rangefinder with a range of 1,200 meters.
The EVO Max 4T is equipped with advanced autonomous capabilities, including GPS-denied navigation via
SLAM, A-Mesh multi-unit networking, Al subject tracking, and resistance to electromagnetic interference.
Autel specifically markets this platform for use in public safety surveillance, search-and-rescue operations,
and infrastructure monitoring.

The EVA Max 4T has been formally procured and deployed in at least two active conflict zones: Ukraine (by
both Russian and Ukrainian forces) and Gaza by Israeli forces.®® These battlefield deployments have result-
ed in the U.S. adding Autel to the Pentagon’s Section 1260H list of Chinese military companies in January
202570

After the 2024 presidential election, opposition leader Maria Corina Machado became a primary target of
surveillance. On August 3, 2024, during an opposition rally in a commercial neighborhood in Caracas, a
drone captured high-resolution footage showing Machado’s face in an extreme close-up as she removed a
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31.8x zoom of Maria Corina Machado at a rally captured by a drone, video published by Delcy Rodriguez on X. (Source:@delcyro-
driguezv on X)

hood covering her face while boarding the truck platform that served as the event stage. Despite arriving
on a motorcycle to avoid identification by authorities, the drone’s 31.8x optical zoom enabled identification
from a significant distance. Then-Vice President Delcy Rodriguez disseminated this footage via social me-
dia, demonstrating both the surveillance capability and the regime’s willingness to publicize its monitoring
of opposition leadership.”!

VEsinFiltro has documented at least twenty distinct cases of drone deployment, mainly for capturing aerial
recordings of opposition rallies in Caracas and other cities. These recordings were shared on social media

Autel Alpha operator’s user interface with IR camera enabled, as seen in a promotional video by the manufacturer. (Source: Autel
Robotics™)
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by high-ranking regime officials and official state media.”® The footage showed that these drones could
focus sharply on specific individuals’ faces from a distance, suggesting that authorities might use this tech-
nology to identify and target rally participants.

Additional advanced models identified in operational use include the Autel Alpha—a heavy industrial sur-
veillance quadcopter weighing 6.34 kg in standard configuration, previously unreported in Venezuelan
security force inventories.”® The Bolivarian National Guard operates Autel Dragonfish units, vertical takeoff
and landing (VTOL) fixed-wing drones designed for extended operations. The National Guard maintains
responsibilities for public order control, making these long-endurance surveillance platforms particularly
concerning for monitoring political activities.

Venezuela implements a high-low acquisition strategy for drone procurement. High-end surveillance op-
erations employ commercial Autel-branded drones with advanced surveillance and security specifications.
Lower-tier reconnaissance and surveillance operations use multiple models of compact DJI quadcopters,
including DJI Mini-series units apparently operated directly by tactical units of police forces. This analysis
excludes drones operated by the Bolivarian Military Aviation or other exclusively military platforms.

Model Operating Security Forces | Type

DJI mini 2 GNB Compact Consumer Quadcopter (Foldable)

DJU mini 3 CPNB Compact Consumer Quadcopter (Foldable)

DJI mini 4 Pro CPNB Compact Consumer Quadcopter (Foldable)

DJI Mavic Air 2 GNB, CPNB Commercial Consumer Quadcopter (Foldable)

Autel EVO Max 4T SEBIN Industrial, Surveillance Quadcopter (Foldable, Weather-Resistant)

Autel Alpha SEBIN Heavy Industrial, Surveillance Quadcopter (Foldable, Weather-Resis-
tant)

Autel Swordfish GNB Industrial, Surveillance and Defense VTOL fixed-wing drone

DJI AVATA GNB Consumer First Person View Quadcopter

Table with a selection of drone models identified in use by Venezuelan security forces. (Source: VE sin Filtro.)

Intimidation and harassment through visible drone presence

Between July 30 and August 3, 2024, drones observed flying over various areas of downtown Caracas
at night were documented on social media. In these posts, the drones, equipped with multiple lights, ap-
peared to be searching for hotspots of protest and likely served as an intimidation tactic.

Footage of the surveillance drones was shared on social media by residents observing them from apart-
ment windows in downtown Caracas. Analysts indicate that the security agencies operating these drones
intended to instill fear and create a chilling effect among potential protesters. This judgement is based on
the number of drones patrolling the same sector simultaneously, rather than deploying more sparsely to
cover larger areas. Furthermore, some of the identified models are technically capable of flying without
lights, yet the drones were consistently observed patrolling with their lights on. That choice served no
operational necessity and appears designed to maximize public awareness of their presence, suggesting
intimidatory intent.”®

In addition to monitoring protests, these drones could also be used to spy on political dissidents. On Jan-
uary 7, 2025, Machado reported that drones were flying over the house of her mother, Corina Parisca, in
Caracas.”® A similar incident was reported on November 23, 2024, at the Argentine Embassy in Caracas,
where five opposition members were seeking asylum. One of them, Pedro Urruchurtu, denounced the use
of drones to monitor them on his social media account during a siege by security forces.””
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On January 6, 2026, just days after Nicolas Maduro was seized by the US Armed Forces, drone flights were
observed monitoring the vicinity of the Presidential Miraflores Palace and possibly other strategic locations
at night. In that incident, unidentified pro-regime armed individuals reacted in confusion, reportedly firing at
the state surveillance drones, thinking it was a second attack by US forces.”®

GPS trackers and listening devices

GPS tracking technology enables covert surveillance of target movements over extended time periods.
Installation requires physical access to the target vehicle at a moment when the owner would not notice the
intrusion. Once deployed, tracking devices generate near-continuous location data streams that operators
can exploit to reconstruct previous routes, identify frequently visited locations, establish patterns of move-
ment, and enable real-time tracking to facilitate additional operations. Devices documented in Venezuelan
surveillance operations include integrated microphones enabling eavesdropping on conversations. GPS
tracking proves necessarily more operationally risky if operators wish to avoid detection—requiring physical
access to vehicles—but provides additional surveillance layers that increase immediacy, granularity, resil-
ience against anti-surveillance practices, and independent operation capability.

Instances of GPS tracking have included the targeting vehicles owned by family members of political prison-
ers with military backgrounds. The focus on families with military connections may reflect security force con-
cerns about the activities of the families of the detained, or may represent part of a wider pattern tracking
groups advocating for the release of political prisoners. It is also possible that these individuals might have
been targeted because their cases are perceived as particularly threatening to regime security. Civil society
organizations assess that relatives of certain civilian political prisoners or other civic actors may have been
similarly targeted without ever discovering the devices.

Internal trackers

In a previously unreported case from 2023, VEsinFiltro documented a GPS tracker hidden inside the cabin
of a vehicle used by family members of a political prisoner.”® The device matches TK-103 GPS tracker models
available from multiple Chinese manufacturers. This older-generation design requires a SIM card for GSM/
GPRS cellular communications, supporting SMS messages, voice calls, and low-bandwidth cellular data.

Images of the device inside the victim’s vehicle while in the process of being uninstalled.
Sections of the image are pixelated or obfuscated to protect the victims” privacy. (Source: VEsinFiltro)
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The unit was hidden behind plastic dashboard covers and connected to the vehicle’s electrical system for
power. A technician servicing the vehicle discovered the device when investigating electrical problems
that developed one week after a family member visited the detention center where their relative was held.
During that detention center visit, the car remained out of sight for at least one hour—the apparent instal-
lation window. The mechanical problems that led to the discovery suggest the installation may have been
conducted hastily or by personnel without technical expertise, thereby inadvertently damaging vehicle sys-
tems. Trackers concealed inside vehicle cabins are especially difficult to both install and identify. Models
observed operate on vehicle electrical systems, enabling nearly indefinite operation without requiring bat-
tery replacement.
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The integrated microphone enables eavesdropping on vehicle conversations by dialing the tracker’s phone
number when monitor mode is enabled. Operators send commands to TK103 units via SMS and calls to
the SIM card phone number. Users can monitor vehicle location through a manufacturer-provided website
or directly from the unit via SMS messages containing GPS coordinates and map links, either on demand
or automatically at set intervals when the vehicle moves. Online portals or mobile applications enable
operators to review historical routes and movements, configure geofencing alerts, and access additional
monitoring features.

External trackers

Externally mounted trackers provide similar functionality but prove substantially easier for security forc-
es to install, as brief periods when vehicles are parked without supervision provide sufficient installation
windows. While operating on internal batteries rather than vehicle power, these batteries can last several
months depending on the model and usage patterns. When devices approach battery depletion, operators
can hypothetically swap units to maintain continuous surveillance.

On September 15, 2025, Margareth Baduel, an activist for political prisoners, publicly denounced via social
media the presence of a tracking device on a vehicle used by her family.®’ The device was identified as a
GPS tracker. Margareth Baduel is the sister of political prisoner Josnars Baduel and daughter of General
Rall Isafas Baduel, a former Chdvez minister who died while being a political prisoner in 2021.82

The tracker in Baduel’s car was affixed magnetically to the rear underside of the vehicle as documented in
several videos. After the tracker’s discovery was circulated on social media, officials from the Criminal In-
vestigation Division of the Bolivarian National Police quickly arrived at the site to retrieve the device without
providing any explanation.®

The unit visually matches the SinoTrack 915L model or the slightly less capable 915 model. SinoTrack 915L
and 915 models require operational SIM cards and accept SMS commands. SinoTrack provides mobile ap-
plications and web interfaces for monitoring and management that support large numbers of units, histor-
ical route playback, and other features designed for fleet management applications, which security forces
have repurposed for political surveillance.

Waterproof GPS/GSM/GPRS Locator
Device Tracking Long Battery ST-915
GPS Tracker

SingTrack

Left: Excerpt from a video published by the Committee for the Freedom of Political Prisoners (CLIPPVE) showing the GPS tracker
installed under the vehicle. Right: Partial screenshot of the SinoTrack website. (Sources: @clippve on X; SinoTrack)

33



WATCH THE WATCHERS

The device includes a microphone that can capture surrounding conversations, though its effectiveness for
recording conversations inside vehicles is likely limited by the external mounting location under the chassis.
The optimal microphone placement for vehicle interior surveillance would require internal installation, sug-
gesting that this external tracker’s audio capability may primarily serve as supplementary intelligence when
targets exit vehicles. Battery life reaches 120 days in standby mode, where operators request location via
SMS or calls. Alternative modes that enable automatic location updates at various intervals provide shorter
battery life but more frequent position reporting. The multi-month battery life enables extended surveillance
operations without requiring repeated physical access to target vehicles.
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Frames from video demonstrating the function to replay historical movements recorded by a tracker, in addition to real time track-
ing on the Amazon listing for the ST-915L. (Source: Sinto Track, Amazon.com &%)
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Human rights impacts of movement surveillance

Drone surveillance by security forces operating within the context of restricted fundamental freedoms gen-
erates severe human rights impacts. Beyond surveillance collection, security forces employ drones as psy-
chological weapons to suppress opposition mobilization. The possibility of aerial surveillance produces
chilling effects, and the pervasive sense of surveillance erodes community organization and small-scale
protest initiatives, even absent direct enforcement actions. The intimidation function operates through mul-
tiple mechanisms. First, the visible presence of hovering drones signals to protest participants that authori-
ties are monitoring and recording their activities. Second, government officials and state media deliberately
amplify the surveillance message through the dissemination of drone footage showing opposition activities.
Third, in the context of documented persecution of protest participants through arbitrary detention, prose-
cution, and imprisonment, individuals realize that aerial surveillance creates identification records that may
be used against them.

The absence of meaningful rules and controls limiting surveillance deployment, data retention policies,
access restrictions, independent oversight mechanisms, and victim remedies enables abuse. Although pro-
tests occur in public spaces, persistent aerial surveillance, analogous to CCTV systems, captures details
that collectively affect privacy: who attended, who they associated with, how long they stayed, and their
movement patterns. In persecution contexts, this information converts into material risks affecting personal
safety and liberties. When attending political events, individuals are subject to aerial surveillance that may
be circulated through pro-government channels or used as evidence to justify targeting, a coercive means
of restricting the full exercise of political rights.

Venezuelan law requires judicial authorization for intrusive surveillance measures that involve manipulating
vehicles or accessing private spaces. Specifically, listening devices that record environmental conversa-
tions require prosecutors to obtain judicial approval, which must clearly state the crime under investigation,
the technical means employed, the deployment location, and a duration of no more than thirty days.®® In
practice, documented cases of GPS tracker deployment reveal no judicial oversight, and family members
targeted by these devices have received no legal notice or explanation of their installation. The covert na-
ture of GPS surveillance means that many targets may remain unaware of monitoring for extended periods,
during which authorities accumulate comprehensive intelligence on opposition networks, activities, and
operational patterns.

The systematic deployment of movement surveillance technologies—both aerial and ground-based—with-
out judicial oversight, legal constraints, or transparency fundamentally undermines freedom of assembly
and association guaranteed under international human rights law. The Inter-American Commission on Hu-
man Rights has recognized that pervasive surveillance, which creates a reasonable fear of identification
and subsequent persecution, effectively prevents the exercise of the right to assemble, even when direct
prohibitions are absent.13 Venezuela’s movement-surveillance infrastructure achieves precisely this chilling
effect, transforming constitutionally protected political participation into activity that requires sophisticated
operational security measures and entails substantial personal risk.
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| State-sponsored and state-run digital apps

Over the past decade, a dual-use technological surveillance network has been consolidated in Venezuela.
In official discourse, these digital tools are presented as instruments for optimizing public service delivery.
However, the accumulated evidence indicates that this infrastructure has primarily been used for the sys-
tematic, large-scale collection of personal data and for social control.

The Venezuelan state has advanced a process of platformization of citizen control through the deployment
of digital applications. The Patria System—presented as a social protection platform—and VenApp—pro-
moted as a citizen service tool—constitute the two central pillars of the government apps ecosystem. To-
gether, they enable the systematic extraction of information, the classification of the population, and the ap-
plication of social control mechanisms. Their socio-technical architecture reveals how authoritarian regimes
leverage digital platforms to transform social welfare delivery and public service access into instruments of
political control.

The Patria System

The Chinese company ZTE played a central role in developing the database for the Carnet de la Patria
(“Homeland Card”), incorporating advanced capabilities for identification and massive data gathering.®® The
Patria System and the Patria Card have become the primary channels for accessing subsidies and welfare
assistance programs, while also serving as instruments of economic pressure and behavioral control. The
dependence of millions of people on these benefits transforms the system into a tool that conditions daily
subsistence on mandatory registration and the constant provision of personal information.

A particularly revealing element is that the platform’s web domain (patria.org.ve) is registered in the name
of the United Socialist Party of Venezuela (PSUV), instead of any state agency.®’ This fact demonstrates the
operational fusion between the state apparatus and the party structure, blurring any functional separation
between public policies and political control, and subordinating the data of millions of citizens to a logic of
party loyalty and utility.

Access to welfare benefits is neither automatic nor transparent; it is conditioned on registration and the
continuous provision of information within the system, without transparent criteria for allocation. To main-
tain eligibility and increase the chances of receiving welfare benefits, users must periodically update their
data and respond to surveys about their socioeconomic situation and consumption habits. In practice, this
design turns the need to access essential goods and welfare into a permanent incentive to update the in-
formation the citizen provides to the state.

The system’s technical design reinforces the logic of authoritarian control. A significant portion of the infor-
mation collected by the Patria System focuses on users’ relationships with other people and institutions, en-
abling administrators to create detailed network maps of connections among citizens, even if those citizens
do not use the platform. Some examples include the registration of household members and other direct
relatives, registration of friends and acquaintances in the “Return to the Homeland” operation (for reporting
migrant relatives returning to the country who may be unregistered), healthcare professionals who have
provided services to the user, records of bank transfers made and received including personal data of the
counterparts, identities of contact persons in local state organizations such and communal councils and
CLAP food distribution chains, and registration of people to whom users lend their motor vehicles, among
others.

It is noteworthy that the platform does not offer any control or authorization verification for the provision of
third-party personal data, or any accessible data management or protection policies on the platform or in
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the Google Play Store.

Another notable aspect of the implementation of the Patria System platform is the technical limitation of
user access from outside Venezuela. To start, the mobile application is not available on the Google Play
Store for devices outside the country. Moreover, the system uses geofencing, a technique that prevents
access to the relevant servers from outside the country. The system checks the country reported by the net-
work to confirm that the application is being accessed from within Venezuela; if not, access will be denied.

This political control has one of its most visible expressions in the electoral realm through the so-called “red
points,” PSUV kiosks installed near polling stations on election days. Although formally presented as spac-
es to foster voter turnout and provide guidance on the process, in practice, they function as mechanisms
to monitor whether Homeland Card users have cast their votes. At these red points, staff from the ruling
party record voters’ attendance by scanning the QR code on their Homeland Cards or manually entering
their personal identification data into a party database. The ruling party uses that information to call welfare
recipients to vote if they have not shown up at the polling stations in the early morning. After election day,
those who voted may receive one-time bonuses, while those who abstained may be denied welfare ben-
efits. In this way, the act of voting—which should be voluntary and free from pressure—is integrated into a
system of rewards and punishments mediated by digital platforms. Although the red points do not allow
verification of the vote’s content, when this mechanism was established in 2018, a conspiracy theory spread
claiming that the QR code somehow allowed checking the vote’s content.® That is not technically feasible,
but some people were persuaded of it, so they feel further compelled to vote for the ruling party.

The red points thus embody the convergence between technological surveillance and political control,
reinforcing the perception of constant monitoring and facilitating indirect coercion that affects the effective
exercise of political rights, especially among populations most dependent on state assistance.

VenApp

VenApp is a newer piece in the Venezuelan regime’s digital ecosystem. Unlike the Patria System, whose
central focus is individual monitoring and economic coercion, VENApp shifts the focus to collective surveil-
lance and promotes what can be described as an institutionalization of neighborhood snitching, under the
guise of a social super app, including a tool to report problems with government services

VenApp provides a technological platform for denouncements that Chavismo sought to institutionalize
since at least 2008, when it attempted to pass the Law of Intelligence and Counterintelligence, which com-
pelled citizens to collaborate with intelligence services by providing information about people critical of the
government. That law was popularly nicknamed “Ley Sapo,” as Venezuelans typically call snitches sapos
(“toads”). Public outrage became so intense that the law was repealed two weeks after it was approved.®

Initially, a precursor version of VenApp was designed to monitor PSUV supporters’ electoral mobilization
during the 2021 gubernatorial elections. Later, in 2022, it was opened to the general public as a Venezuelan
messaging app with public channels similar to Telegram and a photo-sharing feed similar to Instagram. The
app gained traction in 2023 when it was relaunched as a platform for reporting failures in utilities and other
public services, leveraging its geolocation-sharing capability.°° Immediately after the July 2024 presidential
election, a new feature was added to VenApp to allow citizens to report protests and individuals who par-
ticipated in the opposition electoral organization.”

VenApp is based on a commercial platform developed by a Panama-based company that is adaptable to
various use cases for different clients.®? This is why the same app has had different features and use cas-
es in a span of just five years. Technically, VenApp has a more standardized data structure than the Patria
System and therefore does not directly request sensitive information such as political affiliation or personal
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identification data. However, the reporting functionality presents a significant problem. The app interface
offers reporting categories that have historically been associated with political persecution, and the criteria
for labeling events under these categories can be applied arbitrarily. This is the case for categories such
as “Presence of suspicious persons in the national territory,” “Drone sightings,” “Disruption of public order,”
“Closure of public roads,” “Dissemination of false information for malicious purposes,” and “Intimidation,
threats, and attacks against individuals.” Another feature that poses a direct risk is the app’s persistent
prompting of users to share their geolocation.
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Currently, the snitching feature channels these reports to the Bolivarian National Armed Forces (FANB),
the Communal Militia Units, and the Popular Bases of Integral Defense.®® These entities receive, process,
and eventually act on citizen complaints submitted through the application, within the framework of the so-
called Territorial Defense System, which, according to official discourse, aims to strengthen the “defense of
the people.”® This formulation transformed what was originally marketed as an e-government channel into
a mechanism that encouraged peer-to-peer surveillance, enabled geolocated reports of politically undesir-
able behavior, and normalized snitching as a civic duty.

In addition to the information explicitly captured by the reporting form, the VenApp platform includes track-
ers and embedded advertising in its code with identifiers associated with Google AdSense and Facebook,
allowing not only for monetization by the website administrators of the traffic generated by citizens using
the platform, but also for user profiling based on their browsing habits. This information can be used to per-
sonalize advertising and potentially to determine individual users’ specific activities.

Originally, VenApp was available in app stores. However, it was removed from both the Google Play Store
for Android devices and the App Store for iOS devices after August 2024, when the Venezuelan regime
was openly promoting the app as a channel for doxxing demonstrators and opposition sympathizers. The
app stores did not officially announce that that was the reason for the removal, but the timing was very tell-
ing. Since then, VenApp has focused on working as web application like other websites, with smaller efforts
behind promoting installing the app manually.

Manually installing the app on Android devices outside the app store exposes users to additional risks. The
procedure, known as sideloading, is considered unsafe for users because it involves installing software
without the usual layers of verification, integrity checks, and updates provided by official app stores. With
sideloading, users are more exposed to risks such as installing altered versions of the application with mali-
cious code that facilitates unauthorized access to personal data, or an official version operating as a vector
for monitoring or collecting sensitive information, without the available safeguards offered by the app store.

The logic underlying the design and use of VenApp does not arise in isolation, but rather aligns with the
communication and organizational doctrine expressed in official documents such as the manual “Networks,
Streets, Media, Walls, and Radio Bemba.”®® In this text, the digital space is conceived as a permanent front
of political action, where surveillance, citizen monitoring, and reporting behaviors considered deviant or
threatening are part of the “communication battle.” This doctrine legitimizes the active participation of civil
and community structures in observation and reporting tasks, normalizing the use of digital platforms as
institutional channels for collecting information about citizens for political control.

Applications ecosystem

The Patria System and VenApp do not operate in isolation. Both platforms contribute to a broader data col-
lection infrastructure for building comprehensive population profiles. This process unfolds without informed
consent and through opaque interoperability mechanisms between different state institutions. Through the
Patria System, the state collects a significant amount of sensitive information, including demographic and
socioeconomic data, health records, bank and cryptocurrency transactions, records of state benefits, and
affiliations with government-sponsored programs.®® The Patria System interoperates with records from the
National Institute of Transport and the Venezuelan Institute of Social Security, allowing for the automatic
linking, verification, and updating of citizen data. The system’s power lies not only in the volume of infor-
mation it aggregates, but also in its integration capabilities, which enable the construction of individual or
population-level profiles.

The Patria System’s fundamental rights violation lies in conditioning access to essential goods and services
on the provision of data for a population-wide surveillance system. In a context where hyperinflation and
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economic collapse have destroyed purchasing power and where approximately 80 percent of the pop-
ulation lives below the poverty line, state-controlled food distribution and subsidies give the ruling party
significant power over the population. By making access to these resources contingent on registration in
a system that collects extensive personal data, monitors political behavior, and tracks social relationships,
the state transforms basic needs into levers of political control. As primary caretakers in Venezuelan house-
holds, women bear disproportionate responsibility for accessing food through CLAP distribution programs,
managing household finances, and maintaining family eligibility for social benefits.

The absence of comprehensive data protection legislation, combined with embedded tracking technol-
ogies and advertising identifiers in state applications, creates conditions for the systematic exploitation
of citizens’ data without meaningful consent or any recourse. Patria and VenApp both collect extensive
information about users and their social networks, while simultaneously embedding commercial tracking
technologies that profile users for advertising purposes. Citizens coerced into using these platforms have
no practical ability to refuse tracking, no access to information about how their data is used or shared, and
no legal mechanisms to demand accountability or rectification.

Other state-run digital applications linked to the Patria ecosystem include cryptocurrency and money trans-
fers, point-of-sale payments, subsidized gas station payments, subscriptions to cash benefits, and subsi-
dized food programs:

vePatria

Includes features for managing the most commonly used Patria System benefits and associated data col-
lection requests. At the time of publication, this mobile app is only accessible within Venezuela and is not
available in official app stores.

veQR

It Allows users to register their Patria Card, apply for discretionary cash handouts, and register to purchase
subsidized food distributed by the CLAP program. It has also been used to facilitate participant registration
for ruling party rallies.

veMonedero

Focuses on financial operations such as bank transfers and other transactions, including phone top-ups,
and cryptocurrency transactions. This application allows you to send funds to family and friends and convert
cryptocurrencies to the national currency.

vePDV

Focuses on information and transactions related to vehicle fuel. In addition to displaying available fuel quo-
tas at subsidized prices, it includes a list and map of service stations near the user, along with their prices
and fuel availability. It also enables payment for fuel refills through wallets registered in the Patria System.

vePOS

Focuses on point-of-sale functionality for businesses and service providers, allowing users to pay with
funds they have in the Patria System Wallet.
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Cyberpatrolling and social media
surveillance

The persecution of critical expression in Venezuela relies on a progressively institutionalized digital moni-
toring apparatus that includes surveillance on open platforms. This practice intensified following the 2013
creation of the Strategic Center for Security and Protection of the Homeland (CESPPA), which promoted
training for security forces including the Bolivarian National Guard in using social media as early warning
systems against expressions deemed disruptive or contrary to the political order.®”

The monitoring operates through systematic cyberpatrolling across social media platforms, including X,
Instagram, TikTok, and Facebook, as well as private messaging spaces such as WhatsApp and Telegram.
Publications, comments, hashtags, and interaction patterns are tracked by intelligence agencies—particu-
larly the Bolivarian National Intelligence Service (SEBIN)—and used as evidence in criminal investigations.
This monitoring extends beyond public figures or political leaders to ordinary citizens, journalists, activists,
and community leaders, encompassing identification of critical accounts, monitoring of content histories,
and surveillance of messages distributed in spaces perceived as private or semi-private, such as WhatsApp
groups. The monitoring is complemented by the role of individuals who, willingly or under coercion, agree
to serve as informants on the social media and WhatsApp activities of their neighbors and co-workers.

Following the July 2024 presidential elections, this type of monitoring appears to have intensified signifi-
cantly, combining intimidation campaigns, arrests, and the strategic use of digital platforms as tools for
surveillance and deterrence.®® During this period, digital space became a direct extension of the state
persecution apparatus, with VenApp and Telegram playing a role in the collection, systematization, and
circulation of personal information about individuals identified as opposition supporters or electoral wit-
nesses.*®

This section examines the cyberpatrolling mechanisms and practices employed by Venezuelan security
forces, the systematic doxxing and harassment campaigns targeting dissidents linked to Operation Knock
Knock, patterns evident in arrests and prosecutions for expression on the Internet, and the resulting im-
pacts on freedom of expression and assembly.

Cyberpatrolling and doxxing: the machinery of digital persecution

Venezuelan security forces conduct systematic cyberpatrolling across social media platforms and mes-
saging applications to identify, track, and compile information on individuals expressing criticism of the
government. This surveillance operates through multiple institutional channels, with SEBIN and the Gen-
eral Directorate of Military Counterintelligence (DGCIM) serving as the primary intelligence agencies, sup-
ported by regional and municipal police forces that conduct localized monitoring. Complementing these
official operations, coordinated networks of accounts, trolls, and suspected bots simultaneously amplify
pro-government narratives and harass dissenters.

These networks operate with apparent coordination across platforms, particularly on Telegram, where
channels such as “Caza Guarimbas VE” (“Hunt Guarimbas VE”) systematically compiled and disseminate
doxxing lists containing names, photographs, addresses, identification numbers, and other personal infor-
mation of individuals identified as opposition supporters, protesters, or electoral observers!® The com-
piled information facilitates subsequent arrests, harassment, and reprisals against identified individuals
and their families. This practice intensified dramatically following the July 2024 elections, when Telegram
channels became central repositories for personal data weaponized against perceived dissidents.
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Operation Knock Knock (“Operacion Tun Tun,” named after the sound of knocking on doors) was relaunched
on July 29, 2024, as a door-to-door arrest campaign following the disputed presidential election results© 102
The operation integrated multiple surveillance streams into a coordinated persecution mechanism, includ-
ing reporting and doxing via VenApp and Telegram groups.

The operation functioned as both physical persecution and psychological warfare. Security forces posted
over sixty-five audiovisual pieces associated with Operation Knock Knock, most of which featured identical
typography and the slogan “Sin Lloradera” (“No Crying”).°® These materials exhibited two primary patterns:
videos showing demonstrators at protests followed by footage of their capture and forced confessions,
typically presented with mocking tones, sound effects, and animations of closing prison bars; and videos
employing horror movie aesthetics—including music from films like Child’s Play and Saw—accompanied by
threatening messages and references to horror characters like Chucky and Jigsaw to maximize psycholog-
ical impact.

Content originated primarily from Diosdado Cabello’s television program Con el Mazo Dando and his as-
sociated social media accounts on Telegram and Instagram were subsequently reposted by other users
and adopted by official security force accounts, including the Bolivarian National Police (PNB), DGCIM, and
regional and municipal police forces. VEsinFiltro documented at least fifty-five arrest cases between July
2024 and January 2025 in which security forces used detained individuals for propaganda on social media,
with twenty-seven explicitly linked to Operation Knock Knock through the use of its characteristic audiovi-
sual elements or mentions in tags and descriptions.'*

Many videos captured patrol cars arriving at citizens’ homes, showing armed and hooded agents taking
individuals to police headquarters. Close-up recordings forced detainees not only to confess to alleged
crimes—typically “incitement to hatred,” or “terrorism”—but also to apologize to the government and incrim-
inate democratic political leaders. Documented cases include Maria Oropeza, coordinator for the political
party Vente Venezuela in Portuguesa state, who livestreamed her arrest by DGCIM officers on August 7,
2024, as they broke into her home with crowbars without a court order!® The public exhibition of arrests,
forced “confessions,” and severe charges reinforces the intimidating logic and promotes self-censorship
among the broader population.'©®

Prosecution patterns for internet expression

Since 2020, there has been a noticeable trend of criminal prosecutions against journalists and ordinary citi-
zens as direct consequences of personal expressions shared in digital environments. These cases reveal con-
sistent patterns of how the Venezuelan regime weaponizes digital surveillance against freedom of expression.
Analysis of documented cases reveals several recurring patterns.

First, investigations originate from systematic digital surveillance rather than traditional investigative proce-
dures, with cyberpatrolling serving both as the catalyst for criminal investigations and their primary evidentiary
foundation. Prosecutors rely heavily on decontextualized digital content—publications, messages, images,
and videos—reinterpreted through a criminal lens, without contextual analysis or evidence of concrete harm
or a direct causal relationship to verifiable material facts. Evidentiary assessment rests principally on declara-
tions from police officials who participated in cyberpatrolling and digital content review, and lack specialized
technical reports, independent forensic analysis to conclusively establish authorship, or proper chain-of-cus-
tody procedures for digital evidence. The case of Juan Francisco Alvarado—a journalism student detained on
March 20, 2025, and subsequently sentenced to fifteen years in prison for alleged incitement to hatred—ex-
emplifies this use of cyberpatrolling as a tool for criminalizing online expression. According to judicial records,
the criminal investigation centered on broad and prolonged monitoring of his digital activity across multiple
platforms, without clear delineation of technical criteria, time period, or specific legal basis.”’
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Second, authorities apply vague and expansive criminal provisions—particularly “incitement to hatred” un-
der the Law Against Hatred, for Peaceful Coexistence and Tolerance, along with charges of terrorism, trea-
son, conspiracy, and attacks on honor and reputation—without clear criteria for proportionality, actual harm,
or intentionality. This allows criminalization of opinions, citizen complaints, or political assessments that
constitute legitimate public debate. Women face particular vulnerabilities in this system: Marggie Orozco,
a sixty-five-year-old physician, received a thirty-year prison sentence for disseminating a WhatsApp au-
dio criticizing government management and calling for electoral participation, following denunciation by
community council members who had previously subjected her to harassment and threatened to exclude
her from social benefits.°® Similarly, Randal Glendysmar Telles Pefia, a twenty-two-year-old woman, was
sentenced to fifteen years for posting a critical TikTok video, with DGCIM officers locating and arresting
her at her workplace.°® Nakary Mena remains the sole woman journalist imprisoned in Venezuela for her
professional work."°

Third, surveillance extends into semi-private communication spaces with community reporting mecha-
nisms transforming neighbors into informants. Multiple documented cases involve arrests stemming from
WhatsApp group messages or voice notes shared in community contexts, including Marcos José Palma
Martinez, sentenced to fifteen years for distributing a critical audio in a community WhatsApp group.™

Fourth, military personnel face particular vulnerability: Jesuds Gabriel Molina Sifontes, an active National Bo-
livarian Armed Force officer, received an eight-year sentence for disobedience and incitement to rebellion
after publishing a WhatsApp status featuring Venezuela’s seven-star flag">—an image reported by a supe-
rior officer to DGCIM despite absence of criminal elements.

Fifth, arrests frequently occur without judicial orders, preceded by threats and accompanied by prolonged
periods of incommunicado detention and denial of legal representation. Detention sites include SEBIN
headquarters, DGCIM facilities, and National Bolivarian Guard commands, all with severely restricted visi-
tation. Journalist Rory Branker, editor of digital media outlet La Patilla, was detained on February 20, 2025
after sharing an image related to US government rewards offered against senior Venezuelan officials"
Branker was released on February 4, 2026, after enduring arbitrary transfers and prolonged forced disap-
pearance.

Sixth, procedural violations pervade prosecutions: the absence of independent technical expertise, the lack
of forensic protocols to validate the authenticity of digital evidence, the denial of adequate defense, the
application of military jurisdiction to civilians, and the imposition of disproportionate sentences that are dis-
connected from the alleged offense severity. The October 2024 report by the United Nations Independent
International Fact-Finding Mission on Venezuela documented the case of Whilfer Pifia Azuaje, a political
activist detained after allegedly posting a threat against then-President Maduro in a WhatsApp status. Au-
thorities announced the seizure and “extraction” of his mobile phone, with charges including conspiracy,
criminal association, and attempted assassination—based solely on a social media message."

Finally, public dissemination of arrests through propaganda videos serves as an example and a deterrent.
Security forces broadcast detention footage, forced confessions, and severe criminal charges to reinforce
that the state observes, identifies, and punishes dissent in even its most quotidian forms.

Impacts on freedom of expression and association

The convergence of digital surveillance, selective prosecution, and arbitrary detention has generated pro-
found impacts on freedom of expression in Venezuela. These effects constitute not isolated episodes of
censorship but rather a communicational environment marked by fear, self-restraint, and a progressive
reduction of civic space.
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One of the most widespread consequences is the normalization of self-censorship. The real possibility that
a publication, audio, or message—even disseminated in closed or community spaces—may result in crimi-
nal proceedings, detention, or reprisals has led broad sectors of the citizenry to moderate their language,
avoid sensitive topics, or completely abstain from opining on matters of public interest. This preventive
silencing occurs in a context of legal uncertainty, where no clear criteria exist for what type of expression
may be considered criminal. Discretionary application of broad criminal provisions reinforces perceptions
of permanent risk and transforms digital expression into a potentially dangerous activity.

For journalists and activists, the described mechanisms have led to forced displacement, both internal and
transnational. Fear of arbitrary detention, prolonged imprisonment under severe conditions, and family per-
secution have compelled hundreds to abandon their communities, jobs, and social networks. This forced
displacement not only affects individuals but also weakens civil society’s organizational capacity.

Community reporting mechanisms and induced denunciations generate additional chilling effects on social
cohesion and collective action. The possibility of denunciation by a neighbor, community council member,
or acquaintance transforms social interaction into a terrain of suspicion, weakening community cohesion
and collective action.

Detentions, convictions, and criminal proceedings for digital expressions additionally serve exemplary and
disciplinary functions. Public dissemination of arrests, severe charges, or recorded “confessions” reinforc-
es the idea that the state observes, identifies, and punishes dissent even in its most everyday forms. This
effect requires no massive persecution to prove effective: visible cases with disproportionate sanctions
produce a generalized inhibitory impact.
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Private telecommunications interception represents one of the most intrusive components of Venezuela’s
surveillance apparatus, directly violating the private communications of millions of citizens through system-
atic and widespread practices that far exceed any legitimate law enforcement justification. Venezuela’s
constitutional and legal framework nominally protects communication privacy through multiple overlapping
provisions. Article 60 of the Constitution of the Bolivarian Republic of Venezuela (CRBV) guarantees every
person the right to protection of their private life and ensures the right to access information regarding
oneself gathered by the state, while mandating data collection respects privacy."™® The Organic Law on Tele-
communications (2000) establishes that telecommunications interception requests can only be undertaken
after prosecutors obtain court approval in pursuit of a criminal investigation.” The 1991 Law on Protection of
Communication Privacy stipulates that private communications can only be intercepted by judicial order un-
der limited circumstances, including crimes against state security, public patrimony, narcotics, kidnapping,
and extortion."™® However, the vast disparity between legal protections and documented practice reveals
systematic disregard for statutory limitations and international human rights standards.

Unlike other surveillance methods, such as CCTV cameras or drone monitoring, telecommunications in-
terception typically leaves no evidence that affected individuals can detect or document. Understanding
the scale and nature of these practices requires distinguishing between content interception (the actual
substance of the communication, including call audio, message text, and internet traffic) and metadata col-
lection (information about communications, including phone numbers, timestamps, duration, and location
data), as the privacy violations and surveillance capabilities differ substantially between these categories.

The following sections analyze telecommunications interception at a massive scale, the migration of vul-
nerable populations to encrypted messaging applications that reduce traditional interception effectiveness,
internet traffic surveillance capabilities deployed by state-owned telecommunications provider CANTYV, lo-
cation tracking through both provider cooperation and unauthorized IMSI catcher devices, and the human
rights impacts of this pervasive surveillance on Venezuelan civil society.

Private telecommunications interception at scale

Since 2011, private phone calls of journalists and politicians have been routinely recorded and subsequently
broadcast on state media, often edited or manipulated for incrimination purposes, demonstrating system-
atic disregard for legal protections.™ Venezuelans have been reporting “tapped calls” and intercepted
SMS messages since as early as 2007, but these remained largely anecdotal accounts difficult to verify
systematically. A critical breakthrough occurred in 2021, when Telefdnica, the Spanish parent company of
Movistar Venezuela, published quantitative data in its transparency report. The report revealed that during
2021, Movistar facilitated the interception of communication content from more than 1.5 million subscriber
lines—approximately 21 percent of Movistar Venezuela’s total subscriber base.?° Telefénica’s data disclo-
sure encompassed calls, messages, cellular location, and internet traffic without disaggregating specific
interception types.

This interception rate is alarmingly disproportionate and difficult to reconcile with strictly exceptional, in-
dividualized, and proportionate use in serious criminal investigations. In other Telefénica markets across
Latin America and Europe, the percentage of intercepted lines did not reach one percent of subscribers.
Venezuela’s interception rate thus exceeded that of comparable markets by more than twentyfold, indi-
cating systemic abuse rather than targeted law enforcement activity. The scale demonstrates substantial
governmental investment in processing massive volumes of data gathered by this surveillance apparatus.
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The progression of interceptions over time reveals escalating governmental surveillance ambitions.
The number of subscriber lines affected by interceptions increased sevenfold between 2016 and
2021, rising from 234,932 lines to 1,584,547.® This significant expansion occurred during a period
of intensifying political repression following the 2015 opposition electoral victories and accelerated
through the 2017 constitutional crisis and popular unrest, suggesting a correlation between surveil-
lance expansion and authoritarian consolidation.'?

Data on governmental interception orders disappeared from subsequent Telefénica transparency re-
ports following the 2021 publication, preventing continued public monitoring of this abuse. However,
the 2021 report provided a critical window into practices that are almost certainly continuing at oth-
er Venezuelan telecommunications operators that have never published comparable transparency
data.

Movistar also delivered metadata from 13 percent of its subscriber lines during 2021, providing au-
thorities with information about communication patterns, contact networks, subscriber information
and location history, even when actual communication content was not intercepted.”® This metadata
surveillance can enable sophisticated analysis of social networks, identification of organizational
structures, and tracking of individual movements—capabilities particularly valuable for political sur-
veillance targeting civil society organizations, opposition movements, and independent journalists.
The cumulative impact of both content and metadata interception affected approximately one-third
of Movistar’s subscriber base, creating pervasive surveillance that fundamentally altered how Vene-
zuelans communicate.

The intercepted data became accessible to an extraordinarily broad and poorly defined list of “com-
petent authorities” that contradicted both Venezuelan legal protections and international human
rights standards. Movistar Venezuela’s transparency report specified that interception requests did
not require judicial orders but could be submitted by the Public Ministry (General Prosecutor’s office),
CICPC (Venezuela’s main criminal investigations agency), Servicio Bolivariano de Inteligencia Nacio-
nal (SEBIN), police forces qualified to conduct criminal investigation, components of the Bolivarian
National Armed Forces, police intelligence authorities, the National Bolivarian Police, any other aux-
iliary criminal investigation or other special penal investigation entities, and inexplicably, the National
University of Security (UNES)."?¢
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This expansive authorization structure created conditions for indiscriminate interception and abuse by au-
thorities operating outside Venezuelan legislation and international standards. The inclusion of university
security training institutions among entities authorized to request telecommunications interception partic-
ularly highlights the absence of any meaningful oversight or proportionality assessment. In a context of
documented political persecution, this uncontrolled access to private communications enables systematic
human rights violations.”””

State-owned telecommunications providers likely facilitate surveillance at rates comparable to or higher
than Movistar’'s. CANTV, which operates as both the preeminent residential internet service provider and a
major mobile carrier (Movilnet), is not subject to independent oversight and is under direct governmental
control. Phone records remain accessible to prosecutors without judicial authorization.

Migration to messaging applications

The migration of Venezuelan communications from traditional cellular calls and SMS to encrypted messag-
ing applications represents a significant defensive adaptation by populations vulnerable to surveillance.
While cellular phone calls remain a common communication method, audio and video calls via WhatsApp
and Signal have increasingly replaced traditional telephony, particularly among activists, journalists, opposi-
tion members, and civil society organizations aware of interception risks. This migration substantially limits
the intelligence value that telecommunications interception can yield beyond geolocation data and other
metadata, as end-to-end encrypted messaging platforms prevent access to content even when telecommu-
nications providers cooperate with surveillance requests.

WhatsApp’s encrypted messaging has become the most extensively used digital platform in Venezuela,
with nearly fifteen million users—more than half the country’s population—connecting daily.?® The platform
serves as a primary communications infrastructure for ordinary citizens’ everyday business, and increasingly
for political news consumption. The shift of public debate from open social media platforms to semi-private
WhatsApp groups arose in response to both economic factors (reduced data consumption) and political
considerations (a lower risk of immediate retaliation). Public debates have migrated to WhatsApp groups
where political leaders, journalists, human rights defenders, social activists, and academics interact with
reduced exposure risk, as the platform’s encrypted and private chats theoretically protect conversations
from direct governmental surveillance.
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However, telecommunications interception can still compromise encrypted messaging platforms by exploit-
ing SMS-based authentication systems, as the report covers in the following section on communications
infiltration. Many messaging platforms use SMS verification codes to verify phone number ownership and
secure accounts, creating a vulnerability when telecommunications providers facilitate SMS content inter-
ception. The persistence of SMS-based authentication vulnerabilities undermines the security otherwise
provided by encrypted messaging apps and other online platforms. Organizations operating under max-
imum surveillance conditions increasingly recognize this weakness, using two-factor authentication PINs
in messaging apps, and in other platforms app-based codes or physical FIDO keys for two-factor authen-
tication rather than SMS codes. Yet the technical sophistication required for these protective measures,
combined with limited digital literacy resources and unreliable internet connectivity, creates asymmetric
vulnerabilities, leaving the most at-risk populations without the capacity to implement effective defenses.

Internet traffic surveillance

Beyond intercepting traditional telecommunications, Venezuelan authorities possess capabilities to con-
duct internet traffic surveillance, manipulation, and censorship. CANTYV, the state-owned telecommunica-
tions provider operating as Venezuela’s preeminent residential Internet service provider, has deployed
advanced networking equipment capable of analyzing traffic, implementing Internet censorship, manipulat-
ing and altering traffic, and monitoring unencrypted Internet communications. The full extent of this traffic
surveillance capability remains unclear, but documented incidents indicate it has been deployed against
politically sensitive targets.

The technical capabilities of the state-owned CANTYV provider, combined with the complete lack of inde-
pendent oversight, create an environment in which comprehensive Internet surveillance can occur with-
out public documentation or accountability. CANTV’s manipulation of network traffic to support phishing
attacks—described in the cyberattacks section of this report—is enabled by advanced network equipment
also used to analyze Internet traffic. This equipment is designed to facilitate sophisticated Internet censor-
ship, alter traffic, or surveil unencrypted Internet communications. It remains unclear whether this type of
network traffic surveillance is currently in use and to what extent.

Private Internet service providers face intense pressure to cooperate with surveillance requests, given the
regulatory authority of CONATEL (the National Telecommunications Commission) over licensing, spectrum
allocation, and operational permissions. While the Telefénica transparency report included Internet traffic
in its interception statistics without providing a clear breakdown by request type, the lack of granular data
makes determining whether Venezuelan authorities systematically requested or received Internet traffic
content from private providers impossible to ascertain definitively.

Location tracking and IMSI catchers

Location tracking through telecommunications infrastructure represents a distinct but related surveillance
capability that Venezuelan authorities may deploy strategically. The Criminal Processing Code’s mandate
that telecommunications and financial institutions maintain 24/7 availability to “process and provide the lo-
cation registry of citizens” creates a permanent, real-time tracking infrastructure accessible to a broad range
of authorized entities.”® The telecommunications interception data that can be requested by Venezuelan
authorities include cellular location information generated whenever mobile phones connect to cell towers.
Such data can enable detailed movement records revealing information about individuals’ associations,
activities, visits to sensitive locations, and relationships inferred through repeated co-location patterns.

Beyond this authorized telecommunications provider cooperation, technical evidence indicates deploy-
ment of unauthorized cellular surveillance devices known as IMSI catchers, Stingrays (after a prominent
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manufacturer), or cell-site simulators. These devices impersonate legitimate cell towers, causing nearby
mobile phones to connect to them, thereby directly revealing which phones are present in a geographic
area. This technology enables locating specific individuals within limited areas and potentially intercepting
call content and text messages occurring in proximity to the false antenna, all without cooperation or knowl-
edge from the telecommunications provider.22 Unlike historical location data that reconstructs past move-
ments, real-time location access enables dynamic surveillance. Security forces can utilize this capability to
track targets’ locations, determine who was present at specific events, or identify individuals meeting with
particular persons of interest.

The Fake Antenna Detection Project (FADe) documented technical evidence of cellular antennas exhibiting
inconsistencies, suggesting they were false, in Caracas and along the Venezuela-Colombia border during
an investigation conducted in 2019.°° While observed technical evidence cannot always definitively identify
the operator or intention behind each anomalous antenna, the false antennas appeared concentrated at
strategically significant security locations, including Fuerte Tiuna (Venezuela’s primary Army base where
Maduro was captured), the central square Plaza Venezuela, vehicular access points to Caracas, and air-
ports.™ These locations strongly suggest deployment by security institutions to obtain direct, real-time lo-
cation and communications data, possibly by specialized units within the security forces stationed at these
sites.

Unlike telecommunications interception facilitated by provider cooperation, IMSI catcher operators main-
tain continuous, real-time, direct access without relying on external entities, waiting for response process-
ing, or facing even the remote possibility that a request might not be processed. This autonomous capability
provides tactical advantages for time-sensitive operations, including arrests, surveillance of high-value tar-
gets, or monitoring of sensitive locations. The concentration of anomalous antennas at military installations,
transportation hubs, and protest-prone areas suggests operational deployment aligned with regime protec-
tion priorities rather than general law enforcement purposes.
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Venezuela’s legal framework provides nominal protections against cybercrimes and unauthorized access
to communications, but systematic violations by state actors render these safeguards meaningless in prac-
tice. The 2001 Special Law Against Informatic Crimes established criminal penalties for unauthorized ac-
cess, interception of communications, and improper disclosure of personal data, with imprisonment ranging
from three to five years for violations*? The 1991 Law on Protection of Communication Privacy reinforced
inviolability principles, requiring judicial authorization for any interception and limiting lawful surveillance to
specific crimes, including threats to state security, narcotics trafficking, and kidnapping.*® However, these
protections exist only on paper. Venezuela lacks comprehensive data protection legislation that aligns with
international standards, and the 2021 Transparency Law—rather than guaranteeing accountability—further
entrenched government secrecy and impunity.® The judiciary’s subordination to executive power elimi-
nates meaningful oversight of surveillance activities, while security forces regularly compel citizens to de-
lete content or extract data from devices without legal authorization.

This regulatory vacuum enables systematic deployment of sophisticated cyberattacks against dissidents,
journalists, and civil society organizations. Beyond mass telecommunications interception conducted with
telecommunications provider cooperation, Venezuelan state actors employ stealthy techniques to access
private communications and track targets, including phishing campaigns to compromise online accounts,
unauthorized infiltration of organizational platforms containing sensitive information, and account takeovers
of messaging applications. These operations frequently coordinate with disinformation campaigns and in-
ternet censorship infrastructure, amplifying their impact through simultaneous attacks on multiple fronts.
The scale and sophistication of documented incidents demonstrate a deliberate state policy rather than
isolated criminal activity.®

This section examines three categories of cyberattacks and digital intrusion techniques employed against
Venezuelan civil society. The first subsection documents state-sponsored phishing operations, including
mass-scale campaigns targeting opposition volunteer initiatives —Voluntarios por Venezuela, Héroes de
la Salud, and electoral organizing units called comanditos—as well as targeted attacks against journalists
and high-value individual targets. These campaigns combine technical sophistication with coordination
across multiple government entities, demonstrating systematic rather than opportunistic targeting. The sub-
sequent section analyzes unauthorized access to sensitive platforms and messaging accounts, including
documented cases of account takeover exploiting telecommunications interception capabilities. The third
section addresses spyware deployment, examining Venezuela’s persistent efforts to acquire commercial
surveillance tools and the limited but concerning evidence of their active use against human rights defend-
ers.

Phishing targeting journalists and pro-democracy activists

Phishing represents the most common and best-documented category of state-sponsored cyberattacks in
Venezuela.®® Attacks clearly attributable to government actors have used fake websites that mimic opposi-
tion initiatives to identify activists, volunteers, and dissidents at scale, leaving technical traces that enable
definitive attribution to state infrastructure. In many documented cases, exposed individuals face public
identification as punishment, intimidation of others who might participate in similar initiatives, and deliber-
ate erosion of trust in opposition organizations—objectives achieved through coordinated disinformation
campaigns amplifying the stolen data.
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Volunteers for Venezuela

In February 2019, during the constitutional crisis following Juan Guaidd’s oath as interim president, the op-
position announced a volunteer initiative to channel humanitarian aid into Venezuela. VE sin Filtro detected
a large-scale phishing campaign targeting individuals attempting to register at voluntariosxvenezuela.com.
The operation’s primary objective was to capture personal information from citizens who believed they
were registering with the legitimate portal. The attack required coordination among internet censorship
apparatus, disinformation networks, and multiple state entities.™’

The attack involved a combination of typosquatting, internet censorship, and a coordinated social media
campaign. It exploited users’ confusion about how to access the legitimate site, directing them to a mali-
cious URL. This fraudulent website was almost identical to the original, using the domain voluntariosvene-
zuela.com instead of the legitimate voluntariosxvenezuela.com.

The sophisticated technique employed by CANTV—Venezuela’s state-owned primary residential Internet
service provider—was DNS response injection. Through traffic manipulation, CANTV intercepted DNS que-
ries from user devices seeking the legitimate site’s IP address and forged responses that directed them
to malicious infrastructure This exceeded the capabilities of simple DNS spoofing, affecting any DNS re-
qguest for voluntariosxvenezuela.com, including those from users employing public DNS resolvers (Google,
Cloudflare, and Quad?9), private resolvers, or direct IP addresses. The manipulation occurred via middlebox
equipment within CANTYV infrastructure inspecting all outbound traffic from the ISP.

Direct attribution to CANTV was possible through documentation of sophisticated DNS injection techniques
that require control of telecommunications infrastructure. The investigation also documented CONATEL
(National Telecommunications Commission) involvement through evidence in WHOIS registry records for
multiple domains used during the phishing operation and through the institution’s response to the inci-
dent The investigation documented that other phishing sites were operated by the same actors and had
previously been used to steal credentials for Gmail, Twitter (now X), Facebook, and Hotmail, among other
services. These phishing domains were registered using a pseudonym associated with telephone numbers
belonging to official CONATEL lines.

When the attack was exposed on social media, registrant information was modified on the public WHOIS
records at NIC.ve. The coordination among the censorship apparatus at critical moments when the phishing
operation was suspended and reactivated using different domains, combined with coordination with state-
aligned disinformation portals and networks, further evidenced state orchestration.

The public exposure of thousands of phishing victims occurred in a context where political affiliation disclo-
sure carries material risks of discrimination and reprisals, including the historical precedent of the Tascon
List used for systematic political discrimination during the Chavez administration from 2004 to 2012.4°
Beyond undermining confidence in opposition leadership, the campaign deliberately generated fear and
sought to discredit journalists and digital researchers, including this report’s co-author, Andrés Azpurua.

The attack combined ISP-level network interference with mass data capture in an environment with a docu-
mented history of political discrimination and reprisals. It simultaneously restricted civic space and violated
the rights to privacy, freedom of association, and political participation, while creating powerful chilling
effects.

Healthcare Heroes

On March 26, 2020, CANTV deceived users by injecting malicious DNS responses that targeted the web-
sites heroesdesaludve.info and saludvzla.com. This manipulation directed individuals seeking to visit these
sites to counterfeit replicas designed to capture their personal information.*? Many users may have arrived
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at these malicious sites after clicking on links shared through various channels.

The legitimate initiative, launched by Guaidd’s interim administration, aimed to provide financial assistance
to healthcare workers who were facing challenging conditions due to the pandemic, as well as addressing
the issue of persistently low public-sector wages. According to VE sin Filtro, tens of thousands of people
likely submitted their information to the cloned website, considering the extensive reach and mobilization
of the campaign, along with CANTV'’s significant share of Venezuelan internet traffic.

Grassroots electoral organizing units (Comanditos)

During the 2024 presidential election campaign, a phishing operation targeted opposition sympathizers
and volunteers seeking to register comanditos—local groups for electoral mobilization. The operation dis-
tributed a fake registration form promoted by fraudulent social media accounts and messaging channels
using the malicious shortened link bit.ly/Comandito instead of the legitimate bit.ly/Comanditos?

The operation employed typosquatting, using nearly identical links to induce mistaken behavior, and de-
livered registration forms that obscured URL differentiation. Resource cloning deployed the form via the
legitimate Google Forms platform, exploiting widespread trust in the platform and the difficulty of identifying
its origin through URL inspection alone. Network and group amplification relied on X, Instagram, TikTok, and
Telegram accounts that promoted the malicious link, posed as opposition supporters, and engaged in other
disinformation activities.

The malicious link redirected to a replica of the original form hosted on Google Forms. The fraudulent form
requested personal information and forced the collection of users’ email addresses, adding an extra yes/
no question: “Would you support street activities?” This suggests interest in profiling victims willing to par-
ticipate in protests.

Cazadores de Fake News identified a network of at least forty-five fake accounts on X, controlled by
pro-government actors and active since 2023, that participated in this phishing attack by promoting the
malicious link to deceive followers of the opposition campaign and expose them by registering through the
fake form4

The phishing exposed identities of volunteers and sympathizers while enabling political profiling. The addi-
tional question on “street activities” indicates the mapping of protest disposition for potential reprisal. Be-
yond privacy violations, the operation attacked Venezuelans’ rights of association and sabotaged electoral
organizing.

Journalists and other high-value targets

Over the years, there have been several phishing cases targeting journalists and civil society organizations
seeking to obtain access credentials for email accounts, social media, and WhatsApp. These attacks orig-
inate from various malicious actors, including those associated with the regime. Regime-associated actors
have used phishing and other techniques to access email accounts, then disclose their contents via official
media outlets or social media accounts to publish pro-regime messages or discredit opposition figures.

Over a single weekend in September 2024, Espacio Publico documented two targeted phishing attacks.
On September 14 of that year, journalist Andrés Rojas Jiménez received phishing messages seeking his
Instagram credentials, according to an Espacio Publico report!® The same publication reported that ac-
tress and writer Prakriti Maduro was targeted by a phishing attack on September 12, resulting in the loss of
access to her X account. This attack occurred after she shared testimonies about arbitrary detentions that
other users sent her via X direct messages in the context of post-electoral protests.®
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Recent phishing attacks against journalists and other civic actors have increasingly failed due to greater
awareness, the adoption of two-factor authentication, and rapid response mechanisms in collaboration
with organizations that provide digital security support. Nevertheless, phishing attempts against certain
high-profile figures remain persistent.

Unauthorized access to accounts and other cyberattacks

Obtaining unauthorized access to the email accounts of civil society members is a recurring practice, also
targeting politicians, journalists, and activists. As indicated above, targeted phishing has frequently been
used to gain unauthorized access to accounts and to take over social media profiles, but other hacking
attacks have also been documented by VEsinFiltro.

Unauthorized access to email and social media accounts

In other instances, harassment campaigns by online government-aligned social media figures and user
networks preceded attempts to gain access to accounts, presumably by the same pro-government actors.
In one such case from December 2025, an Internet user from the central state of Aragua had their posts on
X commenting on US-Venezuela tensions trigger a harassment campaign by government propagandists,
quickly leading to veiled threats and doxing. Harassment that started on X quickly reached other social me-
dia platforms, WhatsApp, and phone calls. Actors connected to harassers attempted to gain access to the
victim’s X and Gmail accounts.*’

A notable example of a targeted attack involved journalist Nelson Bocaranda in 2016. In this incident, at-
tackers gained control of his Twitter (now X) account and accessed sensitive direct messages while Boca-
randa was disclosing information from anonymous government sources. To execute the attack, state-linked
actors obtained a new SIM card for Bocaranda’s Movistar phone line. This allowed them to receive verifica-
tion codes via SMS they used to gain access and change the account’s password. The attackers’ acquisition
of a new SIM card caused Bocaranda’s line to stop working on his phone; he subsequently had to request
a new SIM card to regain access to his number

Messaging app account takeover

Cases of theft of WhatsApp accounts belonging to activists and human rights organizations have been doc-
umented. Although inconclusive, the evidence suggests that telecommunications interception may have
been used to access them. This occurs in a local context where WhatsApp account theft is common in
phishing operations with criminal objectives, typically to scam the family and friends of the account theft
victim. It is possible that government operations have been disguised to simulate criminal account-theft
schemes to camouflage state action.

In a 2021 case documented by Conexidn Segura y Libre, a nongovernmental organization lost control of
its WhatsApp account for several hours, which it had used to communicate with victims of human rights vi-
olations. Individuals operating the phone asserted they received no request for registration codes and did
not fall victim to phishing. The incident occurred during a critical moment in the International Criminal Court
prosecutor’s pre-trial investigation of Venezuela. This incident was likely perpetrated by state actors who
requested SMS message content from the mobile operator to register a WhatsApp account on a device
under their control.

In a case from May 2023, human rights activist Lourdes Ruiz, while suffering systematic harassment from
police forces, experienced unauthorized access to her Instagram account and the takeover of her Signal
account by unknown actors, as well as repeated attempts to access one of her email accounts over a period
of several days. Ruiz had been receiving intimidating calls from security forces and believed her phone line
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was being monitored because of her work documenting human rights violations in detention centers. Ruiz
indicated that she had stopped using Signal at the time and did not have the app installed. She also main-
tained that she did not receive any message with a code to register a Signal account. Ruiz asserted that the
Signal account with her phone number was stolen and used to send intimate images of her, obtained from
Instagram or one of her email accounts, to at least one person known to her in the human rights community.
It is unknown whether the images were sent to other contacts.*®

Unauthorized access after detentions

In some cases, individuals jailed or subjected to short-term detention have had their accounts compromised
shortly after release, sometimes after repeated attempts. These attacks were likely facilitated by credentials
or devices obtained during interrogations.

In two cases from December 2025, individuals who had been jailed lost control of their online accounts
either during detention or shortly afterwards. In one case, the targeted individual lost access to their Face-
book account and experienced multiple unsuccessful login attempts by other actors. These situations are
difficult to resolve because of detention conditions, devices permanently seized by authorities, and phone
numbers configured for account recovery that were either abandoned in Venezuela before a rapid depar-
ture or suspended by the phone line provider for lack of use.

Hacking of databases

Both victims and perpetrators of cyberattacks against strategic databases frequently prefer not to publicize
incidents. A significant case with strong indicators of state-associated actor participation was the unautho-
rized access and partial disclosure of contents from the Primero Justicia party’s internal member platform
during the 2024 presidential campaign.
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Screenshot of one of the documents shared by the account X @LalListaMachado showing the internal registry of political party
members, June 27, 2024. Image edited for privacy protection. (Source: @LaListaMachado Certainty about how actors gained initial
unauthorized access to the National Registry of Militants of the political party Primero Justicia and to its SORE database remains
absent, and definitive attribution is not possible. VE sin Filtro confirmed that credentials exposed on social media did successful-
ly authenticate to Primero Justicia’s internal party platform and provided access to information collected from comanditos.com,
matching data disclosed by Diosdado Cabello on television.3
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On June 26, 2024, Diosdado Cabello, current Minister of Interior Relations, Justice, and Peace, claimed on
his program Con El Mazo Dando that the website comanditos.com had suffered a hack and database leak,
displaying on camera a list with citizens’ personal data, including names, national identity numbers, and
email addresses.™® Cabello also stated, “The confidentiality of your data has been given up by Maria Corina
(Machado) and her combo,” repeating a common disinformation narrative the government deploys during
phishing campaigns.™ The website comanditos.com was created and administered by the opposition party
Primero Justicia as part of efforts to register volunteers during the presidential campaign, operating in par-
allel with registration coordinated by the opposition campaign command and the Vente Venezuela party,
led by Maria Corina Machado. Both comanditos efforts functioned independently within the democratic
coalition.

The anonymous X account @LaListaMachado claimed to possess the leaked data. As in other instances,
parallel narratives mixed hacking and leaking as data sources.™? In subsequent days, the account published
extensive excerpts from databases obtained from the Primero Justicia Party’s Electoral Organization and
Registration System (SORE), including comanditos members, party membership lists, and login credentials
for some users with their passwords.
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Con El Mazo Dando broadcast #482, June 26, 2024. Image edited to protect the privacy of the people appearing on the leaked
list.

This incident not only represents a privacy violation for citizens whose data was leaked, but also manifests
broader concerns about political rights, freedom of association and digital rights in the Venezuelan politi-
cal context. Additionally, information manipulation related to leaks is used to fabricate criminal charges or
defame the victims publicly by governmental figures, including Diosdado Cabello, showing a pattern of
persecution and delegitimization of opposition parties.
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Elusive signs of spyware deployment

The use of spyware on mobile devices and computers belonging to state intelligence targets has grown
dramatically worldwide, including in Latin America. Spyware typically accesses microphones, cameras, de-
vice content including messages, and real-time location, bypassing privacy protection measures such as
encrypted communications because it runs directly on devices where these messages are sent or received.
Full identification of any commercial spyware family’s use by Venezuelan authorities has not been possible.
However, individual cases, repeated and documented interest in acquiring spyware, and multiple invest-
ments in other digital surveillance systems all point to its use by Venezuelan state.

For years, Venezuela has sought to acquire sophisticated spyware from various companies. However, re-
searchers have not been able to verify whether purchases were ultimately executed. Indeed, the commer-
cialization of spyware is surrounded by secrecy, obfuscation, and intermediaries. It is reasonable to assume
that companies commercializing these tools are especially interested in hiding contracts when dealing with
countries sanctioned for widespread human rights violations or sales that could negatively impact them in
high-value markets, including the United States and the European Union.

Between 2014 and 2015, Citizen Lab found evidence of infrastructure in Venezuela used to host com-
mand-and-control servers for FinFisher spyware, even though Venezuela was not mentioned as a client in
a leak experienced by the company.® The command-and-control server for FinFisher spyware identified
in Venezuela by Citizen Lab in its 2015 report was apparently located in Caracas. The finding was made
possible by discovering a proxy server with software from the same company configured to anonymize and
obfuscate the location of the server that controls spyware instances. This set of servers was operational
between December 2014 and October 2015. Its existence indicates that FinFisher was used by Venezuelan
authorities, or at a minimum, that a field demonstration was conducted.

In 2015, a leak from the now-defunct company Hacking Team exposed multiple conversations between the
company and the Chavez government, and subsequently Nicolds Maduro’s government.® In leaked emails,
VenTech—a company with offices in Caracas and Madrid—asserted that “our client already has an approved
budget for an interception system” regarding the Remote Control System (RCS) spyware®® In a previous
email in the same thread, the company representative mentioned the possibility of placing the product in
SEBIN and “DIM,” a referenceto DGCIM. The leak does not clarify whether a follow-up took place, and an
Armando.info investigation could neither confirm nor rule out the sale of this system to Venezuela™

Documents obtained by journalists from intelligenceonline.com show that the firm 9th Vision, registered
in South Africa, attempted to sell spyware to Venezuela’s Ministry of Popular Power for Defense between
2021 and 202258 This firm offers zero-click intrusions, in which a device can be infected without any action
by the victim. It was reported that another firm that commercialized spyware was contacted by Venezuelan
government authorities in 2021, but details have not been confirmed.

In a previously unreported 2022 case, Conexion Segura y Libre had brief access to a human rights activ-
ist’s mobile phone exhibiting spyware infection symptoms. Simultaneously, she and other members of the
same nongovernmental organization were victims of unauthorized email account access and other forms
of persecution that were documented, including intimidating calls from SEBIN officials. In this incident, the
victim reported that the phone displayed the operating system’s screenshot capture animation without user
interaction, and that the screenshots were not found in the photo gallery afterward. This behavior, along
with other unexplained issues, points to spyware that was not properly optimized to operate undetected on
that Android model.
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| Search and seizure of electronic devices

The warrantless inspection of mobile phones by Venezuelan state officials has become an increasingly
pervasive and dangerous practice that exposes individuals’ private lives and can lead to arbitrary deten-
tion, extortion, and reprisals. Through these inspections, authorities access personal information, private
communications, and political opinions without judicial authorization or legal explanation, creating an
environment of fear and defenselessness. This practice operates within a broader political context where
Venezuela’s authoritarian government has systematically dismantled judicial independence and the rule
of law, transforming state security forces into instruments of political control rather than public service.

Venezuela lacks effective legal safeguards protecting citizens from arbitrary searches of electronic de-
vices. The country’s constitution nominally protects privacy and personal correspondence, but these
guarantees have been systematically violated in practice, particularly following the contested 2024 pres-
idential election and subsequent political repression.”® The absence of clear legal procedures governing
device inspections, combined with near-total impunity for security force abuses, has created conditions
where millions of Venezuelans navigate constant surveillance risks.

The declaration of state of emergency on January 3, 2026 increased these risks by ordering security
forces to find and capture anyone who “promoted or supports” the US operation in Veenzuela'®® This
section examines documented patterns of device searches and seizures, the tactics employed by state
actors, and the profound human rights impacts of these practices on Venezuelan society.

Systematic documentation of abuses

To better understand and systematically document these practices, Conexidén Segura y Libre conducted
a public consultation from January 7 to 23, 2026, collecting reports from affected individuals and those
with direct knowledge of incidents. The consultation was disseminated through social media, digital
channels, and contact networks as an accessible and secure mechanism for reporting these incidents in
a high-risk environment, enabling reporting of abuses. The consultation systematized fifty-eight reports
of mobile phone inspections conducted by Venezuelan state officials, with incidents occurring primarily
between 2024 and January 2026." The collected testimonies do not attempt to measure the phenom-
enon exhaustively but rather to make it visible, identify operational patterns, and provide insights into
how arbitrary phone inspections have become tools of control, intimidation, and punishment, with direct
impacts on fundamental rights.

The documented incidents were concentrated at informal checkpoints, military control points on high-
ways, and random street detentions, particularly in the country’s most populous states, including Zulia,
Miranda, the Capital District, Tachira, Carabobo, and Bolivar. In most cases, individuals were simply tran-
siting on the street or traveling between states, with no judicial order or clear legal basis for inspecting
their mobile devices. This geographic distribution reflects both the deployment of security forces and
strategic chokepoints where authorities exercise maximum control over civilian movement.

The primary security forces identified as conducting these searches are the Bolivarian National Guard
(GNB) and Bolivarian National Police (PNB), followed by state or municipal police corps, officials from
the Directorate General of Military Counterintelligence (DGCIM), and unidentified uniformed personnel—
some hooded or dressed in civilian clothes. In most cases, officials either did not identify themselves
(thirty-six cases) or did so only partially (sixteen cases), thereby aggravating the arbitrariness of these
actions and eliminating any possibility of accountability.
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The collected information shows that in thirty-four cases there was a direct request to inspect the phone,
while in twenty-three cases the inspection was forced, accompanied by coercion, detention threats, crim-
inal incrimination, or reprisals. Even when victims indicated they had “consented” to the inspection, most
stated they did so out of fear, nullifying any notion of free, prior, and informed consent. This pattern reveals
the fiction of “voluntary” cooperation under authoritarian surveillance conditions—when refusal risks deten-
tion, physical harm, or worse, consent becomes meaningless. Female activists, journalists, and civil soci-
ety workers report particular vulnerability to sexual harassment, intimidation through threats against family
members, and gender-specific forms of coercion during device searches.

The most frequent inspection practices included accessing photo and video galleries, WhatsApp, Telegram,
and SMS chats, social media, and files stored in the cloud (Google Drive, iCloud, Dropbox). In twenty-nine
cases, officials forced device unlocking, and in fourteen cases, they temporarily confiscated phones or in-
spected them out of the affected person’s view. Testimonies repeatedly report the use of keyword search-
es—including “Maduro,” “Diosdado,” “Maria Corina,” “guarimbero” (a pejorative term for demonstrators),
“government,” or references to the July 28 elections—suggesting specific interest in identifying political
opinions, connections, or critical content.

Officials systematically hunt for evidence of dissent, support for opposition, or participation in anti-govern-
ment activities. The keyword searches reflect regime priorities and reveal the explicitly political nature of
these inspections; they function not as legitimate law enforcement but as dragnet surveillance operations
designed to identify and intimidate political opponents.

A particularly grave element is the economic extortion associated with these inspections. Six reports detail
demands for payments in US dollars—in cash or via Zelle—as a condition for not detaining the individual,
not forwarding information to the central authorities in the capital city or not charging the citizens with se-
rious crimes such as terrorism, incitement to hatred, or illicit financing. In these cases, amounts demanded
reached thousands of dollars, beyond the means of the low-income individuals detained, directly affecting
victims’ integrity, economic security, and family stability.

This systematic extortion transforms surveillance into a revenue stream for corrupt officials while com-
pounding the political weaponization of device searches. Families must choose between financial ruin and
the potential imprisonment of their relatives. The dollar-denominated demands reflect Venezuela’s informal
dollarized economy and officials’ exploitation of desperate circumstances. For many Venezuelans, partic-
ularly women who often manage household economies and family resources, these extortion demands
create impossible choices that reverberate through entire family networks.

Airport targeting of high-profile individuals

Individuals with recognizable profiles in human rights defense, activism, or journalism have been subjected
to equipment inspections during interrogations lasting hours when entering or leaving Venezuela through
airports’®? These inspections are typically much more detailed than summary street inspections, encompass-
ing multiple devices such as laptops, mobile phones, and tablets. Between 2023 and 2024, as Venezuela
prepared for the July 2024 presidential election, at least seven activists for electoral rights from recognized
NGOs experienced airport interrogations, and at least four were subjected to equipment inspections, some
on multiple occasions.

In one case involving a human rights defender taken for interrogation at Maiquetia International Airport, which
serves Caracas, officials coerced the individual into unlocking their devices and thoroughly inspected the con-
tact list and chats. The defender’s devices were taken and unlocked in another room for between four and five
hours. At 9 a.m. the following day, they received a Google alert: “Suspicious activity in your account: Someone
might have accessed your Google Account using harmful malware on one of your devices”—presumably trig-
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gered by officials’ manipulation of their equipment. The warning indicates that the authorities may have tried
to open a Gmail session on a security personnel computer, or they may have installed malware on one of the
temporarily seized devices. As a precaution, the human rights defender formatted their devices and secured
their accounts afterwards.

o Google <no-reply@accounts.google.com> _ % © «
@ raamiv
Google
Actividad sospechosa en tu cuenta

Es posible que alguien haya accedido a tu Cuenta de Google con
software malicioso y dafino en uno de tus dispositivos. Como medida de
proteccion, se cerr6 tu sesion de la cuenta en este dispositivo.

Realizar una accién

También puedes ver la actividad de seguridad en
http: google. ifications

Warning received by a human rights defender hours after the interrogation where their equipment was handled without their su-
pervision. (Source: VE sin Filtro)

New emerging pattern: online search of individuals

Following January 3, 2026, Conexidn Segura y Libre documented multiple cases in which individuals re-
ported that upon arrival at Venezuelan airports, Migration Police officials requested passports and, before
allowing access to immigration booths, conducted searches of their names on official devices, primarily
through Google Search and search functionalities on social media platforms. These searches appear to
serve objectives similar to mobile device inspections: identifying politically oriented posts, establishing
individuals’ possible connections, or detecting those who may have publicly expressed support for or cele-
bration of the January 3 capture of Nicolds Maduro.

Direct online searching of information about travelers could constitute a surveillance strategy attempting to
circumvent digital self-protection measures such as deleting content from personal devices, as well as the
refusal of mobile phone inspections. Separate from the directly documented cases, the consultation iden-
tified fifteen reports specifically addressing searches by name on Google or social media. In five of these
cases, individuals explicitly indicated they were searched on Instagram, and in one case both Google and
Instagram searches were reported, indicating direct interest in contrasting identity and the person’s public
activity beyond information contained on the mobile device.

Violation of university campus territorial autonomy

On January 31, 2026, the University Council of the Central University of Venezuela publicly rejected the un-
announced presence of police and military personnel in the University City of Caracas on January 27 during
an official visit by Acting President Delcy Rodriguez®® According to the institutional statement, security
force officials intimidated students through mobile phone inspections in actions characterized as dispropor-
tionate, intimidating, and violating university autonomy and fundamental rights.'**
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This statement confirms that mobile device inspections are not limited to checkpoints or street procedures but
extend into university campuses, further eroding the boundaries between security, political control, and pri-
vate life. Universities have historically served as spaces of relative autonomy and critical thought in Venezuela;
their invasion by surveillance apparatus represents a significant escalation in authoritarian control.

Forensic extraction and other means of device data extraction

The DGCIM digital forensics laboratory is known to possess Cellebrite UFED Touch 2 devices to extract fo-
rensic images from mobile phones and computers during detentions and criminal investigations.”®® No public
information is available on which other security agencies have these forensic analysis tools.

Authorities have access to for more comprehensive equipment inspections.

These extraction tools can breach the security of some mobile phones, depending on their software and
configuration, and extract data even without knowing the phone’s password. Conexion Segura y Libre has
seen evidence of other forms of data extraction from mobile phones, including officials locating documents
stored in the devices and sending them to their own devices using WhatsApp, extraction of computer hard
drives, and other methods. This points to an opportunistic approach using whatever tools are available while
disregarding the integrity, verifiability, and chain of custody of extracted artifacts.

Pervasive chilling effects on political speech in spaces with a reasonable expectation of pri-
vacy

The impact of these practices transcends the immediate incident. Testimonies reflect persistent fear, self-cen-
sorship, application deletion, social media abandonment, and changes in digital routines—adopted as pro-
tection mechanisms against possible future inspections. For journalists, activists, and citizens perceived as
“suspicious,” these actions constitute intimidatory surveillance restricting de facto exercise of fundamental
rights. The psychological toll extends beyond individuals to their families and communities, creating cascading
effects that multiply the repressive impact of each device search.

The systematic nature of device searches creates pervasive chilling effects on democratic participation and
civil society organizing. Knowing that any interaction with security forces could result in phone inspection,
Venezuelans self-censor their communications and refrain from sharing political opinions—even in private
messages. This anticipatory conformity represents precisely the outcome authoritarian regimes seek: a pop-
ulation that polices itself out of fear, reducing the need for direct repression.

Collectively, the data confirms that arbitrary mobile phone inspection in Venezuela does not constitute an
isolated incident but rather a systematic and repeated practice combining control, intimidation, punishment,
and extortion, in open contradiction with national and international human rights standards—particularly those
relating to privacy, freedom of expression, and due process. The practice violates multiple provisions of the
International Covenant on Civil and Political Rights, the American Convention on Human Rights, and Venezu-
ela’s own constitutional protections, which are now rendered meaningless by authoritarian practices.

The expansion of these practices into university campuses, airports, and road checkpoints demonstrates es-
calating authoritarian control over Venezuelan society. As traditional spaces of relative autonomy disappear
under surveillance pressure, Venezuelans face increasingly difficult choices between digital self-protection
and normal social, economic, and political participation. The resulting society—one where millions constantly
calculate surveillance risks and modify behavior accordingly—represents the practical realization of authori-
tarian aspirations: a population subjugated not primarily through overt violence but through pervasive fear of
arbitrary state intrusion into the private spheres of life.
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The coexistence—even if without technical integration—of different surveillance systems results in multi-
plicative rather than merely additive effects. For instance, an individual attending a protest faces multiple
risks: they might be identified through facial recognition cameras, have their communications intercepted
while coordinating attendance, face doxxing on social media, undergo device searches at checkpoints, and
experience potential cyberattacks that compromise their digital accounts. This comprehensive vulnerability
transforms constitutionally protected political participation into high-risk activities that require sophisticated
operational security measures, fundamentally altering the nature of democratic engagement.

Venezuela’s CCTV infrastructure has been systematically weaponized for political control rather than pub-
lic safety. Chinese vendors—particularly CEIEC, Hikvision, and Dahua—dominate the supply chain despite
international sanctions, with advanced facial recognition and license plate detection, enhanced by artificial
intelligence, operating without privacy protections, judicial oversight, or mechanisms for citizen consent.
The co-option of opposition-controlled municipal systems demonstrates how ostensibly independent se-
curity infrastructure becomes compromised for surveillance purposes, creating comprehensive monitoring
networks that enable rapid identification and targeting of dissidents, protesters, and political opponents.

Drone surveillance has evolved into a sophisticated intimidation apparatus combining advanced technical
capabilities with psychological warfare tactics. Venezuelan security forces deploy commercial drones, rang-
ing from compact consumer DJI models to advanced public safety Autel models with extended surveillance
capabilities, operating without legal frameworks governing deployment or oversight. The deliberate visibil-
ity of drone operations, particularly nighttime flights equipped with multiple lights over protest zones and
residences of opposition figures, serves dual purposes: gathering intelligence on movement patterns and
participants while creating pervasive chilling effects on political assembly.

GPS tracking devices discovered in vehicles of political prisoners’ families, some equipped with listening
capabilities, reveal covert surveillance layers requiring physical access but providing continuous location
data and environmental audio. The systematic deployment of movement surveillance technologies without
judicial authorization fundamentally undermines freedom of assembly and association, transforming con-
stitutionally protected political participation into activities that require operational security measures and
entail substantial risk.

The Patria System is a pillar of Venezuela’s platformization of citizen control, transforming social welfare
delivery and public service access into instruments for systematic data extraction and political manipula-
tion. The Patria database enables comprehensive identification and large-scale data collection, with the
platform’s domain registered to PSUV rather than any state agency—demonstrating operational fusion be-
tween the state apparatus and the party structure. Access to welfare benefits, which conditions millions of
citizens’ daily subsistence on mandatory registration and the continuous provision of personal information,
creates permanent incentives for self-surveillance. The system’s technical design allows mapping users’
relationships with other people and institutions, enabling administrators to create detailed connection net-
works even for non-users.

Systematic cyberpatrolling across social media platforms and messaging applications, coordinated by SE-
BIN, DGCIM, and regional police forces, has evolved into a comprehensive machinery of digital persecution
that criminalizes online expression and generates profound chilling effects on freedom of expression and
association. Telegram channels such as “Caza Guarimbas VE” systematically compile and disseminate dox-
ing lists containing the names, photographs, addresses, and identification numbers of individuals identified
as opposition supporters, which facilitate subsequent harassment, reprisals, and even arrests. Operation
Knock Knock exemplified the integration of multiple surveillance streams—VenApp reporting features, Tele-
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gram groups, and door-to-door arrest campaigns—into coordinated persecution mechanisms that generat-
ed pervasive self-censorship across Venezuelan society. Criminal prosecutions arising from cyberpatrolling
rely on decontextualized digital content, without technical forensic analysis, proper chain-of-custody proce-
dures, or evidence of concrete harm, and apply vague provisions such as ‘incitement to hatred’ to criminal-
ize citizen complaints and political opinions that constitute legitimate public discourse. The convergence of
digital surveillance, selective prosecution, and arbitrary detention has normalized self-censorship, forced
the displacement of journalists and activists, and weakened civil society’s organizational capacity.

Telecommunications interception at scale represents the most intrusive component of Venezuela’s surveil-
lance apparatus, with documented evidence of systematic and widespread practices that far exceed any
legitimate law enforcement justification. Telefénica’s 2021 transparency report—the last released before
government pressure ended such disclosures—revealed 1,523,363 affected telephone lines and 205,800
interception orders, demonstrating industrial-scale surveillance that is impossible to justify by targeted crim-
inal investigations. CANTV'’s state-owned infrastructure provides direct access to telecommunications data
and to internet traffic surveillance capabilities, while private providers face intense pressure to cooperate
due to CONATEL's regulatory authority over licensing and operations. The regulatory framework’s struc-
tural flaws enable abuse: the Criminal Processing Code’s mandate that telecommunications and financial
institutions maintain 24/7 availability to process interception requests, combined with the judicial system’s
subordination to executive power and the absence of independent oversight, creates conditions for unlim-
ited surveillance without meaningful constraints. The FADe Project’s documentation of IMSI catchers con-
centrated at strategically significant locations, including nearby military installations and airports, indicates
that security institutions are deploying them to obtain direct, real-time location and communications data
without provider cooperation or even a remote possibility of a request being denied.

State-sponsored cyberattacks are systematic, not isolated incidents, employing sophisticated techniques
that combine technical capabilities with coordination across multiple government entities. Large-scale
phishing campaigns instrumentalized CANTV’s ISP-level infrastructure for DNS response injection, directing
users to malicious sites. The coordination among the censorship apparatus, disinformation networks, and
state entities reveals deliberate orchestration, with public exposure of phishing victims occurring in con-
texts where disclosing political affiliation carries material risks, given the historical precedent of systematic
political discrimination. Unauthorized access to organizational platforms and messaging account takeovers
frequently exploit telecommunications interception capabilities, with documented cases showing that inter-
cepted SMS verification codes enable WhatsApp account hijacking and the takeover of email and social
media accounts. Venezuela’s persistent efforts to acquire commercial spyware from multiple companies,
combined with Citizen Lab’s identification of FinFisher command-and-control infrastructure in Caracas and
documented cases of infection symptoms, point to active deployment despite the secrecy and obfuscation
surrounding the commercialization of spyware for sanctioned regimes.

Warrantless inspection of mobile phones has become a pervasive and dangerous practice that combines
control, intimidation, punishment, and extortion, in open contradiction to national and international human
rights standards. The systematization reveals forced cooperation, as inspections are accompanied by coer-
cion and threats of detention or criminal prosecution. Keyword searches for “Maduro,” “Diosdado,” “Maria
Corina,” or references to the July 28 elections reveal an explicitly political nature designed to identify dissent
rather than serve legitimate law enforcement purposes. Economic extortion compounds political weapon-
ization, with reports documenting demands for thousands of dollars in cash or Zelle transfers as conditions
for not detaining individuals or charging them with terrorism or incitement to hatred, transforming surveil-
lance into revenue streams for law enforcement ranks. High-profile individuals at airports face equipment
inspections that last hours, while emerging patterns include online searches for travelers’ names on Google
and social media to find information about the political opinions of ordinary citizens.
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Collectively, these findings demonstrate that Venezuela’s surveillance infrastructure operates as an inte-
grated authoritarian control system that transcends individual technologies or institutional actors. The con-
vergence of video surveillance with telecommunications interception, cyberpatrolling with device searches,
and state-sponsored applications with cyberattacks creates multiplicative effects that severely constrain
civic space and alter the risk calculus for political participation. The human rights impacts extend far beyond
immediate violations to generate profound societal transformations: the normalization of self-censorship,
erosion of community trust, forced displacement of journalists and activists, and the rendering of constitu-
tionally protected political participation into high-risk activities that require sophisticated operational secu-
rity.

Critically, the surveillance infrastructure remains operational and intact despite Maduro’s removal on Jan-
uary 3, 2026, demonstrating that technological capabilities and institutional frameworks for authoritarian
control transcend individual leadership and require deliberate dismantling rather than mere regime lead-
ership change. Understanding these systems in their full complexity, including their technical capabilities,
supply chains, institutional operators, legal frameworks, and human rights impacts, proves essential for
supporting Venezuelan civil society under conditions of maximum repression, informing international policy
responses that address both current abuses and future accountability mechanisms, and ultimately contrib-
uting to the conditions necessary for genuine democratic transition that includes dismantling the surveil-
lance state apparatus itself.
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The following recommendations address the urgent needs of those most vulnerable to surveillance and
identify concrete actions that governments and international organizations can take to constrain Venezu-
ela’s surveillance infrastructure, protect human rights defenders, support Venezuelan civil society’s oper-
ational security, and establish accountability mechanisms for technology vendors that enable systematic
human rights violations. These recommendations derive directly from documented cases, deployed surveil-
lance systems, identified technical vulnerabilities, supply chain dependencies, and the operational realities
facing activists under conditions of harsh repression.

I For civil society organizations

Improve data sharing and monitoring mechanisms documenting surveillance technology deployment
and human rights impacts in Venezuela by deploying technical experts, coordinating evidence collec-
tion, and producing regular public reports on surveillance infrastructure evolution under the Rodriguez
interim administration to increase public awareness and enable protective measures by sharing infor-
mation, increasing awareness of mitigations against surveillance, identifying high-risk checkpoint areas,
and developing countermeasures with the support of experts.

Adopt and make available tailored digital security training and resources to various population groups,
including journalists, activists, and opposition members with special attention to female leaders, by de-
veloping context-specific protocols addressing telecommunications interception, device seizure risks,
phishing threats, and social media surveillance as the threats occur in Venezuela.

Establish emergency response networks to provide immediate assistance when activists face deten-
tion, device seizure, or targeted cyberattacks, coordinating legal support, secure communications, facil-
itating safe relocation when necessary, and generating international pressure through rapid documen-
tation shared with diplomatic missions, international human rights bodies, and media networks.

Advocate for technology platforms to implement enhanced security features and abuse reporting mech-
anisms by engaging directly with messaging applications, social media companies, and cloud service
providers to address Venezuela-specific threats. Human rights defenders should advocate for platforms
to implement robust abuse-reporting mechanisms for doxxing and coordinated harassment campaigns,
and to provide expedited verification processes to restore accounts to users who have been hacked.

Pursue accountability for surveillance technology vendors through documentation campaigns, legal ac-
tions, and advocacy targeting companies supplying repressive infrastructure by compiling evidence of
specific human rights violations enabled by identified technologies and suppliers. Organizations should
systematically document how specific surveillance technologies directly facilitate documented human
rights violations. This evidence supports international pressure and advocacy, corporate accountability
campaigns, and potential legal actions under international human rights frameworks.

I For Venezuelan democracy activists

Adopt digital security and surveillance mitigation protocols, including for emergency scenarios. Estab-
lish security support networks with digital security experts and digital rights organizations. Strengthen
phishing awareness and protections.

Use end-to-end encrypted communications platforms, and follow clear communication security proto-
cols. Adopt protections for these platforms including using two-factor authentication and PINs in mes-
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saging apps.

Enable and use phishing-resistant multi-factor authentication, specifically hardware security keys and
TOTP (Time-based One-Time Password) authenticator apps, to protect against telecommunications in-
terception capabilities. SMS-based verification codes should be entirely phased out, as they rely on
telecommunications infrastructure susceptible to state interception.

Ensure device security including keeping the device updated with the latest OS and security patches.
Setting a cellphone PIN of at least six characters, or ideally a password. Avoiding pirated software and
any other software from untrusted sources.

Inspect undersides of vehicles if they have been under control of security forces, and also internally in
cases involving high-profile targeted persons, specially if experiencing unexplained electrical issues.

Women activists, journalists, and human rights defenders should consider their increased exposure to
surveillance and adopt practices to increase the isolation and protection of both their professional and
personal communications, accounts, and content and devices whenever possible.

Implement device sanitization protocols for mobility and high-risk scenarios, including checkpoints,
airports, protests, and detention, by protecting the device, maintaining minimal sensitive content on
devices and obfuscating what can’t be removed, setting up protocols or using secondary devices for
sensitive activities, and enabling remote wiping capabilities.

Maintain secure backups of critical evidence and organizational records to ensure continuity and data
preservation following device seizure, confiscation, or destruction by regularly exporting key documen-
tation to encrypted external storage held in secure locations.

I For democratic governments

Demand dismantling of political surveillance infrastructure and accountability for documented abus-
es by conditioning sanctions relief and economic cooperation on concrete surveillance reforms and
prosecuting officials responsible for systematic human rights violations, and establishing independent
oversight mechanisms.

Support Venezuelan civil society’s digital security capacity through dedicated funding streams, tech-
nical assistance programs, and infrastructure support by providing resources for secure communica-
tions, device replacement following seizures, security audits, and ongoing technical training coordinat-
ed through experienced digital rights organizations. Governments should establish dedicated funding
mechanisms—separate from broader democracy promotion—specifically for addressing digital security
needs: procurement of secure devices and communications infrastructure, technical assistance from
experienced practitioners familiar with high-threat environments, support for ongoing security training
programs, emergency funds for device replacement following confiscations, and resources for security
audits of vulnerable organizations.

Lead multilateral initiatives establishing norms against surveillance technology exports to authoritarian
regimes by coordinating export control frameworks, supply chain transparency requirements, and due
diligence standards for surveillance technology sales through hemispheric and multilateral forums, in-
cluding the Organization of American States.

I For international organizations

Develop accountability frameworks for surveillance technology vendors enabling human rights viola-
tions by investigating supply chains, documenting specific technological contributions to document-
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ed abuses, and pursuing legal mechanisms under international human rights law, including potential
presure recommendations and referrals to appropriate judicial bodies. This includes mapping com-
plete supply chains, documenting technological specifications enabling specific abuse patterns (facial
recognition, forensic extraction, telecommunications interception), establishing causal links between
supplied technologies and documented human rights violations, and pursuing accountability through
appropriate legal frameworks, including accountability actions and support for civil litigation against
complicit vendors.

Provide technical assistance to Venezuelan civil society organizations by facilitating access to digital
security tools and ongoing capacity building through partnerships with established digital rights organi-
zations and cybersecurity experts familiar with high-threat operating environments. This should include
facilitating partnerships between Venezuelan civil society and international security experts, providing
resources for secure infrastructure procurement, coordinating training programs that address the Ven-
ezuela-specific threat landscape, supporting security audits that identify organizational vulnerabilities,
and maintaining ongoing advisory relationships as threats evolve.

Coordinate international advocacy campaigns targeting surveillance technology companies through
multilateral forums, shareholder actions, and public pressure by leveraging organizational platforms
to spotlight vendor complicity in human rights violations and mobilize coordinated responses from
member states, civil society, and private sector actors. This includes organizing multilateral statements
condemning vendor complicity, coordinating member state actions restricting technology exports, sup-
porting shareholder advocacy highlighting reputational risks, facilitating civil society documentation
campaigns, and leveraging organizational platforms to generate sustained public attention.

Integrate surveillance concerns into broader human rights monitoring and reporting by ensuring that
traditional human rights documentation mechanisms systematically incorporate digital rights violations,
surveillance infrastructure analysis, and technology-enabled repression into investigations, reports, and
recommendations for Venezuela. Too often, surveillance violations receive insufficient attention within
traditional human rights frameworks focused on physical detention, torture, and disappearances. Inter-
national organizations should ensure that country-specific mechanisms—including the UN Fact-Finding
Mission on Venezuela, Inter-American Commission rapporteurs, and OAS monitoring processes—sys-
tematically investigate surveillance infrastructure, analyze technology-enabled repression, document
supply chains, and integrate digital rights expertise into all Venezuela-related work. This institutional in-
tegration ensures surveillance receives appropriate priority alongside physical violence and detention.

These recommendations focus on the immediate operational needs of those who are most vulnerable
to Venezuela’s surveillance apparatus. They outline specific actions that governments and international
organizations can take to limit repressive infrastructure, enhance the capacity of civil society, and hold
technology vendors accountable for their role in enabling repression. Implementing these actions requires
a sustained commitment from various stakeholders, coordination across different organizations, and a rec-
ognition that surveillance is a key aspect of authoritarian control. This matter demands dedicated response
strategies rather than being treated as a minor concern within broader human rights discussions. During
this transitional period, international actors must take decisive action to ensure that outcomes protect fun-
damental rights instead of allowing surveillance capabilities to strengthen under new regime leadership.
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